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Managed Services and Features

» Manage one or more servers from one control panel (multiserver management)

« Different permission levels (administrators, resellers and clients) + email user level provided by a roundcube
plugin for ISPConfig

» Apache2 and nginx (virtual hosts, domain- and IP-based)
* FTP, SFTP, SCP

» WebDAYV (only with Apache2)

* DNS (A, AAAA, ALIAS, CNAME, HINFO, MX, NS, PTR, RP, SRV, TXT records)
» POP3, IMAP (Courier, Dovecot)

« Email autoresponder

* Server-based mail filtering

¢ Advanced email spamfilter and antivirus filter

» MySQL client-databases

* Webalizer and/or AWStats statistics

* Harddisk quota

« Mail quota

* Traffic limits and statistics

« IP addresses

¢ SSL

* SSI

» PHP (available PHP modes: Apache2: mod_php, FCGI, CGI and suPHP; nginx: FCGI (PHP-FPM))
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* Shell access

« Jailed shell access

* Firewall

 Server monitoring module

» MySQL client-database access trough phpMyAdmin

* Cron jobs (full cron jobs, jailed cron jobs, web cron jobs)

* Virtualization (OpenVZz)

If you have comments or annotations or would like to contribute to this manual, please contact the author:

Falko Timme <ft@falkotimme.com>
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1 Conventions Used In This Manual
1.1 Commands

Commands to be executed on the command line are formatted as follows in this document:

php -q install.php

1.2 Contents Of Files

Contents of files are displayed as follows in this document:
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127.0.0.1 local host.localdomain localhost
# Auto-generated hostname. Please do not remove this comment.
78.46.230.214 serverl.example.com serverl

1.3 File Names, Protocol Names, System Specifications,
Technical Specifications, User Names, Etc.

File names, protocol hames, system specifications, technical specifications, user names, names of form fields,
etc. are displayed as follows:

htt p: // <host name>: 8080/
/var/vnai |

/etcl/fstab

adm n

Email > Spanfilter > Blackli st

1.4 Highlighting

Very important details are highlighted as follows:

Please note that this automatic network configuration works only on Debian/Ubuntu and only if you have one
network card which must be ethO.

2 ISPConfig Users - Admin, Resellers, And Clients

ISPConfig offers three levels of users which are all fully customizable - admin, resellers, and clients. The default
user and at the same time the user with the highest permissions is admi n. The admi n account is created
automatically when you install ISPConfig; all other users have to be created within ISPConfig (see chapters
4.5.1.1 for clients, 4.5.2.1 for resellers, and 4.9.1.1 for further admin users). adm n has full control over the
ISPConfig control panel and all its functions.

Please don't mix up admi n with the r oot account - r oot is a system user whereas adni n is an ISPConfig user;
ISPConfig users can just log into the ISPConfig control panel, nothing more, i.e., they don't have shell access, for
example.

admi n can create further administrators that have the same or similar rights (see chapter 4.9.1.1), for example
you could create an administrator account with the rights to create web sites for clients, and you could create
another administrator account that has full access to the DNS module only (for example if you have one web site
specialist and another DNS specialist in your company).

admi n can also create clients and resellers (resellers can then create clients themselves, but clients cannot
create other clients - clients are the ISPConfig users with the lowest permissions). Resellers are companies or
individuals that sell services (web hosting, email hosting, DNS hosting, etc.) to their clients without having to worry
about the infrastructure behind it - this is all managed by admni n. adni n can impose limits on resellers so that
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they don't use up all of the server's resources. Reseller limits probably depend on what resellers are willing to pay
for the service , but that is totally up to adm n what limits he chooses.

Clients can be created by adni n or resellers. They can have multiple web sites, email accounts, etc., but this
depends on the client limits that adri n and the reseller can set. You can have a client with 5GB of web space, 5
web sites and 10 email accounts, and you can have a client with 100GB of web space, 20 web sites, 100 email
accounts and access to the DNS module.

All ISPConfig users (regardless of their role) can access ISPConfig 3 under htt p(s) : // <host nane>: 8080/ or
http(s)://<ip_address>: 8080/ .

2.1 Summary
2.1.1 admin

« adm n manages and has full control over the system.
* adm n can add other control panel users (users with administrator functions, resellers and clients).

« adm n can have his own clients independent of resellers.

2.1.2 Resellers

* Resellers can have access to almost all modules (except the system configuration) or only to a limited set of
modules, depending on the permissions given by admi n.

» Resellers can create clients.

» Depending on the limits set by adm n, resellers can see a limited set of resources to their clients (web space,
email accounts, etc.).

2.1.3 Clients

» Clients can create web sites, email accounts, etc., but that depends on the resources given to them by their
reseller or admi n.

3 Installation & Updating

In this chapter | will explain how you can install ISPConfig 3 on your server(s). As ISPConfig 3 is
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multiserver-capable, we have to differentiate between three scenarios:

» The most common setup is to have one web, email, DNS, MySQL database server, i.e. a single server that
hosts all services, and install ISPConfig 3 on it (single server setup).

» The second scenario is to control multiple servers from just one ISPConfig 3 installation, where each server can
host all services (web, email, DNS, MySQL), but it is also possible to split up services (e.g. dedicated web
servers, dedicated email servers, dedicated DNS servers, dedicated MySQL database servers) (multiserver
setup).

« The third scenario is to have slave servers or mirrors of the ISPConfig 3 server. In this case you cannot create
any items on the mirror (this server cannot be selected when you create a new item in ISPConfig 3), but instead
the configuration (web site configuration, email configuration, etc.) will be copied from the master to the mirror
(just the configuration, not any web site contents, etc. - if you want this, you can achieve this by using rsync or
using a cluster filesystem like GlusterFS or some kind of network-attached storage, and you'd have to use one
of these techniques on the directories / var / www for the web sites' contents and / var / viai | for the emails -
for MySQL databases, you'd have to use MySQL master-master replication). If you select a master server in
thels mirror of Server field (see chapter 4.9.2.1), the server for which you select the master will act as a
mirror, not as a full-fledged server. If you have a failover-IP address that you can switch between the master and
the mirror (e.g. automatically with heartbeat/keepalived/etc. or manually, e.g. from your hoster's control panel),
you can achieve high-availability because if the master fails, the mirror can take over (mirror setup). Of course,
this can be mixed with a multiserver setup (i.e., you can have a cluster with full-fledged servers like in the
second scenario and with mirrors).

ISPConfig 3 has two installation modes called st andar d and expert . expert is needed only for multiserver
and mirror setups (see chapters 3.2 and 3.3) - in most cases you should use st andar d mode. In expert mode
the installer asks if the server should join an existing ISPConfig multiserver setup, and if you answer with yes (y),
the installer asks further questions about the master server (like database details).

3.1 Single Server Setup

You can find setup instructions for various versions of Debian, Ubuntu, CentOS, Fedora, and OpenSUSE on
http://www.ispconfig.org/ispconfig-3/documentation/. It is strongly recommended to follow these to set up
your Linux server before you install ISPConfig 3.

As ISPConfig 3.0.4 contains some new features like support for nginx and Mailman mailing lists, and these
features are not covered by the older setup intructions on
http://www.ispconfig.org/ispconfig-3/documentation/, please check out chapters 3.1.1 (Nginx/PHP-FPM) and
3.1.2 (Mailman) if you want to use Nginx (instead of Apache) and Mailman with ISPConfig 3 (otherwise proceed to
chapter 3.1.3). These must be set up before installing ISPConfig 3.

3.1.1 Nginx/PHP-FPM/CGI

If you want to use nginx instead of Apache with ISPConfig, please note that your nginx version must be at least
0.8.21, and you must install PHP-FPM as well. Because Debian Squeeze comes with an older nginx version and
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does not have a PHP-FPM package, this chapter covers nginx and PHP-FPM installation on Ubuntu 11.04 and
newer.

Nginx is available as a package for Ubuntu which we can install as follows:

apt-get install nginx

If Apache2 is already installed on the system, stop it now...

/etc/init.dl apache2 stop

... and remove Apache's system startup links:

insserv -r apache2

Start nginx afterwards:

/etc/init.d/ nginx start

(If both Apache2 and nginx are installed, the ISPConfig 3 installer will ask you which one you want to use -
answer ngi nx in this case. If only one of these both is installed, ISPConfig will do the necessary configuration
automatically.)

We can make PHP5 work in nginx through PHP-FPM (PHP-FPM (FastCGI Process Manager) is an alternative
PHP FastCGI implementation with some additional features useful for sites of any size, especially busier sites)
which we install as follows:

apt-get install php5-fpm

PHP-FPM is a daemon process (with the init script / et ¢/ i ni t . d/ php5-f pm) that runs a FastCGI server on port
9000.

To get MySQL support in PHP, we can install the php5- nysql package. It's a good idea to install some other
PHP5 modules as well as you might need them for your applications. You can search for available PHP5 modules
like this:

apt - cache search php5

Pick the ones you need and install them like this:

apt-get install php5-nysql php5-curl php5-gd php5-idn php-pear php5-i magi ck php5-i map
php5- ncrypt  php5- nentache php5-m ng php5-ps php5-pspell php5-recode php5-snnp php5-sqglite
php5-tidy php5-xm rpc php5-xsl

Now restart PHP-FPM:

/etcl/init.d/ php5-fpmrestart
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To get CGI support in nginx, we install Fcgiwrap.

Fcgiwrap is a CGIl wrapper that should work also for complex CGlI scripts and can be used for shared hosting
environments because it allows each vhost to use its own cgi - bi n directory.

Install the f cgi wr ap package:

apt-get install fcgiwap

After the installation, the f cgi wr ap daemon should already be started; its socket is
/var/run/fcgi w ap. socket . Ifitis not running, you can use the /et c/init. d/fcgi wrap script to start it.

That's it! Now when you create an nginx vhost, ISPConfig will take care of the correct vhost configuration.

3.1.2 Mailman

This chapter covers the Mailman installation on Debian/Ubuntu. It is probably similar on other distributions (please
note that ISPConfig expects the Mailman commands (like newl i st , change_pw, r ml i st) in the directory
/fusr/1ib/mail man/ bi n/, so you might have to create symlinks).

Install Mailman as follows:

apt-get install mail man

Before we can start Mailman, a first mailing list called mai | man must be created:

new i st mail man

root @erverl: ~# new i st nmil man

Enter the emnil of the person running the |ist: <--admin email address, e.g. info@example.com
Initial mail man password: <-- admin password for the mailman list

To finish creating your mailing list, you nmust edit your /etc/aliases (or

equi valent) file by adding the followi ng lines, and possibly running the

“newal i ases' program

## mailman mailing |ist

mai | man: “|/var/lib/mailman/mail/mail man post mail man"

mai | man- adm n: “|'/var/lib/mailman/ mail/mail man adm n nmail man"

nmai | man- bounces: “|/var/lib/milman/ mail/ mail man bounces nail man"

mai | man-confirm “|/var/lib/milman/ mail/milman confirm mail man"

nmai | man-j oi n: “|/var/lib/mailman/ mail/mailnman join nail nan"

mai | man- | eave: “|'/var/lib/milman/ mail/mail nan | eave nmail nan"

mai | man- owner : “|/var/lib/mailman/mail/ mail man owner nmail man"

mai | man-r equest : “|/var/lib/mailman/ mail/ mail man request mail man"

mai | man- subscri be: “|/var/lib/mailman/ mail/ mail man subscri be mail man"
mai | man- unsubscri be: "|/var/lib/mail man/ mail/mail man unsubscri be mail man"
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Ht enter to notify mail man owner... <-- ENTER

root @erverl: ~#
Open/etc/ al i ases afterwards...

vi /etc/aliases

... and add the following lines:

Run

newal i ases

afterwards and restart Postfix:

/etc/init.d/ postfix restart

Finally we must enable the Mailman Apache configuration:

In -s /etc/ mai | man/ apache. conf /etc/apache2/conf. d/ mai | man. conf

This defines the alias / cgi - bi n/ mai | man/ for all Apache vhosts, which means you can access the Mailman
admin interface for a listat htt p: / / <vhost >/ cgi - bi n/ nai | man/ adm n/ <l i st nane>, and the web page for
users of a mailing list can be found at htt p: // <vhost >/ cgi - bi n/ mai | man/ | i sti nf o/ <l i st nane>.

Under ht t p: / / <vhost >/ pi per mai | you can find the mailing list archives.
Restart Apache afterwards:

/etc/init.d/ apache2 restart

If you use nginx instead of Apache, take a look at chapter 5.27.2 to find out how to configure Mailman for nginx.

Then start the Mailman daemon:

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



_ [ISPConfig 3 Manual|

/etc/init.d/ mail man start

3.1.3 ISPConfig 3 Installation

After you've set up the base system, you can install ISPConfig 3 as follows:

cd /tnp
wget http://ww. i spconfig.org/downl oads/ | SPConfi g-3-stabl e.tar. gz
tar xfz | SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/

The next step is to run

php -q install.php
This will start the ISPConfig 3 installer. The installer will configure all services like postfix, sasl, courier, etc. for

you.

root @erverl:/tnp/ispconfig3 install/install# php -q install.php

_ I () /o
R I

A e e

— S O B I e
S S SN S U IO IO I O P /

>> | nitial configuration
Operating System Debian 6.0 (Squeeze/ Sid) or conpatible
Following will be a few questions for primary configuration so be careful.

Default values are in [brackets] and can be accepted with <ENTER>.
Tap in "quit" (wthout the quotes) to stop the installer.
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Sel ect | anguage (en,de) [en]: <-- ENTER
Install ati on node (standard, expert) [standard]: <-- ENTER

Full qualified hostname (FQDN) of the server, eg serverl.domain.tld [serverl.exanpl
e.conj: <-- ENTER

MySQ. server hostname [l ocal host]: <-- ENTER
MySQ. root username [root]: <-- ENTER

MySQ. root password []: <--yourrootsglpassword

MySQ. dat abase to create [dbispconfig]: <--ENTER
MySQ. charset [utf8]: <--ENTER

Apache and ngi nx detected. Select server to use for |SPConfig: (apache, nginx) [apach
e] : <-- ENTER

CGenerating a 2048 bit RSA private key
L+

You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a D stingui shed Name or a DN
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nane (2 letter code) [AU: <-- ENTER

State or Province Name (full nane) [Sone-State]: <-- ENTER

Locality Name (eg, city) []: <--ENTER

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: <-- ENTER
Organi zational Unit Nane (eg, section) []: <--ENTER

Common Nanme (eg, YOUR name) []: <-- ENTER

Emai | Address []: <--ENTER

Configuring JailKkit

Configuring SASL

Configuri ng PAM

Configuring Courier

Confi guri ng Spamassassin

Confi guring Amavi sd

Configuring Getmail

Configuring Pureftpd
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Configuring BI ND

Configuring Apache

Configuring VI ogger

Configuring Apps vhost
Configuring Bastille Firewal
Configuring Fail 2ban

Installing I SPConfig

| SPConfig Port [8080]: <-- ENTER

Do you want a secure (SSL) connection to the |ISPConfig web interface (y,n) [y]:
<-- ENTER

Generating RSA private key, 4096 bit |ong nodul us

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stingui shed Nanme or a DN
There are quite a few fields but you can | eave sone bl ank

For some fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]: <-- ENTER

State or Province Nane (full name) [ Sone-State]: <-- ENTER

Locality Name (eg, city) []: <--ENTER

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: <-- ENTER
Organi zational Unit Nane (eg, section) []: <--ENTER

Common Nanme (eg, YOUR name) []: <-- ENTER

Emai | Address []: <--ENTER

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

A chal | enge password []: <-- ENTER

An optional conmpany name []: <-- ENTER

writing RSA key

Configuring DBServer

Installing | SPConfig crontab

no crontab for root

no crontab for getnmai

Restarting services ...

Rat her than invoking init scripts through /etc/init.d, use the service(8)
utility, e.g. service nysql restart

Since the script you are attenpting to i nvoke has been converted to an
Upstart job, you may al so use the stop(8) and then start(8) utilities,
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e.g. stop nysgl ; start mysql. The restart(8) utility is also avail able.

nysqgl stop/waiting

nysqgl start/running, process 5440

* Stopping Postfix Mail Transport Agent postfix
... done.

* Starting Postfix Ml Transport Agent postfix
... done.

* Stoppi ng SASL Aut henticati on Daenon sasl aut hd
... done.

* Starting SASL Aut hentication Daenon sasl aut hd
... done.

St oppi ng amavi sd: amavi sd- new.

Starting amavi sd: amavi sd- new.

* Stoppi ng d anmAV daenon cl and
... done.

* Starting O anmAV daenon cl and

Byt ecode: Security node set to "TrustSi gned"

... done.
* Stopping Courier authentication services aut hdaenond
... done.
* Starting Courier authentication services aut hdaenond
... done.
* Stopping Courier |MAP server inmapd
... done.
* Starting Courier |MAP server inmapd
... done.
* Stopping Courier | MAP-SSL server i mapd-ssl
... done.
* Starting Courier | MAP-SSL server imapd-ssl
... done.
* Stopping Courier POP3 server..
... done.
* Starting Courier POP3 server...
... done.
* Stopping Courier POP3-SSL server. .
... done.
* Starting Courier POP3-SSL server..
... done.
* Restarting Mailnan master grunner nail manctl
* Wi ting..
... done.
... done.
* Restarting web server apache2
wai ting ... done.
Restarting ftp server: Running: /usr/sbin/pure-ftpd-nysqgl-virtual chroot -1 nysql:/et

c/ pure-ftpd/ db/nysqgl.conf -1 pam-E -Y 1 -8 UF-8 -H-A -Oclf:/var/log/pure-ftpd/tr

ansfer.log -D -b -u 1000 -B
|IH!IIIII
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Installati on conpl et ed.
root @erverl:/tnp/ispconfig3 install/install#

The installer automatically configures all underlying services, so no manual configuration is needed.

If you have both Apache and nginx installed, the installer asks you which one you want to use: Apache and
ngi nx detected. Select server to use for |SPConfig: (apache, nginx) [apache]:

Type ngi nx if you want to use nginx, otherwise just press ENTER to accept Apache. If only Apache or nginx are
installed, this is automatically detected by the installer, and no question is asked.

You now also have the possibility to let the installer create an SSL vhost for the ISPConfig control panel, so that
ISPConfig can be accessed using htt ps: // instead of htt p: / /. To achieve this, just press ENTER when you
see this question: Do you want a secure (SSL) connection to the I SPConfig web interface

(y,n) [y]:.Of course, this works for both Apache and nginx.

Afterwards you can access ISPConfig 3 under ht t p(s): // <host nanme>: 8080/ or
http(s)://<ip_address>: 8080/ (http orhtt ps depends on what you chose during installation). Log in
with the username admi n and the password admni n (you should change the default password after your first
login):

-']g"cl.“ﬂli.l - Maorilla Firebosx - ul KI
Bl Edt Wew Hglory Dockmarks Bos  Hep IARRLARL
# | 5 | [¥] 5215800000  hitos: [ 192, 166.0. 100:5050 - ||| 29 - Google Fl ™

ISPConfig

Login

Login

Earnames admin
Passward I

Powrad by

B

1]
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) 1SPCondsg 3.0.4 - Mazilla Firefox ::3'.. =10] x|
Ble Edt Wew Hgtory Qoolmwks Bok Hep HULRLLERN
| [E] 152168.0.100  hitps:/ 192, 165.0. 100:5050 g by - || 30~ coog F &

Home System Chient Email Maonitor Sites DHS VEerver Taols
Latest news Welcome admin
2011-10-24
Tutorial: The Perfect Server - Available Modules Account limits

Centds 5.7 <86 st (15 onfig 2}
Humber of email domains

2011-10-14 "-_-'é -I'ﬂ-‘.:I.! q{’;}. E
Tutorial The Perfact Server - Humber of maiing stz

Ubimtu 11.10 [ISFCentig 3] System ] Client Email | Maonitor
Humber of maflbaxes

01-10-0%

Tutiorial Muttisarver Satup With i"”‘ '” ﬁ . % Humber of email allases
Dedicated 'Web, Emall, DN &
Sites DHS

Humber of domain aliases

MySQL Datanass Servers On Vierver Tools

Detéan Squeeze WiLh 15PCont 3 Humber of amail {orwarders

101 1-08-30 @. Humber of email catchall accownt
ISPConlig 3.0.4 Bata 1 avalabls

tor downioad Help Humber of email routes

J . of

The system is now ready to be used.

3.2 Multiserver Setup

The best way to describe a multiserver setup is to do this through an example. Here is a tutorial about a Debian
Lenny multiserver setup with dedicated web, email, DNS and MySQL database servers with ISPConfig 3 (i.e., the
services are split up between the servers - of course, it is also possible to let all servers host all services instead
of just one service).

3.2.1 Installing A Multiserver Setup With Dedicated Web, Email,
DNS And MySQL Database Servers On Debian 5.0 With ISPConfig
3

This tutorial describes the installation of an ISPConfig 3 multiserver setup with dedicated web, email, database
and two DNS servers all managed trough a single ISPConfig 3 control panel. The setup described below uses five
servers and can be extended easily to a higher number of servers by just adding more servers. E.g. if you want to
have two mailservers, do the setup steps from chapter 3.2.1.3 on both of these servers. If you want to set up more
web servers, then install ISPConfig on all other web servers in expert mode except of the first one.
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3.2.1.1 Installing The Five Debian Base Systems

In this setup there will be one master server (which runs the web server and ISPConfig control panel interface)
and four slave servers for database, email, primary and secondary DNS.

To install the clustered setup, we need five servers (or virtual servers) with a Debian 5.0 minimal install. The base
setup is described in the following tutorial in the steps 1 - 6:

http://www.howtoforge.com/perfect-server-debian-lenny-ispconfig3

Install only steps 1 - 6 of the perfect server tutorial and not the other steps as they differ for a clustered setup!

In my example | use the following hostnames and IP addresses for the five servers:
Web Server

Hostname: web. exanple. tld
IP address: 192. 168. 0. 105

Mail Server

Hostname: mai | . exanple. tld
IP address: 192. 168. 0. 106

DB Server

Hostname: db. exanpl e. t 1 d
IP address: 192. 168. 0. 107

DNS Server (primary)

Hostname: ns1. exanple.tld
IP address: 192. 168. 0. 108

DNS Server (secondary)

Hostname: ns2. exanpl e.tl d
IP address: 192. 168. 0. 109

Whereever these hostnames or IP addresses occur in the next installation steps you will have to change them to
match the IP's and hostnames of your servers.

3.2.1.2 Installing The Web Server

Edit the hosts file and add the IP addresses and hostnames for all servers. The hostnames and IP addresses
have to be adjusted to match your setup.

vi /etc/hosts

127.0.0.1 localhost
192.168.0.105 web.exampletld
192.168.0.106 mail.example.tld
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Set the hostname of the server:

echo web. exanple.tld > /etc/hostnanme

/etc/init.d/hostnane.sh start

Edit the sour ces. | i st file...

vi /etc/apt/sources.|ist

... and ensure that it contains the following line to enable the volatile repository.

Run...

apt - get update

... to update the apt package database; then run...

apt - get upgrade

... to install the latest updates (if there are any).

It is a good idea to synchronize the system clock with an NTP (network time protocol) server over the Internet.
Simply run...

apt-get -y install ntp ntpdate

... and your system time will always be in sync.

Install the MySQL server. A MySQL server instance is necessary on every server as ISPConfig uses it to sync the
configuration between the servers.
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apt-get -y install mnysql-client nysql-server

Enter the new password for MySQL when requested by the installer.

We want MySQL to listen on all interfaces on the master server, not just localhost, therefore we edit
[ etc/ nysql / ny. cnf and comment out the line bi nd- address = 127.0.0. 1:

vi /etc/nysql/ny.cnf

(-]

# Instead of skip-networking the default is now to listen only on
# localhost which is more compatible and is not less secure.
#bind-address =127.0.0.1

(-]

Then restart MySQL:

letc/init.d/ nysql restart

Now install Apache2, PHP5, phpMyAdmin, FCGI, suExec, Pear, and mcrypt as follows:

apt-get -y install apache2 apache2. 2- cormon

apache2- doc apache2- npm prefork apache2-utils |ibexpatl ssl-cert

| i bapache2- nod- php5 php5 php5-common php5-gd php5- nysqgl php5-i map
phpnyadm n php5-cli php5-cgi |ibapache2-nod-fcgi d apache2-suexec
php- pear php-auth php5-ntrypt ntrypt php5-inmagi ck i nagenagi ck

| i bapache2- nod- suphp | i bopenssl-ruby |ibapache2-nod-ruby sudo

You will see the following question:
Web server to reconfigure automatically: <--apache2

Then run the following command to enable the Apache modules suexec, rewrite, ssl,actions, i ncl ude,
ruby, dav_fs, dav, and aut h_di gest:

a2ennod suexec rewite ssl actions include ruby dav_fs dav auth_di gest

PureFTPd and quota can be installed with the following command:

apt-get -y install pure-ftpd-common pure-ftpd-nmysqgl quota quotat ool

Edit/ et ¢/ f st ab. Mine looks like this (I added , usr quot a, gr pquot a to the partition with the mount point / ):

vi /etc/fstab
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# letc/fstab: static file system information.
#

# <file system> <mount point> <type> <options>  <dump> <pass>

proc /proc proc defaults 0 O
/dev/sdal / ext3 errorssremount-ro,usrquota,grpquota0 1
/dev/sda5  none swap sw 0 0O /dev/hda

/medialcdrom0O udf,is09660 user,noauto 0 O
/dev/fdO /medial/floppy0 auto rw,user,noauto 0 O

To enable quota, run these commands:

touch /quota.user /quota.group

chnmod 600 /quota. *

nmount -o renount /

quot acheck -avugm

quot aon -avug

Install vlogger, webalizer, and awstats:

apt-get -y install vlogger webalizer awstats

Install Jailkit: Jailkit is needed only if you want to chroot SSH users and cron jobs. It can be installed as follows
(important: Jailkit must be installed before ISPConfig - it cannot be installed afterwards!):

apt-get -y install build-essential autoconf automakel.9 |ibtool flex bison

cd /tnp

wget http://olivier.sessink.nl/jailkit/jailkit-2.12.tar.gz

tar xvfz jailkit-2.12.tar.gz

cd jailkit-2.12

./ configure

make
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make install

cd ..

rm-rf jailkit-2. 12*

Install fail2ban: This is optional but recommended, because the ISPConfig monitor tries to show the log:

apt-get install fail2ban

Next we will install ISPConfig 3. To get the download URL of the latest ISPConfig 3 stable release, please visit the
ISPConfig website:_http://www.ispconfig.org/ispconfig-3/download/

This server is the master server in our setup which runs the ISPConfig control panel interface. To allow the other
MySQL instances to connect to the MySQL database on this node during installation, we have to add MySQL root
user records in the master database for every slave server hostname and IP address. The easiest way to do this
is to use the web based phpmyadmin administration tool that we installed already. Open the URL

http://192. 168. 0. 105/ phpnyadni n in a web browser, log in as MySQL root user and execute these
MySQL queries:

CREATE USER 'root' @192. 168. 0. 106' | DENTI FI ED BY ' nyr oot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @192. 168. 0. 106" | DENTI FI ED BY
" myr oot password' W TH GRANT OPTI ON MAX_QUERI ES PER HOUR 0

MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES_PER HOUR O MAX_USER CONNECTI ONS
0;

CREATE USER 'root' @192. 168. 0. 107" | DENTI FI ED BY ' nyr oot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @192.168.0.107' |DENTIFIED BY
" nyr oot password’ W TH GRANT OPTI ON MAX_QUERI ES_PER HOUR 0

MAX_CONNECTI ONS_PER_HOUR 0 MAX_UPDATES PER HOUR 0 MAX_USER CONNECTI ONS
0 ;

CREATE USER 'root' @192. 168. 0. 108" | DENTI FI ED BY ' nyr oot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @192.168.0.108' | DENTI Fl ED BY
' nyr oot password’ W TH GRANT CPTI ON MAX_QUERI ES_PER HOUR 0

MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES _PER HOUR 0 MAX_USER CONNECTI ONS
0 ;

CREATE USER 'root' @ 192. 168. 0. 109" | DENTI FI ED BY ' nyr oot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @192. 168. 0. 109" | DENTI FI ED BY
' nyr oot password' W TH GRANT OPTI ON MAX_QUERI ES_PER HOUR 0

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.



http://www.ispconfig.org/ispconfig-3/download/

[ISPConfig 3 Manual| _

MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES PER HOUR 0 MAX_USER CONNECTI ONS
0 ;

CREATE USER 'root' @nmai |l . exanple.tld" |DENTIFIED BY ' nyroot password';

GRANT ALL PRIVILEGES ON * . * TO 'root' @nuil.exanple.tld |DENTIFI ED
BY ' myr oot password’ W TH GRANT OPTI ON MAX_QUERI ES_PER HOUR O
MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES PER HOUR O MAX_USER CONNECTI ONS
0 ;

CREATE USER 'root' @db. exanpl e.tld" | DENTIFIED BY ' nmyroot password';

GRANT ALL PRIVILEGES ON * . * TO 'root' @db. exanpl e.tld" |DENTIFI ED BY
" myr oot password' W TH GRANT OPTI ON MAX_QUERI ES_PER HOUR 0

MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES PER HOUR O MAX_USER CONNECTI ONS
0;

CREATE USER 'root' @nsl. exanple.tld | DENTIFIED BY ' nmyroot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @nsl. exanple.tld |DENTIFIED BY
" myr oot password' W TH GRANT OPTI ON MAX_QUERI ES PER HOUR 0

MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES PER HOUR O MAX_USER CONNECTI ONS
0;

CREATE USER 'root' @ns2. exanple.tld" | DENTIFIED BY ' nmyroot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @ns2. exanple.tld |DENTIFIED BY
" myr oot password' W TH GRANT OPTI ON MAX_QUERI ES PER HOUR 0

MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES_PER HOUR O MAX_USER CONNECTI ONS
0;

In the above sgl commands, replace the IP adresses (192. 168. 0. 106 - 192. 168. 0. 109) with the IP
addresses of your servers and replace nmai | . exanpl e. t1d, db. exanple.tld, nsl. exanple.tld and
ns2. exanpl e. t | d with the hostnames of your servers and nmyr oot passwor d with the desired root password.

Click on the reload permissions button or restart MySQL. Then close phpmyadmin.
Go back to the shell of server 1. exanpl e. t | d and download the latest ISPConfig 3 stable release:

cd /tnp
wget http://ww. i spconfig.org/downl oads/ | SPConfi g-3-stable.tar. gz

tar xfz | SPConfig-3-stable.tar.gz
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cd ispconfig3_install/install/

Then start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <--en

Installation node (standard, expert) [standard]: <--expert

Full qualified hostnanme (FQDN) of the server, eg server2.donain.tld
[ web. exanpl e. t1d]: <--web.example.tld

MySQ. server hostname [l ocal host]: <--localhost

MySQ. root usernane [root]: <--root

MySQ. root password []: <-- Enter your MySQL root password here

MySQ. dat abase to create [dbispconfig]: <--dbispconfig

MySQ. charset [utf8]: <--utf8

Shal |l this server join an existing | SPConfig multiserver setup (y,n) [n]: <-n

Configure Mail (y,n) [y]: <-n

Configure Jailkit (y,n) [y]: <—-y

Configure FTP Server (y,n) [y]: <-Vy

Configure DNS Server (y,n) [y]: <-n

Confi gure Apache Server (y,n) [y]: <-V

Configure Firewall Server (y,n) [y]: <-y

Install 1SPConfig Web-Interface (y,n) [y]: <-y

| SPConfig Port [8080]: <--8080

Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/|SPConfig-3-stable.tar.gz

3.2.1.3 Installing The Mail Server

Edit the hosts file and add the IP addresses and hostnames for all servers. The hostnames and IP addresses
have to be adjusted to match your setup.

vi /etc/hosts

127.0.0.1  localhost

192.168.0.105 web.example.tld
192.168.0.106 mail.example.tld
192.168.0.107 db.example.tld
192.168.0.108 nsl.example.tld
192.168.0.109 ns2.example.tld
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Set the hostname of the server:

echo mail . exanple.tld > /etc/hostnanme
echo mail .exanple.tld > /etc/mil name

/etc/init.d/ hostnane.sh start

Edit the sour ces. | i st file...

vi /etc/apt/sources.|list

... and ensure that it contains the following line to enable the volatile repository.

Run...

apt - get update

... to update the apt package database; then run...

apt - get upgrade

... to install the latest updates (if there are any).

It is a good idea to synchronize the system clock with an NTP (network time protocol) server over the Internet.
Simply run...

apt-get -y install ntp ntpdate

... and your system time will always be in sync.
Install postfix, dovecot and MySQL with one single command:

apt-get -y install postfix postfix-nysgl postfix-doc nysqgl-client nysql-server openssl
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Enter the new password for mysql when requested by the installer and answer the next questions as decsribed
below:

Create directories for web-based adm nistration ? <--No
CGeneral type of configuration? <--Internet site

Mai | nanme? <-- mail.mydomain.tld

SSL certificate required <-- Ok

To install amavisd-new, SpamAssassin, and ClamAV, we run:

apt-get -y install amavi sd-new spamassassin cl amav cl amav-daenon zoo unzip bzip2 arj nomarch
| zop cabextract apt-listchanges |ibnet-I|dap-perl |ibauthen-sasl-perl clamav-docs daenpn

i bio-string-perl |ibio-socket-ssl-perl |ibnet-ident-perl zip |ibnet-dns-per

Then install install the commandline version of PHP to be able to run PHP-based shell scripts for ISPConfig:

apt-get -y install php5-cli php5-nysqgl php5-nctrypt ncrypt

Install fail2ban: This is optional but recommended, because the ISPConfig monitor tries to show the log:

apt-get install fail2ban

Now | will install ISPConfig 3 on this server. To get the download URL of the latest ISPConfig 3 stable release,
please visit the ISPConfig website:_http://www.ispconfig.org/ispconfig-3/download/

Download the latest ISPConfig 3 stable release:

cd /tnp

wget http://ww. i spconfig.org/downl oads/ | SPConfi g-3-stable.tar. gz

tar xfz | SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/

Then start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <-en

Install ati on node (standard, expert) [standard]: <-- expert

Ful | qualified hostnane (FQDN) of the server, eg serverl.domain.tld
[mai | . exanpl e.tld]: <-- mail.example.tld

MySQL server hostnanme [| ocal host]: <--localhost

MySQL root username [root]: <--root

MySQ. root password []: <-- Enter your MySQL root password here

MySQ. dat abase to create [dbispconfig]: <--dbispconfig
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MySQ. charset [utf8]: <--utf8

Shal |l this server join an existing | SPConfig multiserver setup (y,n) [n]: <-Vy
MySQ. master server hostnane []: <--web.example.tld

MySQ. master server root usernane [root]: <--root

MySQL master server root password []: <-- Enter the root password of the master server here
MySQL master server database nane [dbi spconfig]: <-- dbispconfig

Configure Mail (y,n) [y]: <—-y

Country Nane (2 letter code) [AU]: <-- DE (Enter the ISO country code where you live here)

State or Province Nanme (full nane) [ Sone-State]: <-- Niedersachsen (Enter the state where you
live here)

Locality Nanme (eg, city) []: <--Lueneburg (Enter the city here)

Organi zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: <-- ENTER

Organi zational Unit Nane (eg, section) []: <--ENTER

Common Nane (eg, YOUR nane) []: <--ENTER

Emai | Address []: <-- ENTER

Configure Jailkit (y,n) [y]: <-n
Configure FTP Server (y,n) [y]: <-n
Configure DNS Server (y,n) [y]: <-n
Configure Apache Server (y,n) [y]: <-n
Configure Firewall Server (y,n) [y]: <-y
Install |SPConfig Web-Interface (y,n) [y]: <-n

Run...

rm-f /var/ww/ ispconfig

... to remove the ISPConfig interface link in the / var / www directory.
Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/|SPConfig-3-stable.tar.gz

3.2.1.4 Installing The MySQL Database Server

Edit the hosts file and add the IP addresses and hostnames for all servers. The hostnames and IP addresses
have to be adjusted to match your setup.

vi /etc/hosts

127.00.1  locahost
192.168.0.105 web.example.tld
192.168.0.106 mail.example.tld
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Set the hostname of the server:

echo db. exanple.tld > /etc/hostnanme

/etc/init.d/hostnane.sh start

Edit the sour ces. | i st file...

vi /etc/apt/sources.|ist

... and ensure that it contains the following line to enable the volatile repository.

Run...

apt - get update

... to update the apt package database; then run...

apt - get upgrade

... to install the latest updates (if there are any).

It is a good idea to synchronize the system clock with an NTP (network time protocol) server over the Internet.
Simply run...

apt-get -y install ntp ntpdate

... and your system time will always be in sync.
Install MySQL client and server:

apt-get -y install nysqgl-client nysql-server
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Enter the new password for MySQL when requested by the installer.

We want MySQL to listen on all interfaces, not just localhost, therefore we edit / et ¢/ nysql / my. cnf and
comment out the line bi nd- address = 127.0. 0. 1:

vi /etc/nysql/ny.cnf

[]
# Instead of skip-networking the default is now to listen only on

# localhost which is more compatible and is not less secure.
#bind-address =127.0.0.1

[-]

Then restart MySQL.:

/etcl/init.d/ nysql restart

Then install install the commandline version of PHP to be able to run PHP-based shell scripts for ISPConfig:

apt-get -y install php5-cli php5-nysqgl php5-ncrypt ncrypt

Install fail2ban: This is optional but recommended, because the ISPConfig monitor tries to show the log:

apt-get install fail2ban

Next install ISPConfig 3 on this server. To get the download URL of the latest ISPConfig 3 stable release, please
visit the ISPConfig website:_http://www.ispconfig.org/ispconfig-3/download/

Download the latest ISPConfig 3 stable release:

cd /tnp
wget http://ww.ispconfig.org/ downl oads/ | SPConfi g-3-stabl e.tar. gz
tar xfz |1SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/

Then start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <--en
Install ati on node (standard, expert) [standard]: <-- expert
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Full qualified hostname (FQDN) of the server, eg serverl.domain.tld

[db. exanpl e. tld]: <--db.example.tld

MySQ. server hostnane [l ocal host]: <--localhost

MySQ. root username [root]: <--root

MySQ. root password []: <-- Enter your MySQL root password here

MySQL dat abase to create [dbi spconfig]: <--dbispconfig

MySQ. charset [utf8]: <--utf8

Shall this server join an existing I SPConfig multiserver setup (y,n) [n]: <-vy
MySQ. master server hostnane []: <--web.example.tld

MySQ. master server root usernane [root]: <--root

MySQL nmaster server root password []: <-- Enter the root password of the master server here
MySQL nmaster server database nane [dbi spconfig]: <-- dbispconfig

Configure Mail (y,n) [y]: <-n

Configure Jailkit (y,n) [y]: <-n

Configure FTP Server (y,n) [y]: <-n

Configure DNS Server (y,n) [y]: <-n

Configure Apache Server (y,n) [y]: <-n

Configure Firewall Server (y,n) [y]: <-y

Install |SPConfig Web-Interface (y,n) [y]: <-n

Run...

rm-f /var/ww/ ispconfig

... to remove the ISPConfig interface link in the / var / www directory.
Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/|SPConfig-3-stable.tar.gz

3.2.1.5 Installing The Primary DNS Server

Edit the hosts file and add the IP addresses and hostnames for all servers. The hostnames and IP addresses
have to be adjusted to match your setup.

vi /etc/hosts

127.0.0.1  localhost

192.168.0.105 web.example.tld
192.168.0.106 mail.example.tld
192.168.0.107 db.example.tld
192.168.0.108 nsl.example.tld
192.168.0.109 ns2.example.tld
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Set the hostname of the server:

echo nsl.exanple.tld > /etc/hostnanme

/etc/init.d/ hostnane.sh start

Edit the sour ces. | i st file...

vi /etc/apt/sources.|list

... and ensure that it contains the following line to enable the volatile repository.

Run...

apt - get update

... to update the apt package database; then run...

apt - get upgrade

... to install the latest updates (if there are any).

It is a good idea to synchronize the system clock with an NTP (network time protocol) server over the Internet.
Simply run...

apt-get -y install ntp ntpdate

... and your system time will always be in sync.
Install MySQL client and server:

apt-get -y install nysqgl-client nysql-server

Enter the new password for MySQL when requested by the installer.
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Then install install the commandline version of PHP to be able to run PHP-based shell scripts for ISPConfig:

apt-get -y install php5-cli php5-nysqgl php5-ncrypt ncrypt

Install BIND DNS Server:

apt-get -y install bind9 dnsutils

Next install ISPConfig 3 on the dns server. To get the download URL of the latest ISPConfig 3 stable release,
please visit the ISPConfig website:_http://www.ispconfig.org/ispconfig-3/download/

Download the latest ISPConfig 3 stable release:

cd /tnp

wget http://ww.ispconfig.org/ downl oads/ | SPConfi g-3-stable.tar. gz

tar xfz | SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/

Then start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <--en

Install ati on node (standard, expert) [standard]: <-- expert

Full qualified hostname (FQDN) of the server, eg server2.domain.tld
[nsl. exanple.tld]: <--nsl.example.tld

MySQ. server hostnane [l ocal host]: <--localhost

MySQL root username [root]: <--root

MySQ. root password []: <-- Enter your MySQL root password here

MySQ. dat abase to create [dbi spconfig]: <--dbispconfig

MySQ. charset [utf8]: <--utf8

Shall this server join an existing | SPConfig multiserver setup (y,n) [n]: <-vy
MySQL master server hostnanme []: <-- web.example.tld

MySQL nmaster server root usernane [root]: <--root

MySQL master server root password []: <-- Enter the root password of the master server here
MySQ. nmaster server database nane [dbi spconfig]: <-- dbispconfig
Configure Mail (y,n) [y]: <-n

Configure Jailkit (y,n) [y]: <-n

Configure FTP Server (y,n) [y]: <-n

Configure DNS Server (y,n) [y]: <-vy

Configure Apache Server (y,n) [y]: <-n

Configure Firewall Server (y,n) [y]: <-y

Install |SPConfig Wb-Interface (y,n) [y]: <-n
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Run...

rm-f /var/ww/ ispconfig

... to remove the ISPConfig interface link in the / var / www directory.
Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/ | SPConfig-3-stable.tar.gz

3.2.1.6 Installing The Secondary DNS Server

Edit the hosts file and add the IP addresses and hostnames for all servers. The hostnames and IP addresses
have to be adjusted to match your setup.

vi /etc/hosts

Set the hostname of the server:

echo ns2.exanple.tld > /etc/hostnane

/etc/init.d/hostnane.sh start

Edit the sour ces. | i st file...

vi /etc/apt/sources.|list
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... and ensure that it contains the following line to enable the volatile repository.

deb http://volatile.debian.org/debian-volatile lenny/volatile main contrib non-free

Run...

apt - get update

... to update the apt package database; then run...

apt - get upgrade

... to install the latest updates (if there are any).

It is a good idea to synchronize the system clock with an NTP (network time protocol) server over the Internet.
Simply run...

apt-get -y install ntp ntpdate

... and your system time will always be in sync.
Install MySQL client and server:

apt-get -y install mysql-client nmysql-server

Enter the new password for MySQL when requested by the installer.
Then install install the commandline version of PHP to be able to run PHP-based shell scripts for ISPConfig:

apt-get -y install php5-cli php5-nysqgl php5-ntrypt ncrypt

Install BIND DNS Server:

apt-get -y install bind9 dnsutils

Next install ISPConfig 3 on the dns server. To get the download URL of the latest ISPConfig 3 stable release,
please visit the ISPConfig website:_http://www.ispconfig.org/ispconfig-3/download/

Download the latest ISPConfig 3 stable release:

cd /tnp

wget http://ww. i spconfig.org/downl oads/ | SPConfi g-3-stable.tar. gz

tar xfz | SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/
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Then start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <-en

Install ati on node (standard, expert) [standard]: <-- expert

Full qualified hostname (FQDN) of the server, eg server2.domain.tld
[ ns2. exanpl e. t1d]: <--ns2.example.tld

MySQ. server hostnane [l ocal host]: <--localhost

MySQ. root usernanme [root]: <--root

MySQ. root password []: <-- Enter your MySQL root password here

MySQ. dat abase to create [dbi spconfig]: <-- dbispconfig

MySQ. charset [utf8]: <--utf8

Shall this server join an existing | SPConfig multiserver setup (y,n) [n]: <-vy
MySQL nmaster server hostname []: <-- web.example.tld

MySQL nmaster server root usernane [root]: <--root

MySQL master server root password []: <-- Enter the root password of the master server here
MySQ. nmaster server database nane [dbi spconfig]: <-- dbispconfig
Configure Mail (y,n) [y]: <-n

Configure Jailkit (y,n) [y]: <-n

Configure FTP Server (y,n) [y]: <-n

Configure DNS Server (y,n) [y]: <-Vy

Configure Apache Server (y,n) [y]: <-n

Configure Firewall Server (y,n) [y]: <y

Install ISPConfig Wb-Interface (y,n) [y]: <-n

Run...

rm-f /var/ww/ ispconfig

... to remove the ISPConfig interface link in the / var / www directory.
Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/1SPConfig-3-stable.tar.gz

3.2.1.7 Adjust The Server Settings In ISPConfig

Log into ISPConfig on the master server with a web browser:
http://192. 168. 0. 105: 8080

Click on System > Server services > web. exanpl e. t1 d and disable all checkboxes except of the

Webserver and Fi | eser ver checkbox and click on Save.
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Click on System > Server services > nmil.exanpl e.tl d and disable all checkboxes except of the
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Click on System > Server services > db. exanpl e. t| d and disable all checkboxes except of the
DB- Ser ver checkbox and click on Save.
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Click on System > Server services > nsl. exanpl e.tl d and disable all checkboxes except of the
DNS- Ser ver checkbox and click on Save.
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Click on System > Server services > ns2.exanpl e.t|d and disable all checkboxes except of the
DNS- Ser ver checkbox and select ns1. exanpl e. cominthels nirror of Server selectbox and click on
Save.
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3.3 Mirror Setup

In a mirror setup, ISPConfig will copy just the configuration (web site configuration, email configuration, etc.) from
the master to the mirror (i.e., not any web site contents, etc.). If you want to copy contents from the master to the
mirror as well, there are several techniques that you can use, and you are free to set this up the way you like and
that suits your needs best. For example, you can achieve this by using rsync or using a cluster filesystem like
GlusterFS or some kind of network-attached storage, and you'd have to use one of these techniques on the
directories / var / www for the web sites' contents and / var / vnai | for the emails - for MySQL databases, you'd
have to use MySQL master-master replication. If you have a failover-IP address that you can switch between
the master and the mirror (e.g. automatically with heartbeat/keepalived/etc. or manually, e.g. from your hoster's
control panel), you can achieve high-availability because if the master fails, the mirror can take over.

Again, it is best to demonstrate such a setup through an example. In the following tutorial, GlusterFS is used to
share contents between the master and the slave server.

3.3.1 Installing A Web, Email And MySQL Database Cluster On
Debian 5.0 With ISPConfig 3

This tutorial describes the installation of a clustered Web, Email, Database and DNS server to be used for
redundancy, high availability and load balancing on Debian 5 with the ISPConfig 3 control panel. GlusterFS will be
used to mirror the data between the servers and ISPConfig for mirroring the configuration files. | will use a setup
of two servers here for demonstration purposes but the setup can scale to a higher number of servers with only
minor modifications in the GlusterFS configuration files.

There is currently one limitation in the MySQL cluster setup. The MySQL daemon has locking problems during the
initial innodb check when the second server gets started. The current workaround that | use here is to start
MySQL with myisam only. I've found several reports of successfully running MySQL servers with innodb on
GlusterFS, so it must be possible with some finetuning of the GlusterFS and / or MySQL configuration file to use
innodb as well. 1 will try to find a solution for the locking issues and update this tutorial. If someone knows a
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solution for innodb on GlusterFS, please contact me. If you want to use the second server only as hot standby
system, then you should be able to use innodb as long as you start MySQL on the second server only when the
first server is disconnected.

This is currently a proof of concept setup, so there is no experience how this setup scales in production systems
yet. The only part that might cause problems is the shared MySQL data directory. Another solution for accessing
MySQL databases from several servers simultaneously is to use a MySQL-cluster setup (
http://www.mysql.com/products/database/cluster/) or MySQL master / master replication (
http://www.howtoforge.com/mysql_master_master_replication).

3.3.1.1 Setting Up The Two Base Systems

In this setup there will be one master server (which runs the ISPConfig control panel interface) and one slave
server which mirrors the web (apache), email (postfix and dovecot) and database (MySQL) services of the master
server.

To install the clustered setup, we need two servers with a Debian 5.0 minimal install. The base setup is described
in the following tutorial in the steps 1 - 6:

http://www.howtoforge.com/perfect-server-debian-lenny-ispconfig3

Install only steps 1 - 6 of the perfect server tutorial and not the other steps as they differ for a clustered setup!

In my example | use the following hostnames and IP addresses for the two servers:
Master Server

Hostname: server 1. exanple.tld
IP address: 192. 168. 0. 105

Slave server

Hostname: server 2. exanple. tld
IP address: 192. 168. 0. 106

Whereever these hostnames or IP addresses occur in the next installation steps you will have to change them to
match the IPs and hostnames of your servers.

3.3.1.2 Installing The Two Servers

The following steps have to be executed on the master and on the slave server. If a specific step is only for the
master or slave, then I've added a note in the description in red.

vi /etc/hosts

127.00.1  locahost
192.168.0.105 serverl.example.tld
192.168.0.106 server2.example.tld
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Set the hostname of the server:

echo serverl.exanple.tld > /etc/hostnanme

/etc/init.d/ hostnane.sh start

User serverl.example.tld on the first server and server2.example.tld on the second server.

Edit the sour ces. | i st file...

vi /etc/apt/sources.|list

... and ensure that it contains the following two lines. The first one is for the debian volatile repository to get
updated pacakges for the ClamAV antivirus software and SpamAssassin and the second one is for the backports
repository which contains current GlusterFS packages.

Run...

apt-get install debian-backports-keyring

apt - get update

... to install the backports repository key and update the apt package database; then run ...

apt - get upgrade

... to install the latest updates (if there are any).

It is a good idea to synchronize the system clock with an NTP (network time protocol) server over the Internet.
Simply run...

apt-get -y install ntp ntpdate

... and your system time will always be in sync.
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Install postfix, dovecot and mysql with one single command:

apt-get -y install postfix postfix-nysgl postfix-doc nysqgl-client nysql-server openssl
getmai | 4 rkhunter binutils dovecot-imapd dovecot-pop3d sudo

Enter the new password for mysql when requested by the installer and answer the next questions as decsribed
below:

Create directories for web-based adm nistration ? <--No
CGeneral type of configuration? <--Internet site

Mai | nanme? <-- serverl.mydomain.tld

SSL certificate required <--Ok

We want MySQL to listen on all interfaces, not just localhost, therefore we edit / et ¢/ nysql / my. cnf and
comment out the line bi nd- address = 127.0.0. 1:

vi /etc/nysql/ny.cnf

[-]

# Instead of skip-networking the default is now to listen only on
# localhost which is more compatible and is not less secure.
#bind-address =127.0.0.1

(-]

Then restart MySQL:

/etc/init.d/ nysqgl restart

To install amavisd-new, SpamAssassin, and ClamAV, we run:

apt-get -y install amavi sd-new spanassassin clamav cl amav-daenon zoo unzip bzip2 arj nomarch
| zop cabextract apt-listchanges |ibnet-I|dap-perl |ibauthen-sasl-perl clamav-docs daenon
libio-string-perl |ibio-socket-ssl-perl libnet-ident-perl zip |ibnet-dns-perl

Then install Apache2, PHP5, phpMyAdmin, FCGI, suExec, Pear, and mcrypt as follows:

apt-get -y install apache2 apache2.2-common apache2-doc apache2-npm prefork apache2-utils
i bexpatl ssl-cert |ibapache2-nod-php5 php5 php5-common php5-gd php5-nysql  php5-i map
phpnyadmin  php5-cli php5- cgi | i bapache2-nod-fcgid apache2-suexec  php-pear php-aut h
php5- ncrypt ncrypt php5-i magi ck i magemagi ck | i bapache2- nod- suphp | i bopenssl - ruby

| i bapache2- nod- ruby sudo

You will see the following question:
Web server to reconfigure automatically: <--apache2

Then run the following command to enable the Apache modules suexec,rewite, ssl,actions,incl ude,
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ruby, dav_fs, dav, and aut h_di gest:

a2ennod suexec rewite ssl actions include ruby dav_fs dav auth_di gest

PureFTPd and quota can be installed with the following command:

apt-get -y install pure-ftpd-common pure-ftpd-nmysqgl quota quotat ool

Edit/ et ¢/ f st ab. Mine looks like this (I added , usr quot a, gr pquot a to the partition with the mount point / ):

vi /etc/fstab

# letc/fstab: static file system information.
#
# <file system> <mount point> <type> <options>  <dump> <pass>

proc /proc proc defaults 0 O
/dev/isdal  / ext3 errors=remount-ro,usrquota,grpquota0 1
/dev/sda5  none swap Sw 0 0 /dev/hda

/media/lcdromO udf,iso9660 user,noauto 0 0
/dev/fd0 /medialfloppy0 auto rw,user,ncauto 0 0O

To enable quota, run these commands:

touch /quota. user /quota.group
chnod 600 /quota.*

mount -o renount /

quot acheck -avugm

quot aon -avug

Install BIND DNS Server:

apt-get -y install bind9 dnsutils

Install viogger and webalizer and awstats:

apt-get -y install vlogger webalizer awstats

cp -prf / usr/ shar e/ doc/ awst at s/ exanpl es/ awst at s_bui | dst at i cpages. pl

[ usr/ shar e/ awst at s/ t ool s/ awst at s_bui | dst at i cpages. pl
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Install Jailkit: Jailkit is needed only if you want to chroot SSH users and cron jobs. It can be installed as follows
(important: Jailkit must be installed before ISPConfig - it cannot be installed afterwards!):

apt-get -y install build-essential autoconf automakel.9 |ibtool flex bison

cd /tnp

wget http://olivier.sessink.nl/jailkit/jailkit-2.12.tar.gz

tar xvfz jailkit-2.12.tar.gz

cd jailkit-2.12

./ configure

make

make install

cd ..

rm-rf jailkit-2.12*

Install fail2ban: This is optional but recommended, because the ISPConfig monitor tries to show the log:

apt-get install fail2ban

Install GlusterFS and Fuse:

apt-get -y --force-yes -t |enny-backports install fuse-utils

apt-get -y --force-yes install glusterfs-server glusterfs-client

Remove the GlusterFS example configuration files:

rm-f /etc/glusterfs/*.vol

Create the data directories for the GlusterFS volumes:

nkdi r /data/
nkdi r /dat a/ export - nysql
nkdi r /dat a/ export-nysql-ns

nkdi r /data/ export-vnmail

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.



[ISPConfig 3 Manuall]

nkdi r /dat a/ export-vmail-ns

nmkdi r /dat a/ export - www

nmkdi r /dat a/ export - ww ns

Create the GlusterFS server configuration file:

vi /etc/glusterfs/glusterfsd.vol

47
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Replace the IP addresses with the IPs from your servers and replace the password 7wQav 7Exk Fg6eWwith a
password of your choice.

Start the GlusterFS server:

/etcl/init.d/glusterfs-server start

B
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Now we create the three client volume files that we need to mount the GlusterFS filesystems.

vi /etc/glusterfs/glusterfs-nysql.vol

vi /etc/glusterfs/glusterfs-vnail.vol
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vi [etc/glusterfs/glusterfs-ww.vol
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Before we mount our volumes to the directories, we will have to stop some services and back up current data:

/etc/init.d/ nysqgl stop
/etc/init.d/ apache2 stop
/etc/init.d/ postfix stop

/etc/init.d/ dovecot stop

mv /var/lib/nysqgl /var/lib/nysqgl_bak

nmv /var/ww /var/ ww_bak

nkdi r /var/lib/ nysql
nkdi r /var/ww

nkdir /var/vmail

vi /etc/fstab

Add the lines:
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Now mount the drives by running:

mount -a

Chown the mysqgl directory to user and group nysql :

chown nysql : mysqgl /var/lib/ nmysql

Copy the nysqgl and www data back.

cp -prf /var/lib/nysqgl _bak/* /var/lib/nysql/

cp -prf /var/ww_bak/* /var/ww/

Copy back the data (only on the master server! Skip this step on the slavel!).

Switch off innodb as it causes locking problems when MySQL starts.

vi /etc/nysqgl/ny.cnf

Change the line:

#skip-innodb

to:

skip-innodb

and add the line

innodb_file_per_table

in the [ mysql d] section of the ny. cnf file.

When you set up the slave server, copy the file / et c/ nysql / debi an. cnf file from the master server to the
slave server before you start MySQL again!

Now start the services again:

/etc/init.d/ nysqgl start

/etc/init.d/ apache2 start

/etc/init.d/ postfix start

/etc/init.d/ dovecot start
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Change the GlusterFS boot order to ensure that the GlusterFS server gets always started before MySQL.

mv /etc/rc2.d/ S20gl usterfs-server /etc/rc2.d/ S19gl usterfs-server
mv /etc/rc3.d/ S20gl usterfs-server /etc/rc3.d/ S16gl usterfs-server
nmv /etc/rc4. d/ S20gl usterfs-server /etc/rc4.d/ S16gl usterfs-server

nmv /etc/rch. d/ S20gl ust erfs-server /etc/rch.d/ S16gl usterfs-server

3.3.1.3 Installing ISPConfig On The First (Master) Server

In this step we will install ISPConfig on the master server. To get the download URL of the latest ISPConfig 3
stable release, please visit the ISPConfig website:_http://www.ispconfig.org/ispconfig-3/download/

Now we have to add two new MySQL root user records in the master database to allow root access from the
slave server hostname and IP address. The easiest way to do this is to use the webbased phpmyadmin
administration tool that we installed already. Open the URL htt p: // 192. 168. 0. 105/ phpnyadmni nin a
webbrowser, log in as MySQL root user and execute these MySQL queries:

CREATE USER 'root' @192. 168. 0. 106" | DENTI FI ED BY ' nyr oot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @192.168.0.106' | DENTIFIED BY
" myr oot password’ W TH GRANT OPTI ON MAX_QUERI ES_PER HOUR 0

MAX_CONNECTI ONS_PER _HOUR 0 MAX_UPDATES PER HOUR 0 MAX_USER CONNECTI ONS
0 ;

CREATE USER 'root' @server2. exanple.tld |DENTIFIED BY ' nyroot password' ;

GRANT ALL PRIVILEGES ON * . * TO 'root' @server2.exanple.tld'

| DENTI FI ED BY ' nyr oot password’ W TH GRANT OPTI ON MAX_QUERI ES_PER HOUR 0
MAX_CONNECTI ONS_PER HOUR 0 MAX_UPDATES PER HOUR 0 MAX_USER CONNECTI ONS
0 ;

In the above sgl commands, replace 192. 168. 0. 106 with the IP address of the second server, replace
server 2. exanpl e. t | d with the hostname of the second server and nyr oot passwor d with the desired root
password.

Click on the reload permissions button or restart MySQL. Then close phpmyadmin.
Go back to the shell of server 1. exanpl e. t | d and download the latest ISPConfig 3 stable release:

cd /tnp

wget http://ww. i spconfig.org/downl oads/ | SPConfi g-3-stable.tar. gz
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tar xfz |1SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/

Start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <--en

Installati on node (standard, expert) [standard]: <-- standard

Full qualified hostnane (FQN) of the server, eg serverl.domain.tld

[serverl. exanple.tld]: <--serverl.example.tld

MySQ. server hostnane [l ocal host]: <--localhost

MySQ. root username [root]: <--root

MySQ. root password []: <-- Enter your mysql root password here

MySQ. dat abase to create [dbispconfig]: <--dbispconfigl (the local ISPConfig database name of the
master and slave must be different, as both servers share the same data directory)

MySQ. charset [utf8]: <--utf8

Country Name (2 letter code) [AU]: <-- DE (Enter the ISO country code where you live here)

State or Province Nane (full name) [ Sone-State]: <-- Niedersachsen (Enter the state where you
live here)

Locality Name (eg, city) []: <--Lueneburg (Enter the city here)

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: <-ENTER

Organi zational Unit Nane (eg, section) []: <-ENTER

Common Name (eg, YOUR nanme) []: <-ENTER

Emai | Address []: <-ENTER

| SPConfig Port [8080]: <--8080
Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/1SPConfig-3-stable.tar.gz

3.3.1.4 Installing ISPConfig 3 On The Second Server

In this step we will install ISPConfig on the slave server (server 2. exanpl e. t | d). This time we use the expert
mode of the ISPConfig installer to add this node to the master ISPConfig server and database. To get the
download URL of the latest ISPConfig 3 stable release, please visit the ISPConfig website:
http://www.ispconfig.org/ispconfig-3/download/

Download the latest ISPConfig 3 stable release:

cd /tnp
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wget http://ww. i spconfig. org/ downl oads/ | SPConfi g-3-stable.tar. gz
tar xfz | SPConfig-3-stable.tar.gz

cd ispconfig3_install/install/

Start the install script:

php -q install.php

Sel ect | anguage (en,de) [en]: <--en

Installati on node (standard, expert) [standard]: <-- expert

Full qualified hostnanme (FQDN) of the server, eg server2.domain.tld

[server 2. exanpl e.tld]: <--server2.example.tld

MySQ. server hostnane [l ocal host]: <--localhost

MySQ. root username [root]: <--root

MySQ. root password []: <-- Enter your mysql root password here

MySQL dat abase to create [dbispconfig]: <--dbispconfig2 (the local ISPConfig database name of the
master and slave must be different, as both servers share the same data directory)

MySQ. charset [utf8]: <--utf8

Shall this server join an existing I SPConfig multiserver setup (y,n) [n]: <-vy
MySQ. master server hostnane []: <--serverl.example.tld

MySQ. master server root usernane [root]: <--root

MySQL master server root password []: <-- Enter the root password of the nmaster
server here

MySQL nmaster server database nane [dbi spconfig]: <-- dbispconfigl

Configure Mail (y,n) [y]: <-y

Country Name (2 letter code) [AU]: <-- DE (Enter the ISO country code where you live here)

State or Province Nane (full nanme) [ Sone-State]: <-- Niedersachsen (Enter the state where you
live here)

Locality Name (eg, city) []: <-- Lueneburg (Enter the city here)

Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: <-ENTER

Organi zational Unit Nane (eg, section) []: <-ENTER

Conmon Nane (eg, YOUR nane) []: <-ENTER

Emai | Address []: <-ENTER

Configure Jailkit (y,n) [y]: <—-vy

Configure FTP Server (y,n) [y]: <-vVy

Configure DNS Server (y,n) [y]: <-vVy

Configure Apache Server (y,n) [y]: <-vVv
Configure Firewall Server (y,n) [y]: <y
Install 1SPConfig Web-Interface (y,n) [y]: <-n

Run:

rm-f /var/ww/ ispconfig
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to remove the ISPConfig interface link in the / var / www directory.

Clean up the install directories:

rm-rf /tnp/ispconfig3_install/install

rm-f /tnp/lSPConfig-3-stable.tar.gz

3.3.1.5 Configure Replication In ISPConfig

Log in to ISPConfig on the master server with a web browser:

http://192.168. 0. 105: 8080

Click on System > Server services > server2.exanple.tld:

ISPConfig

(P Users
A s

Bkt oy

Syshem
Sereer Sereices

mreer Loehig

Servey IP addresnss

Aerface C
Irferface Contg

Fiirewall

Fingwal

Soltware
Eepeafinnes
Fachapes

Ugdales

Langusage Editor
Langusges
Hae Las puage

Server

e v examphs Hd

Malsera L

Waksmroar L

DS S rver i
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[ Lo renr i

Viareer-Server ¥
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Active Tes %

Selecte server 1. exanple.tldinthels mrror of Server field and click on Save.

3.3.1.6 Additional Notes

When you want to activate a firewall on the master or slave server, ensure that you open port 6996 for GlusterFS

on both servers.

3.4 Updating

Whenever there is a new ISPConfig 3 release, you can either update ISPConfig from within ISPConfig itself (see
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chapter 4.9.7.2) or from the command line which is stronlgy recommended right now. The procedure described in
chapter 4.9.7.2 is considered experimental and should not be used on production systems.

Please note that with the command line update, you can update only the server on which you run the update, not
the whole cluster (in case you run a multiserver/mirror setup). This is different from the procedure described in
chapter 4.9.7.2 where you can update the whole cluster at once.

If you use the command line update to update multiple servers, it is strongly recommended to run the update on
the slaves first and afterwards on the master!

3.4.1 Creating A Backup

Also, as a measure of precaution, you should make a backup of your ISPConfig installation before you do the
update. The following items should be backed up:

e/ usr/local/ispconfi g directory
* / et ¢ directory (contains configuration files of all services managed through ISPConfig)

« the ISPConfig MySQL database

You can back up these items as follows:

cd /usr/l ocal

tar -pczf ispconfig.tar.gz ispconfig/

This creates the backup i spconfi g.tar. gz inthe/usr/| ocal directory. In case you need to restore the
backup, do the following:

cd /usr/| ocal
rm-fr ispconfig/

tar xvfz ispconfig.tar.gz

To create a backup of the / et ¢ directory, do the following:

cd /
tar -pczf etc.tar.gz etc/

This creates the backup et c. t ar. gz in the / directory. In case you need to restore the backup, do the following:

cd /

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.




[ISPConfig 3 Manual] _

rm-fr etc/

tar xvfz etc.tar.gz

To create a backup of your ISPConfig database in the / usr/ | ocal directory, do the following (assuming that
your ISPConfig database is called dbi spconfi g):

cd /usr/loca

nysql dunp -h | ocal host -u root -p[database password] -c
--add-drop-tabl e --add-1ocks --all --quick --1ock-tabl es dbi spconfig
> dbi spconfig. sq

Please note: there's no space between - p and the password!
To restore the database from the SQL dump, run:

cd /usr/loca

nmysql -h | ocal host -u root -p[database password] dbispconfig < dbispconfig.sq

Please note: there's no space between - p and the password!

3.4.2 Command Line Update

To update ISPConfig from the command line, just run the command

i spconfi g_updat e. sh

as root.

You can update to the last stable version or to the last version from svn. For production systems select st abl e.
The update from svn is only for development systems and may break your current setup (if you want to use the
svn update, please make sure that Subversion is installed on the system - on Debian/Ubuntu, you can install it as
follows:

aptitude install subversion

)

It is also strongly recommended to let the update script reconfigure all services controlled by ISPConfig and also
the crontab to make sure your system can make use of new ISPConfig features that come with the update.

Here is a sample output from the i spconfi g_updat e. sh script (by pressing ENTER you accept the default
value which is displayed in square brackets [ ] ):

server l: ~# i spconfi g update.sh
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- 4 1 __ I __ I _())
I e e e L L L T D
- B U T N A
B I O Ay Y S O R O O
I ST (S [ O O B P
1
|/
>> Updat e

Pl ease choose the update nethod. For production systens sel ect 'stable'.
The update fromsvn is only for devel opment systens and nay break your current setup

Sel ect update nethod (stable,svn) [stable]: <--ENTER

[...]

# The update script downl oads the new | SPConfi g rel ease here.

[...]

l_ 4 1 __ 1 __ I _(0)

N s A D B A B _

N T e B A R A

B I D A N O U O O

Y S S S N I I O I B D
1
| 1

>> Updat e

Operating System Debian Lenny or conpatible

This application will update ISPConfig 3 on your server.
MySQ. root password []: <--yourrootsglpassword

Reconfigure Services? (yes,no) [yes]: <-ENTER
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Configuring Postfix
Configuring JailKkit
Configuring SASL
Configuri ng PAM
Configuring Courier
Configuring Spanassassin
Configuring Amavi sd
Configuring Getmail
Configuring Pureftpd
Configuring Bl ND

Confi guring Apache

Confi guring vl ogger
Configuring Apps vhost
Confi guri ng Dat abase
Configuring Firewal
Updati ng | SPConfi g

| SPConfig Port [8080]: <-- ENTER

Reconfigure Crontab? (yes,no) [yes]: <--ENTER

Updating Crontab

Restarting services ...

St oppi ng MySQL dat abase server: nysql d.

Starting MySQL dat abase server: mnysqld.

Checking for corrupt, not cleanly closed and upgrade needi ng tables..
St oppi ng Postfix Mail Transport Agent: postfix.

Starting Postfix Mail Transport Agent: postfix.

St oppi ng SASL Aut hentication Daenon: sasl aut hd.

Starting SASL Aut hentication Daenon: sasl aut hd.

St oppi ng amavi sd: (not running).

Starting amavi sd: amavi sd- new.

St oppi ng d anAV daenon: cl and.

Starting O anAV daenon: clanmd .

St oppi ng Couri er authentication services: authdaenond.

Starting Courier authentication services: authdaenond.

St oppi ng Courier | MAP server: imapd.

Starting Courier |MAP server: inmapd.

St oppi ng Courier | MAP-SSL server: imapd-ssl.

Starting Courier |MAP-SSL server: imapd-ssl.

St oppi ng Couri er POP3 server: pop3d.

Starting Courier POP3 server: pop3d.

St oppi ng Couri er POP3-SSL server: pop3d-ssl.

Starting Courier POP3-SSL server: pop3d-ssl.

Restarting web server: apache2 ... waiting

Restarting ftp server: Running: /usr/sbin/pure-ftpd-nysqgl-virtual chroot -1 nysql:/et
c/ pure-ftpd/ db/ nysqgl.conf -1 pam-Oclf:/var/log/pure-ftpd/transfer.log -E -H-b -A

-u 1000 -B
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Updat e fi ni shed.
serverl: ~#

4 Reference

In the reference | explain all modules, functions, and forms in the ISPConfig control panel, i.e., | describe all input
fields and give examples of what to fill in.

4.1 Tabs

ISPConfig 3 has the following tabs, depending on the modules that are enabled for the account that you used to
log in:

* Logi n (only visible before login)

* Home

* Sites

* Email

* Monitor

» System

* DNS

* Help

» Domai ns (usually not enabled by default)
* Client

* Tools

The order might differ for you. In the following the tabs and their submenus will be described in functional order,
i.e., in the order that allows you to create client accounts, email accounts, web sites, etc.

4.2 Login

The ISPConfig 3 web interface can be accessed on port 8080. Go to
http(s)://serverl. exanpl e. com 8080 and log in with the default username and password:

» Username: adni n

* Password: adm n
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ISPConfig

Login

Login

Usarname admin
Pasgwiard [T L]

Powered by BPConfig p_

1] v

This is how the ISPConfig 3 control panel looks after your first login:

62
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Latest news Welcome admin
1011-10-24
Tutorial: The Perfect Server - Available Modules Account limits

Cents 5.7 xBé_648 [15Config 2]

11-10-14 g ! % . @
. _ System | | Client

Tuborial: The Perfect Sarver
Ubuntu 11,10 [ISPConfig 3] Email | Maonitor

1011-10-09 = | 1
Tutorial Multisarver Satup With i""ii'” a .
Dedicated Wb, Emal, DN &

= | Humber of email domains
ﬂ Humber of mafling Btz
Humber of mafiboxes
Humber of email alases

Humber of domain aliases

EXR

MySQL Datanass Servers On Sites . DHS Vierver
Debian Squesze With I5PConfig 3 Mumber of amail forwarders
10110930 @ Humber of email catchall account
ISPCoafig 3.0,4 Bata 1 avalanis
for downlgad Help Humber of email routes
- -
| | i

After your first login, you should immediately change the password - to do this, goto Tool s > User Setti ngs
> Password and Language.

4.3 Home

Under the Horre tab, you can find the ISPConfig 3 dashboard with links to all available modules, an overview of
your account limits, and the latest news about ISPConfig (new ISPConfig releases, new tutorials, etc.). If a new
ISPConfig 3 version is available, this will also be shown on the dashboard so that you can upgrade your
ISPConfig installation if you like.
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Latest news Welcome admin B

H010-09-03
1SPCanfig mentionsd in & article

. - There i5 a4 new version of ISPConfig 3 available! See more...
of admin-magazine.com as CPans

AltErnative

Available Modules Account limits
DO0-08-17
Tutorisl: instaling & Mutiserver — 1 | 10 1 Humber of email domains
Satup With Demsoated Web, Enad, B @ f:} @
DS And MySQL Dababass Serviri Humber of mailboxes
On Debian 5.0 With ISPConfig 3 Manitar System Email Help

' ' . Humber of email siases

H10-08-12 . I §
Tutorisl: The Parfect Server - j:.:’ ] £ % o Humber of domain aliases
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i] Client NS Tools umber of email foraarders
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4.4 Tools
4.4.1 User Settings

4.4.1.1 Password and Language

Here you can change the password and the language of the currently logged in ISPConfig user. If you log in for
the first time, it is strongly recommended to immediately change the default password.

* Passwor d: Type in the new password.

e Password st rengt h: This field shows how strong the new password is (a strong password should include
numbers, symbols, upper and lowercase letters; password length should be 8 characters or more; avoid any
password based on repetition, dictionary words, letter or number sequences, usernames, relative or pet names,
or biographical information).

* Passwor d: Type in the new password again to make sure you made no typo.

e Language: Select the desired interface language of the ISPConfig control panel. If you change the language,
you must log out and log back in for the changes to take effect.
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4.5 Client
45.1 Clients

A client is a company or individual that buys web hosting services from either you (i.e., the company or individual
that runs the ISPConfig server) or from a reseller (see chapter 4.5.2). You should create at least one client before
you go on and create web sites, email accounts, etc. because all these hosting services must have a client that
they can be assigned to.

45.1.1 Add Client

You can create clients using this form. Clients can log into ISPConfig and manage their own web hosting services,
like web sites, email accounts, etc. A client can belong either to a reseller or directly to the company/individual
that runs the ISPConfig server.

The Add d i ent form is split up into two tabs, Address and Li m t s:

Address

This is where you type in the name, address, and login details of the client. The form has the following fields:
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e Conpany nane (optional): Fill in the name of the company.
* Cont act nane: Fill in the name of the person that is responsible for this ISPConfig account.
e Cust oner No. (optional): If the client has a customer number, you can specify it here.

» User nane: Fill in the desired ISPConfig username for the client. This is the username that is used to log into
ISPConfig.

» Passwor d: Type in a password for the user.

» Passwor d st rengt h: This field shows how strong the new password is (a strong password should include
numbers, symbols, upper and lowercase letters; password length should be 8 characters or more; avoid any
password based on repetition, dictionary words, letter or number sequences, usernames, relative or pet names,
or biographical information).

e Language: Select the desired interface language of the ISPConfig control panel.

» Thene: Here you can select the theme of the ISPConfig control panel.

» St reet (optional): Specify the street of the client.

* ZI P (optional): Fill in the client's postcode.

 Ci ty (optional): Fill in the client's city.

* St at e (optional): Specify the client's state, e.g. California, Bavaria, etc.

e Count ry: Select the client's country from the drop-down menu.

» Tel ephone (optional): Specify the client's landline number.

» Mobi | e (optional): Specify the client's mobile number.

» Fax (optional): Specify the client's fax number.

e Enmi | (optional): Fill in the client's email address.

* I nt er net (optional): Fill in the URL of the client's web site (beginning with htt p: // orhttps://).
* | CQ (optional): Specify the client's ICQ number.

* VAT | D (optional): Specify the client's VAT ID number.

» Conpany/ Ent r epr eneur | D (optional): Specify the client's Company/Entrepreneur ID.

* Not es (optional): Here you can add notes and comments.
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Limits

This is where the resources are defined that the client can use. If you select a master or addon template, click on
Save, and the values in the rest of the form will be adjusted according to the templates. To select or de-select an
addon template, it is not enough to click on Save - you must click on the Add additional template or Delete
additional template button before. If you select the Cust omtemplate in the Mast er t enpl at e field, you have to
enter your limits manually.

There are two kinds of templates, main templates and additional templates. In a main template you can define a
basic set of limits. An additional template differs from a main template in that the values of the addtitional template
are added to the value of the main template. For example, if you define in a main template with a max. number of
two web domains and an additional template with a max. number of five web domains, and you select that main
template and additional template for the client/reseller, the client/reseller can have the sum of both, i.e., seven

web domains.

« Mast er tenpl at e: If you have defined a template for client limits that you want to apply to this client (so that
you don't have to define all the client limits manually in the following fields), you can select that template here.
Select Cust omif you want to define the client limits manually.

« Addon tenpl at e: If you have defined an additional template that you want to add to the main template, select
that template here. To select or de-select an addon template, it is not enough to click on Save - you must click
on the Add additional template or Delete additional template button before.
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e Default Mail server: Select the default mailserver for the client. The default mailserver will be pre-selected
for this client when email items (email accounts, etc.) are created for the client, but this selection can be
changed in the appropriate form.

*Max. nunber of emmil donai ns: Specify the max. amount of email domains that this client can create. - 1
means unlimited.

« Max. nunber of nmail boxes: Specify the max. amount of mailboxes that this client can create. - 1 means
unlimited.

«Max. nunber of email aliases: Specify the max. amount of email aliases that this client can create. - 1
means unlimited.

e Max. nunber of domain ali ases: Specify the max. amount of domain aliases that this client can create.
- 1 means unlimited.

*Max. nunber of mailing |ists: Specify the max. amount of mailing lists that this client can create. - 1
means unlimited.

* Max. nunber of emil forwarders: Specify the max. amount of email forwarders that this client can
create. - 1 means unlimited.

«Max. nunber of emmil catchall accounts: Specify the max. amount of email catchall accounts that
this client can create. - 1 means unlimited.

*Max. nunmber of email routes: Specify the max. amount of email routes that this client can create. - 1
means unlimited.

«Max. nunber of emmil filters: Specify the max. amount of email filters that this client can create. - 1
means unlimited.

«Max. nunmber of fetchmail accounts: Specify the max. amount of fetchmail accounts that this client can
create. - 1 means unlimited.

* Mai | box quot a: Specify the max. hard drive space (in MB) that this client's email accounts can use. - 1 means
unlimited.

*Max. nunber of spanfilter white / blacklist filters: Specify the max. amount of whitelist and
blacklist filters for the spamfilter that this client can create. - 1 means unlimited.

«Max. nunber of spanfilter users: Specify the max. amount of spamfilter users that this client can
create. - 1 means unlimited.

* Max. nunber of spanfilter policies: Specify the max. amount of spamfilter policies that this client can
create. - 1 means unlimited.

e Default Webser ver: Select the default webserver for the client. The default webserver will be pre-selected for
this client when web items (web sites, etc.) are created for the client, but this selection can be changed in the
appropriate form.

 Max. nunber of web donai ns: Specify the max. amount of web domains that this client can create. - 1
means unlimited.

 Web Quot a: Specify the max. hard drive space (in MB) that this client's web sites can use. - 1 means
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unlimited.

* PHP Opti ons: Specify which PHP modes should be available for the client when he creates/modifies a web
site. The following four modes are available: Fast-CGl, CGI, Mod-PHP, SuPHP.

* Fast-CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
» More than one PHP version can be run as FastCGil;
» Might be better in speed compared to CGl and suPHP.

Disadvantages:

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php.ini setti ngs field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* CGl:
Advantages:

* Scripts will be executed with user privileges of the web site;
* More than one PHP version can be run as CGI.

Disadvantages:

» CGI might use a little more memory (RAM) - therefore, it's not recommended to run PHP as CGl on
slow virtual servers;

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni setti ngs field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* Mod-PHP:
Advantages:

* Speed;
» Needs less memory (RAM) than CGl;
« php.ini values can be changed via PHP scripts, vhost files, .htaccess files.

Disadvantages:

« Scripts are being executed with Apache privileges, which might lead to some security related
problems;
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 Only one version of PHP can be installed as Apache module;

* You cannot use the Cust om php. i ni setti ngs field on the Opti ons tab of a web site in
ISPConfig to specify custom php.ini settings (see chapter 4.6.1.1).

* SUPHP:
Advantages:

« Scripts will be executed with user privileges of the web site;
« Each vhost can have its own php.ini file;

» Needs less memory (RAM) than CGl,

* More than one PHP version can be run as suPHP.

Disadvantages:

* php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni settings field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1);

* SUPHP might be a little slower than mod_php.

« Recommendations:

* High-Traffic Web Sites: Fast-CGI + suExec

» Low-Traffic Web Sites: CGI + suExec or SUPHP

* Max. nunber of web aliasdonai ns: Specify the max. amount of web aliasdomains that this client can
create. - 1 means unlimited.

« Max. nunber of web subdomai ns: Specify the max. amount of web subdomains that this client can create.
- 1 means unlimited.

* Max. nunber of FTP users: Specify the max. amount of FTP users that this client can create. - 1 means
unlimited.

e« Max. nunber of Shell users: Specify the max. amount of shell users that this client can create. - 1 means
unlimited.

* SSH- Chr oot Opti ons: Specify which SSH modes should be available for the client when he creates/modifies
a shell account. The None mode means that the shell user can browse the whole file system and is limited only
by file/directory permissions - this can be a security risk. The Jai | ki t mode means that the shell user will be
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limited to his home directory (chrooted) and can only browse directories inside his home directory.

Max. nunber of Webdav users: Specify the max. amount of WebDAV users that this client can create. - 1
means unlimited.

*Default DNS Server: Select the default DNS server for the client. The default DNS server will be
pre-selected for this client when DNS items (zones, etc.) are created for the client, but this selection can be
changed in the appropriate form (if you are logged in as admin).

« Max. nunber of DNS zones: Specify the max. amount of DNS zones that this client can create. - 1 means
unlimited.

e« Max. nunber of secondary DNS zones: Specify the max. amount of secondary DNS zones that this client
can create. - 1 means unlimited.

* Max. numrber DNS recor ds: Specify the max. amount of DNS records that this client can create. - 1 means
unlimited.

*Def aul t Dat abase Server: Select the default database server for the client. The default database server
will be pre-selected for this client when a database is created for the client, but this selection can be changed in
the appropriate form (if you are logged in as admin).

« Max. nunber of Databases: Specify the max. amount of databases that this client can create. - 1 means
unlimited.

* Max. nunber of cron jobs: Specify the max. amount of cron jobs that this client can create. - 1 means
unlimited.

e Max. Allowed Cronjob types (chrooted and full inplies url): Specify which kind of cron jobs
should be available for the client when he creates/modifies a cron job.

eFull Cron:Full Cron means thatyou can use any command for the cron job, and it will not runin a
chroot environment.

* Chrooted Cron:If Chrooted Cron is selected in the limits of the client that owns the cron job, the cron
jobs are chrooted (using Jailkit).

« URL Cron: This means that the client can only create wget cron jobs, i.e., he specifies a URL in the cron
job command line, and that URL will be accessed via wget.

M n. delay between executi ons: This specifies the minimal delay (in minutes) how often a cron job can
be executed. If you specify 5 here, for example, a cron job cannot be run every minute, but only every five
minutes.

* Traffic Quot a: Specify the max. monthly traffic (in MB) that this client can use. - 1 means unlimited.

«Max. nunber of virtual servers: Specify the max. amount of virtual servers that this client can create.
- 1 means unlimited.

Force virtual server tenplate:Ifan OpenVZ template is selected here, the client can use only this
template to create virtual machines. If no template is selected, the client can choose from all available OpenVZz
templates.
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45.1.2 Edit Client

Under Edit C i ent you can find a list of existing clients:

12

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



_ [ISPConfig 3 Manual]

%) ISPConlsg 3.0.4 - Mazilla Frelox . ‘Jﬂ,l__lx
Bl Edt Vew Hgtory Dockmarks Bok  Heb NUMMARERY
s | B | [6 192.168.0.100 | tittos:/ 192, 168.0. 100:5050 fdex. php s = || [4]~ cooge I *

Clients

Tools

& Add new dlient

1] Company nams Cankict rame U nasrme ity Country

X
1 CBentl Toam Smith elient] Client Gy i 3 & ﬂ

Kl m%

By clicking any of them, you will get to the Addr ess and Li mi t s tabs of that client (that you already know from
chapter 4.5.1.1) where you can modify the settings of that client.

Above the list you can find filters that allow you to search for specific parameters in all clients. The following filters
are available:

*|D

* Company name
« Contact name

* Username

« City

e Country

Click the

hd

button to start a search.

From the client list, it is also possible to directly log in as a client - just click the

8

button next to the client.
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button. A confirmation message will pop up, asking you if you really want to delete the record.

4.5.1.3 Edit Client-Templates

You can edit and create client templates here. A template is a pre-defined set of limits that can be assigned to a
client. Let's assume you sell five different hosting plans to your clients - instead of defining limits manually
whenever you create a new client, you could create five templates (one for each hosting plan) and use such a
template when you create a new client. That way, creating clients is less error-prone and time-consuming.

There are two kinds of templates, main templates and additional templates. In a main template you can define a
basic set of limits. An additional template differs from a main template in that the values of the addtitional template
are added to the value of the main template. For example, if you define in a main template with a max. number of
two web domains and an additional template with a max. number of five web domains, and you select that main
template and additional template for the client/reseller, the client/reseller can have the sum of both, i.e., seven
web domains.

Creating A Template

Click the Add new r ecor d button in the Tool s section. You will get to the O i ent - Tenpl at es form that
consists out of two tabs, Tenpl ate and Li mi t s.

Template

Here you can enter a name for the template and select if it's a Mai n Tenpl at e or an Addi ti onal Tenpl at e.
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You can define the following limits for your template:

* Vax.

e Max.

* Vax.

e Max.

* Vax.

e Max.

* Vax.

nunber
nunber
nunber
nunber
nunber
nunber

numnber

of

of

of

of

of

of

of

means unlimited.

* Max. nunber

* MBx. numnber

* Max. nunber
unlimited.

of

of

of

ermai | domai ns: Specify the max. amount of email domains. - 1 means unlimited.

mai | boxes: Specify the max. amount of mailboxes. - 1 means unlimited.

ermai | al i ases: Specify the max. amount of email aliases. - 1 means unlimited.

domai n al i ases: Specify the max. amount of domain aliases. - 1 means unlimited.

mai | i ng | i sts Specify the max. amount of mailing lists. - 1 means unlimited.

emai | forwarders: Specify the max. amount of email forwarders. - 1 means unlimited.

ermai | catchal |l accounts: Specify the max. amount of email catchall accounts. - 1

emai | rout es: Specify the max. amount of email routes. - 1 means unlimited.
emai | filters: Specify the max. amount of email filters. - 1 means unlimited.

fetchmai | accounts: Specify the max. amount of fetchmail accounts. - 1 means
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* Mai | box quot a: Specify the max. hard drive space (in MB). - 1 means unlimited.

e Max. nunber of spanfilter white / blacklist filters: Specify the max. amount of whitelist and
blackilist filters for the spamfilter. - 1 means unlimited.

« Max. nunber of spanfilter users: Specify the max. amount of spamfilter users. - 1 means unlimited.

*Max. nunber of spanfilter policies: Specify the max. amount of spamfilter policies. - 1 means
unlimited.

e« Max. nunber of web donai ns: Specify the max. amount of web domains that this client can create. - 1
means unlimited.

* Wb Quot a: Specify the max. hard drive space (in MB). - 1 means unlimited.

* PHP Opti ons: Specify which PHP modes should be available for the client when he creates/modifies a web
site. The following four modes are available:; Fast-CGI, CGI, Mod-PHP, SuPHP.

* Fast-CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
* More than one PHP version can be run as FastCGil;
» Might be better in speed compared to CGI and suPHP.

Disadvantages:

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni settings field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
» More than one PHP version can be run as CGI.

Disadvantages:

* CGI might use a little more memory (RAM) - therefore, it's not recommended to run PHP as CGl on
slow virtual servers;

* php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni setti ngs field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* Mod-PHP:
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Advantages:

* Speed;
» Needs less memory (RAM) than CGl;
« php.ini values can be changed via PHP scripts, vhost files, .htaccess files.

Disadvantages:

* Scripts are being executed with Apache privileges, which might lead to some security related
problems;

« Only one version of PHP can be installed as Apache module;

* You cannot use the Cust om php.ini settings field onthe Opti ons tab of a web site in
ISPConfig to specify custom php.ini settings (see chapter 4.6.1.1).

* SUPHP:
Advantages:

« Scripts will be executed with user privileges of the web site;
» Each vhost can have its own php.ini file;

» Needs less memory (RAM) than CGl,;

* More than one PHP version can be run as suPHP.

Disadvantages:

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni settings field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1);

* SUPHP might be a little slower than mod_php.

« Recommendations:

* High-Traffic Web Sites: Fast-CGl + suExec

» Low-Traffic Web Sites: CGI + suExec or SUPHP

* Max. nunber of web aliasdonai ns: Specify the max. amount of web aliasdomains. - 1 means unlimited.

e« Max. nunber of web subdomai ns: Specify the max. amount of web subdomains. - 1 means unlimited.
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 Max. nunber of FTP users: Specify the max. amount of FTP users. - 1 means unlimited.
* Max. nunber of Shell users: Specify the max. amount of shell users. - 1 means unlimited.

* SSH Chr oot Opti ons: Specify which SSH modes should be available for the client when he creates/modifies
a shell account. The None mode means that the shell user can browse the whole file system and is limited only
by file/directory permissions - this can be a security risk. The Jai | ki t mode means that the shell user will be
limited to his home directory (chrooted) and can only browse directories inside his home directory.

* Max. nunber of Webdav users: Specify the max. amount of WebDAV users. - 1 means unlimited.
e« Max. nunber of DNS zones: Specify the max. amount of DNS zones. - 1 means unlimited.

*Max. nunber of secondary DNS zones: Specify the max. amount of secondary DNS zones. - 1 means
unlimited.

e« Max. nunber DNS records: Specify the max. amount of DNS records. - 1 means unlimited.
 Max. nunber of Databases: Specify the max. amount of databases. - 1 means unlimited.
e« Max. nunber of cron jobs: Specify the max. amount of cron jobs. - 1 means unlimited.

*Max. type of cron jobs (chrooted and full inplies url): Specify which kind of cron jobs
should be available for the client when he creates/modifies a cron job.

eFull Cron:Full Cron means thatyou can use any command for the cron job, and it will not run in a
chroot environment.

* Chroot ed Cron:If Chroot ed Cron is selected in the limits of the client that owns the cron job, the cron
jobs are chrooted (using Jailkit).

*« URL Cron: This means that the client can only create wget cron jobs, i.e., he specifies a URL in the cron
job command line, and that URL will be accessed via wget.

*Mn. delay between executions: This specifies the minimal delay (in minutes) how often a cron job can
be executed. If you specify 5 here, for example, a cron job cannot be run every minute, but only every five
minutes.

*Traffic Quot a: Specify the max. monthly traffic (in MB). - 1 means unlimited.
« Max. nunber of virtual servers: Specify the max. amount of virtual servers. - 1 means unlimited.

*Force virtual server tenplate:If an OpenVZ template is selected here, the client can use only this
template to create virtual machines. If no template is selected, the client can choose from all available OpenVZzZ
templates.
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Editing A Template

Inthe d i ent Tenpl at es section you can find a list of existing templates:

79
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By clicking any of them, you will get to the Tenpl at e and Li i t s tabs of that template (that you already know
from the "Creating A Template" chapter) where you can modify the settings of that template.

Above the list you can find filters that allow you to search for specific parameters in all templates. The following
filters are available:

* Type

« Template name

Click the

hd

button to start a search.

To delete a template, click the

]

button. A confirmation message will pop up, asking you if you really want to delete the record.

4.5.2 Resellers

ISPConfig allows you to create resellers. A reseller is a company or individual that purchases bulk hosting from a
supplier (i.e., from the company or the individual that runs the ISPConfig server) with the intention of reselling it to

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28




_ [ISPConfig 3 Manual|

a number of consumers (clients) at a profit.

45.2.1 Add Reseller

Here you can add resellers (e.g. hosting companies) that can have clients and sell hosting services to these
clients. These resellers can log into ISPConfig 3 and manage clients, clients' web sites, email accounts etc.

The Add Resel | er form is split up into two tabs, Address and Li m t s:

Address

This is where you type in the name, address, and login details of the reseller:

» Conpany nane (optional): Fill in the name of the company.
» Cont act nane: Fill in the name of the person that is responsible for this ISPConfig account.
* Cust oner No. (optional): If the reseller has a customer number, you can specify it here.

» User nane: Fill in the desired ISPConfig username for the reseller. This is the username that is used to log into
ISPConfig.

» Passwor d: Type in a password for the user.

* Passwor d strengt h: This field shows how strong the new password is (a strong password should include
numbers, symbols, upper and lowercase letters; password length should be 8 characters or more; avoid any
password based on repetition, dictionary words, letter or number sequences, usernames, relative or pet names,
or biographical information).

» Language: Select the desired interface language of the ISPConfig control panel.
» Thene: Here you can select the theme of the ISPConfig control panel.

» Street (optional): Specify the street of the reseller.

* Z| P (optional): Fill in the reseller's postcode.

» Ci ty (optional): Fill in the reseller's city.

* St at e (optional): Specify the reseller's state, e.g. California, Bavaria, etc.
» Count ry: Select the reseller's country from the drop-down menu.

» Tel ephone (optional): Specify the reseller's landline number.

» Mobi | e (optional): Specify the reseller's mobile number.

* Fax (optional): Specify the reseller's fax number.

* Enmi | (optional): Fill in the reseller's email address.

* I nt er net (optional): Fill in the URL of the reseller's web site (beginning with htt p: // orhttps://).
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¢ | CQ (optional): Specify the reseller's ICQ number.

* VAT | D (optional): Specify the reseller's VAT ID number.

« Not es (optional): Here you can add notes and comments.
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Limits

This is where the resources are defined that the reseller can pass on to his clients. These limits define the total
amount of resources available to the reseller - the reseller must split these resources up between his clients. If
you select a master or addon template, click on Save, and the values in the rest of the form will be adjusted
according to the templates. To select or de-select an addon template, it is not enough to click on Save - you must
click on the Add additional template or Delete additional template button before. If you select the Cust om
template in the Mast er tenpl at e field, you have to enter your limits manually.

There are two kinds of templates, main templates and additional templates. In a main template you can define a
basic set of limits. An additional template differs from a main template in that the values of the addtitional template
are added to the value of the main template. For example, if you define in a main template with a max. number of
two web domains and an additional template with a max. number of five web domains, and you select that main
template and additional template for the client/reseller, the client/reseller can have the sum of both, i.e., seven
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web domains.

*Default Mil server: Select the default mailserver for the reseller. The default mailserver will be
pre-selected for this reseller when email items (email accounts, etc.) are created for the reseller, but this
selection can be changed in the appropriate form.

* Max. nunber of enmil domai ns: Specify the max. amount of email domains that this reseller can create.
- 1 means unlimited.

e Max. nunber of mailing |ists: Specify the max. amount of mailing lists that this reseller can create. - 1
means unlimited.

* Max. numnber of mail boxes: Specify the max. amount of mailboxes that this reseller can create. - 1 means
unlimited.

*Max. nunber of emil aliases: Specify the max. amount of email aliases that this reseller can create. - 1
means unlimited.

* Max. nunber of domai n aliases: Specify the max. amount of domain aliases that this reseller can create.
- 1 means unlimited.

*Max. nunmber of email forwarders: Specify the max. amount of email forwarders that this reseller can
create. - 1 means unlimited.

«Max. nunber of emmil catchall accounts: Specify the max. amount of email catchall accounts that
this reseller can create. - 1 means unlimited.

« Max. nunber of email routes: Specify the max. amount of email routes that this reseller can create. - 1
means unlimited.

«Max. nunber of emmil filters: Specify the max. amount of email filters that this reseller can create. - 1
means unlimited.

«Max. nunber of fetchmail accounts: Specify the max. amount of fetchmail accounts that this reseller
can create. - 1 means unlimited.

* Mai | box quot a: Specify the max. hard drive space (in MB) that this reseller's email accounts can use. - 1
means unlimited.

*Max. nunber of spanfilter white / blacklist filters: Specify the max. amount of whitelist and
blacklist filters for the spamfilter that this reseller can create. - 1 means unlimited.

e Max. nunber of spanfilter users: Specify the max. amount of spamfilter users that this reseller can
create. - 1 means unlimited.

* Max. nunber of spanfilter policies: Specify the max. amount of spamfilter policies that this reseller
can create. - 1 means unlimited.

*Default Webser ver : Select the default webserver for the reseller. The default webserver will be pre-selected
for this reseller when web items (web sites, etc.) are created for the reseller, but this selection can be changed in
the appropriate form.

 Max. nunber of web donai ns: Specify the max. amount of web domains that this reseller can create. - 1
means unlimited.
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Wb Quot a: Specify the max. hard drive space (in MB) that this reseller's web sites can use. - 1 means
unlimited.

* PHP Opt i ons: Specify which PHP modes should be available for the reseller when he creates/modifies a web
site. The following four modes are available: Fast-CGl, CGIl, Mod-PHP, SuPHP.

* Fast-CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
» More than one PHP version can be run as FastCGl;
» Might be better in speed compared to CGl and suPHP.

Disadvantages:

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php.ini settings field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
» More than one PHP version can be run as CGI.

Disadvantages:

» CGI might use a little more memory (RAM) - therefore, it's not recommended to run PHP as CGl on
slow virtual servers;

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni setti ngs field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* Mod-PHP:
Advantages:

* Speed;
» Needs less memory (RAM) than CGl;
* php.ini values can be changed via PHP scripts, vhost files, .htaccess files.

Disadvantages:
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« Scripts are being executed with Apache privileges, which might lead to some security related
problems;

* Only one version of PHP can be installed as Apache module;

* You cannot use the Cust om php. i ni settings field onthe Opti ons tab of a web site in
ISPConfig to specify custom php.ini settings (see chapter 4.6.1.1).

* SUPHP:
Advantages:

« Scripts will be executed with user privileges of the web site;
» Each vhost can have its own php.ini file;

» Needs less memory (RAM) than CGl;

* More than one PHP version can be run as suPHP.

Disadvantages:

« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni setti ngs field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1);

* SUPHP might be a little slower than mod_php.

« Recommendations:

« High-Traffic Web Sites: Fast-CGIl + suExec

» Low-Traffic Web Sites: CGI + suExec or SUPHP

« Max. nunber of web aliasdonai ns: Specify the max. amount of web aliasdomains that this reseller can
create. - 1 means unlimited.

* Max. nunber of web subdomai ns: Specify the max. amount of web subdomains that this reseller can
create. - 1 means unlimited.

« Max. nunber of FTP users: Specify the max. amount of FTP users that this reseller can create. - 1 means
unlimited.

* Max. nunber of Shell users: Specify the max. amount of shell users that this reseller can create. - 1
means unlimited.

* SSH- Chr oot Opti ons: Specify which SSH modes should be available for the reseller when he
creates/modifies a shell account. The None mode means that the shell user can browse the whole file system
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and is limited only by file/directory permissions - this can be a security risk. The Jai | ki t mode means that the
shell user will be limited to his home directory (chrooted) and can only browse directories inside his home
directory.

* Max. nunber of Webdav user s: Specify the max. amount of WebDAV users that this reseller can create.
- 1 means unlimited.

*Default DNS Server: Select the default DNS server for the reseller. The default DNS server will be
pre-selected for this reseller when DNS items (zones, etc.) are created for the reseller, but this selection can be
changed in the appropriate form.

* Max. numrber of DNS zones: Specify the max. amount of DNS zones that this reseller can create. - 1 means
unlimited.

* Max. nunber of secondary DNS zones: Specify the max. amount of secondary DNS zones that this
reseller can create. - 1 means unlimited.

e Max. numrber DNS recor ds: Specify the max. amount of DNS records that this reseller can create. - 1 means
unlimited.

«Max. nunber of dients: Specify the max. amount of clients that this reseller can create. - 1 means
unlimited.

Defaul t Dat abase Server: Select the default database server for the reseller. The default database server
will be pre-selected for this reseller when a database is created for the reseller, but this selection can be
changed in the appropriate form.

Max. nunber of Databases: Specify the max. amount of databases that this reseller can create. - 1 means
unlimited.

« Max. nunber of cron jobs: Specify the max. amount of cron jobs that this reseller can create. - 1 means
unlimited.

*Max. type of cron jobs (chrooted and full inplies url): Specify which kind of cron jobs
should be available for the reseller when he creates/modifies a cron job.

eFull Cron:Full Cron means thatyou can use any command for the cron job, and it will not run in a
chroot environment.

e Chrooted Cron:If Chroot ed Cron is selected in the limits of the reseller that owns the cron job, the
cron jobs are chrooted (using Jailkit).

* URL Cron: This means that the reseller can only create wget cron jobs, i.e., he specifies a URL in the
cron job command line, and that URL will be accessed via wget.

*Mn. delay between executions: This specifies the minimal delay (in minutes) how often a cron job can
be executed. If you specify 5 here, for example, a cron job cannot be run every minute, but only every five
minutes.

*Traffic Quot a: Specify the max. monthly traffic (in MB) that this reseller can use. - 1 means unlimited.

« Max. nunber of virtual servers: Specify the max. amount of virtual servers that this reseller can create.
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- 1 means unlimited.

eForce virtual server tenplate:If an OpenVZ template is selected here, the reseller can use only this
template to create virtual machines. If no template is selected, the reseller can choose from all available OpenVz
templates.
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45.2.2 Edit Reseller

Under Edit Resel | er you can find a list of existing resellers:
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By clicking any of them, you will get to the Addr ess and Li ni t s tabs of that reseller (that you already know
from chapter 4.5.2.1) where you can modify the settings of that reseller.

Above the list you can find filters that allow you to search for specific parameters in all resellers. The following
filters are available:

*|D

* Company name
« Contact name

* City

« Country

Click the

hd

button to start a search.

From the reseller list, it is also possible to directly log in as a reseller - just click the

8

button next to the reseller.

To delete a reseller, click the
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Cl

button. A confirmation message will pop up, asking you if you really want to delete the record.

4.6 Sites

On this tab we can create web sites, subdomains, FTP accounts, shell users, MySQL databases, and cron jobs,
and take a look at traffic statistics.

4.6.1 Websites
4.6.1.1 Website

This is where we can create new and edit/delete existing web sites.

To create a new web site, click the Add new websi t e button. This will lead you to the Web Domai n form with
the tabs Domai n, Redi rect, SSL, St ati stics, and Opti ons.

Some fields are relevant to Apache only, others to nginx and are only shown if the appropriate http server is
installed.

Web Domain

Domain

This is where the web site is actually created. Here you specify the web site domain, the client who owns the web
site, the IP address, quota, the features (like PHP, CGlI, SSL, etc.) that the web site will have, etc. The form has
the following fields:

» Ser ver : If more than one server is available, you can select the server on which the web site will be created.
» Cl i ent : Here you select the client that owns the new web site.

* | Pv4- Addr ess: Select the IPv4 address on which the web site will respond. * means all available IP
addresses. Please note that you still might have to create the appropriate DNS records for your domains so that
they point to the correct IP address.

| Pv6- Addr ess (optional): Select the IPv6 address on which the web site will respond. If no IPv6 address is
selected, no IPv6 vhost will be created. Please note that you still might have to create the appropriate DNS
records for your domains so that they point to the correct IPv6 address.

* Domai n: This is the main domain of your web site, e.g. exanpl e. com(without subdomain like ww).

e Har ddi sk Quot a: This is the max. amount of web space (in MB) that is available for the web site. - 1 means
unlimited.

*Traffic Quot a: This is the max. amount of traffic per month (in MB) that is available for the web site. - 1
means unlimited.

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.



[ISPConfig 3 Manual] _

» Cd : Allows the web server to execute cgi scripts in a certain directory (cgi - bi n).

* SSI| : Activates Server Side Includes (SSI) (file extension .shtml).

* Ruby: (Apache only): Allows the web server to execute Ruby scripts (file extensions . r b and . r bx).
* Pyt hon (Apache only): Allows the web server to execute Python scripts (file extension . py).

» SUEXEC (Apache only): This makes that CGlI scripts (including PHP scripts that are executed as Fast-CGl or
CGl) are executed as the user and group of the current web site. You should check this checkbox for security
reasons. This does not apply to PHP scripts that are executed under Mod-PHP and SuPHP.

*Om Error-Docunent s: Allows to define your own error pages instead of using the standard ones.

 Aut o- Subdonai n: Here you can define whether you want no automatic subdomain for the web site (in this
case you can access the site only by using the domain, e.g. ht t p: / / exanpl e. con), an automatic wwv
subdomain (you can then access the site using ht t p: / / exanpl e. comand htt p: / / ww. exanpl e. com), or
a wildcard subdomain (*. ) which means you can access the site with any subdomain that does not point to

another web site.

) 15PConfig 3.0.4 - Mozilla Firefox el =100 x|
Bl Bt Vew Hgloy [eolmarks Bol Help
& [¥] 192.188.0.100  Fitps: /192, 165.0. 100 . - ||y FEIE
B
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FTP
e Clisnt alimnt j
hell IPvd-Address radg230214 =
Sl Ly IPvE-Address =l
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Database Harddizk Quats B0 MB
Websdaw Traffic Quats 1000 MB
Watsav User G I
Folder protection 53 C
Folder Rluby C
Folder useérs Bythan n
Cron SuENEC =
Crom Jobs Drerta Error-Docunents =
Statistics Aua-Subdo main 'nw =]
‘Web Traffic it Maona
Website guota (Harddisk) pHE E o
e tive [
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» SSL: With this checkbox you can enable SSL for this web site. Please note that you can have only one SSL web
site per IP address, and it is not possible to use a wildcard (*) in the | P- Addr ess field.

» PHP: You can disable/enable PHP for this web site here. If you want to enable PHP, the following four modes are
available: Fast-CGl (Apache and nginx; for nginx, PHP-FPM is used), CGI (Apache only), Mod-PHP (Apache
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only), SUPHP (Apache only).

* Fast-CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
» More than one PHP version can be run as FastCGl;
» Might be better in speed compared to CGI and suPHP.

Disadvantages:

* php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni settings field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* CGl:
Advantages:

« Scripts will be executed with user privileges of the web site;
» More than one PHP version can be run as CGI.

Disadvantages:

» CGI might use a little more memory (RAM) - therefore, it's not recommended to run PHP as CGl on
slow virtual servers;

* php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to
use the Cust om php. i ni settings field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1).

* Mod-PHP:
Advantages:

* Speed;
* Needs less memory (RAM) than CGl,;
« php.ini values can be changed via PHP scripts, vhost files, .htaccess files.

Disadvantages:

* Scripts are being executed with Apache privileges, which might lead to some security related
problems;

 Only one version of PHP can be installed as Apache module;
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* You cannot use the Cust om php.ini settings field onthe Opti ons tab of a web site in
ISPConfig to specify custom php.ini settings (see chapter 4.6.1.1).

* SUPHP:
Advantages:

« Scripts will be executed with user privileges of the web site;
» Each vhost can have its own php.ini file;

» Needs less memory (RAM) than CGl;

* More than one PHP version can be run as suPHP.

Disadvantages:
« php.ini values cannot be changed via PHP scripts, vhost files, .htaccess files. But it is possible to

use the Cust om php. i ni setti ngs field on the Opti ons tab of a web site in ISPConfig to
specify custom php.ini settings (see chapter 4.6.1.1);

* SUPHP might be a little slower than mod_php.

* Recommendations:

* High-Traffic Web Sites: Fast-CGl + suExec

» Low-Traffic Web Sites: CGI + suExec or SUPHP

* Act i ve: Defines whether this web site is active or not.
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Redirect

This form allows you to redirect the web site to another web site or to a specific directory on the server. This is
done by using Apache/nginx rewrite rules.

* Redi rect Type: Here you can specify if you want to disable/enable a redirect, and if decide to use a redirect,
which flag to use.
Flags:

* No flag: Don't use any flags.

* R (Apache only): Use of the [R] flag causes a HTTP redirect to be issued to the browser. If a
fully-qualified URL is specified (that is, including http://servername/ ) then a redirect will be issued to that
location. Otherwise, the current servername will be used to generate the URL sent with the redirect.

* L (Apache only): The [L] flag causes mod_rewrite to stop processing the rule set. In most contexts, this
means that if the rule matches, no further rules will be processed.

* R,L (Apache only): You will aimost always want to use [R] in conjunction with [L] (that is, use [R,L])
because on its own, the [R] flag prepends http://thishost[:thisport] to the URI, but then passes this on to
the next rule in the ruleset, which can often result in 'Invalid URI in request’ warnings.

* last (nginx only): Completes processing of rewrite directives, after which searches for corresponding URI
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and location.

* break (nginx only): Completes processing of rewrite directives and breaks location lookup cycle by not
doing any location lookup and internal jump at all.

e redirect (nginx only): Returns temporary redirect with code 302; it is used if the substituting line begins
with http://.

* permanent (nginx only): Returns permanent redirect with code 301.

More details about flags can be found here:

 Apache: http://httpd.apache.org/docs/2.2/rewrite/flags.html

* nginx: http://wiki.nginx.org/NginxHttpRewriteModule#rewrite

* Redi rect Pat h: This is the target, i.e., the path (full path or path relative to the document root) or URL where
the redirect should point to.

* SEO Redi r ect : Here you can do search-engine optimization for your website and configure a redirect to avoid
duplicate content. You can redirect your non-www website to your www website (e.g. visitors to exanpl e. com
will be redirected permanently to wwmwv. exanpl e. com) or vice versa (ww. exanpl e. comto exanpl e. com).

If you want to do a URL redirect, you should use the R,L flags, while for a directory redirect it is recommended to
justuse the L flag.

If you want to do a URL redirect, please specify the redirect target URL in the Redi rect Pat h field (e.g.
http://ww. soneot herwebsi te. com subdir/ orhttp://ww. soneot her websi t e. cont ). Please note
that the URL should have a trailing slash:
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If you want to do a redirect to a subdirectory of your web site, please specify the subdirectory or the path to the
subdirectory (relative to the document root of your web site) in the Redi r ect Pat h field. Please note that the
path must begin and end with a slash (e.g. / subdi r ect or y/ anot her subdi rect ory/):

Redirsct Type R.L ﬂ
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SSL

On the SSL tab you can create a self-signed SSL certificate together with a certificate signing request (CSR) that
you can use to apply for an SSL certificate that is signed by a trusted certificate authority (CA) such as Verisign,
Comodo, Thawte, etc. It's not necessary to buy such a trusted SSL certificate, but you should note that if you use
a self-signed SSL certificate, browsers will display a warning to your visitors.

Please note that you can have just one SSL web site per IP address.

To create a self-signed certificate, please fill out the fields St at e, Local i ty, Or gani sati on, Organi sati on
Uni t, Country, and SSL Donai n, and then select Create Certifi cate fromthe SSL Acti on drop-down
menu, and click on Save. Leave the fields SSL Request, SSL Certificate, and SSL Bundl e empty - the
fields SSL Request and SSL Certi fi cat e will be filled out by the system.
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After the self- signed certificate was created, you will find data in the SSL Request and SSL Certificate
fields (it can take one or two minutes until the data appears in the fields):
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If you want to buy an SSL certificate from a trusted CA, you have to copy the data from the SSL Request field -
this is the certificate signing request (CSR). With this CSR, you can apply for a trusted SSL certificate at your CA -
the CA will create an SSL certificate from this CSR, and you can paste the trusted SSL certificate into the SSL
Certificat e field. Sometimes your CA will also give you an SSL bundle - paste this into the SSL Bundl e field.
Select Save Certifi cate fromthe SSL Acti on drop-down menu and click on the Save button. You have just
replaced your self-signed certificate with a trusted SSL certificate.

To delete a certificate, select Del ete Certi fi cat e fromthe SSL Acti on drop-down menu and click on the

Save button.

Here's the meaning of the other fields on the SSL tab:

* St at e: The state or province where your organization is located. Can not be abbreviated. Examples: Florida,
Bavaria, Noord-Holland, etc.

e Local i ty: The city where your organization is located. Examples: London, Paris, Seattle, Hamburg, etc.

* Or gani sat i on: The exact legal name of your organization. Do not abbreviate your organization name.

Examples: Internet Widgets Pty Ltd, My Company GmbH, etc.

e Organi sation Unit: This entry is for the name of the unit in your organization. Examples: Marketing, Sales,

Development, etc.
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» Count r y: The two-letter ISO abbreviation for your country. Examples: AU for Australia, DE for Germany, US for
the United States, NL for The Netherlands, etc.

* SSL Domai n: A fully qualified domain name that resolves to the SSL web site. For example, if you intend to
secure the URL htt ps://ssl . exanpl e. com then the SSL Donai n must be ssl . exanpl e. com This must
be an exact match.

Statistics

ISPConfig 3 creates web statistics for your web sites automatically - these will be generated once a day (at 0.30h)
and are available in the / st at s folder of your web site (e.g. ht t p: / / www. exanpl e. com st at s). You can
password-protect that directory by specifying a password in the Webst ati sti cs password field (the
Webstatistics username is defined by ISPConfig, it's admi n).

In the Webst ati sti cs programdrop-down menu, you can select the software that will create the statistics for
you - you have the choice between Webalizer and AWStats.

Backup

(This tab is visible only for the ISPConfing adm n user.)

On the Backup tab you can specify whether you want to create backups of the current web site. If the document
root of the web site is/ var/ cl i ent s/ cl i ent 1/ webl/ web, the contents of the

/var/clients/clientl1/ webl directory (including the web folder, but excluding the | og folder) will be zipped
(extension . zi p) and stored in the backup directory that is specified under Syst em > Server Config >
Backup directory (the default directory is / var / backup). For web1 ISPConfig would create the subdirectory
[ var/ backup/ webl and store the backups in that directory. That directory would be symlinked to
[var/clients/clientl/ webl/backup (the backup doesn'tinclude /var/clients/clientl1l/ webl/backup
either to avoid a circular backup) so that the backups can be downloaded by FTP.

e Backup i nterval : Select whether you want ISPConfig to create backups for this web site, and if so, how
often (daily/weekly/monthly).

* Nunber of backup copi es: Specify how many backups should be kept on the system. For example, if you
select to have a daily backup and pick 10 in the Nunber of backup copi es field, the sytem will keep
backups of the last ten days; backups that are older will automatically be deleted.

To restore a backup, download it from the backup folder via FTP, unpack it on your client PC, and upload the
contents via FTP again.

Options
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(This tab is visible only for the ISPConfing adm n user.)

e Li nux User : This shows the Linux user under which this web site is run. If you have chosen PHP Fast-CGl +
SUEXEC, PHP CGI + SUEXEC or SuPHP, this is the user under which your PHP scripts will be executed. This
setting cannot be changed.

* Li nux G oup: This shows the Linux group under which this web site is run. If you have chosen PHP Fast-CGil
+ SUEXEC, PHP CGI + SUEXEC or SuPHP, this is the group under which your PHP scripts will be executed.
This setting cannot be changed.

* Apache Al'l owOverri de (Apache only): Specifies what directives are allowed in . ht access files. Possible
values: Al | | None| Aut hConfi g| Fi | el nfo| I ndexes|Limt|Options[= Option ,...] See
http://httpd.apache.org/docs/2.2/mod/core.html#allowoverride for more details.

*Use Socket For PHP-FPM(nginx only): By default, ISPConfig configures TCP connections for PHP-FPM. If
you check this box, a socket connection is configured instead which reduces networking overhead. In addition to
that, no port is used.

e PHP- FPM pm max_chi | dr en (nginx only): The maximum number of child processes to be created when pm
is set to ‘dynamic’. This value sets the limit on the number of simultaneous requests that will be served.
Equivalent to the ApacheMaxClients directive with mpm_prefork. Equivalent to the PHP_FCGI_CHILDREN
environment variable in the original PHP CGI.

e PHP- FPM pm st art _servers (nginx only): The number of child processes created on startup. Default Value:
min_spare_servers + (max_spare_servers - min_spare_servers) / 2

* PHP- FPM pm mi n_spar e_server s (nginx only): The desired minimum number of idle server processes.
e PHP- FPM pm nmax_spar e_servers (nginx only): The desired maximum number of idle server processes.

Values of PHP-FPM pm settings must be as follows: pm.max_children >= pm.max_spare_servers >=
pm.start_servers >= pm.min_spare_servers >0

e PHP open_basedi r: The open_basedi r directive in php.ini limits PHP file accesses (such as file opening,
writing and deleting) within a designated directory so that it doesn't endanger the rest of the system in any way.
With proper Apache permissions and PHP installed as an Apache module, PHP inherits whatever privileges
Apache has. You can specify multiple directories here, seperated by a colon (: ).

» Custom php.ini settings: If this web site needs special PHP settings that differ from what's in the
system's global php.ini, you can override the global PHP settings here. You can use normal php.ini syntax here.
Please specify one directive per line. Please note that you can use this field only with Fast-CGl, CGl, or SUPHP -
you cannot use it if you have enabled Mod-PHP for this web site. Also note that if you use this field and change
your global php.ini afterwards, the changes in the global php.ini will not be available to this web site immediately
- only after you modify settings of this web site in ISPConfig so that this web site's configuration gets rewritten.

Examples:
menory limt = 32M
magi c_quotes_gpc = Of
file_uploads = Of

» Apache Directives (Apache only): This field offers you the opportunity to write additional Apache directives
into the site's virtual host container manually, one directive per line (Directive Quick Reference).
Examples:
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<Location '/w ki/inmges' >
php_admin_flag engi ne off
AddType text/plain .htmd .htm.shtml . php
</ Locati on>
php_flag regi ster_gl obals off
Options -1 ndexes
Opti ons +Fol | owSyniLi nks
Error Docurent 404 /i ndex. php
(As you can see, you can change PHP settings here as well using php_adm n_f | ag and php_f | ag, but this
works only if you use Mod-PHP. You can find more details about this here:
http://php.net/manual/en/configuration.changes.php)

engi nx Directives (nginx only): This field offers you the opportunity to write additional nginx directives into
the site's virtual host container manually, one directive per line (Directive Quick Reference).
Examples:
location / {
if ($query_string ~ ".+") {
return 405;

}

# pass requests from |l ogged-in users to Apache
if ($http_cookie ~ "DRUPAL_UI D" ) {
return 405;
} # pass POST requests to Apache
if ($request_nethod !~ ~(GET|HEAD) $ ) {
return 405;
}
error_page 405 = @ocache;
# do not allow browsers to cache HTM
add_header Expires "Sun, 19 Nov 1978 05:00: 00 GVI";
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add_header Cache-Control "no-store, no-cache, nust-revalidate, post-check=(

# serve requested content fromthe cache if available, otherw se pass the r
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try _files /cache/ normal /$host/${uri}_.htm /cache/perm $host/${uri}_.css /c

| ocati on @ocache {
try files $uri S$uri/ /index.php?%$args;

location ~* . (jpg|]jpeg|lpng|lgif|lcss|js|ico)$ {
expires max;
| og_not _found of f;

4.6.1.2 Subdomain for website

This is where we can create new and edit/delete existing subdomains. With this feature, you can add subdomains
to an existing web site so that the subdomain shows the same content as the web site's main domain. It is also
possible to point the subdomain to a subdirectory of the web site - this is done using Apache rewrite rules. Please
note that you should not use such a rewrite rule if you plan to install a CMS such as Wordpress, Joomla, Drupal,
etc. in that subdirectory because most modern CMS systems also use rewrite rules that will most likely collide with
the rewrite rules that redirect the subdomain to the subdirectory. If you want to install a CMS in a directory of its
own and use a subdomain for that directory, you should create a whole new web site for that subdomain and
install the CMS in that web site. But if you plan to place static HTML files in the subdirectory or other stuff that
doesn't come with any rewrite rules, you can create a subdomain and redirect it to that subdirectory without any
problem.

The difference between a subdomain and an aliasdomain is that the subdomain uses the same domain name as
the main domain of the web site, whereas an aliasdomain uses a different domain name. For example, if the web
site's main domain is exanpl e. com and you want to point the hostname sub. exanpl e. comto the same web
site, you'd use a subdomain, whereas if you have a totally different domain such as your seconddomai n. com
that you want to point to the exanpl e. comweb site, you'd use an aliasdomain.

To create a new subdomain, click the Add new subdormai n button. This will lead you to the Subdorai n f or
websi t e form with the tab Donai n.

Subdomain for website

Domain

Here you can create/edit the subdomain. The form has the following fields:

» Host : This is where you enter the hostname, i.e., the subdomain without the main domain name. For example, if
you want to create the subdomain sub. exanpl e. com you enter sub in this field.

» Domai n: Here you select the main domain. If you want to create the subdomain sub. exanpl e. com this would
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be exanpl e. com

* Redi rect Type: Here you can specify if you want to disable/enable a redirect, and if decide to use a redirect,
which flag to use. (Redirects work exactly as shown for web sites in chapter 4.6.1.1.)
Flags:

* No flag: Don't use any flags.

* R(Apache only): Use of the [ R] flag causes a HTTP redirect to be issued to the browser. If a
fully-qualified URL is specified (that is, including ht t p: / / ser ver nane/ ) then a redirect will be issued to
that location. Otherwise, the current servername will be used to generate the URL sent with the redirect.

* L (Apache only): The [ L] flag causes mod_rewrite to stop processing the rule set. In most contexts, this
means that if the rule matches, no further rules will be processed.

* R L (Apache only): You will almost always want to use [ R] in conjunction with [ L] (thatis, use [ R, L])
because on its own, the [ R] flag prepends htt p://t hi shost[:thisport] tothe URI, but then
passes this on to the next rule in the ruleset, which can often result in ‘'Invalid URI in request’ warnings.

| ast (nginx only): Completes processing of rewrite directives, after which searches for corresponding
URI and location.

* br eak (nginx only): Completes processing of rewrite directives and breaks location lookup cycle by not
doing any location lookup and internal jump at all.

eredi rect (nginx only): Returns temporary redirect with code 302; it is used if the substituting line begins
withhttp://.

* per manent (nginx only): Returns permanent redirect with code 301.

More details about flags can be found here:

» Apache: http://httpd.apache.org/docs/2.2/rewrite/flags.html

* nginx: http://wiki.nginx.org/NginxHttpRewriteModule#rewrite

* Redi rect Pat h: This is the target, i.e., the path (full path or path relative to the document root) or URL where
the redirect should point to.

* Act i ve: This defines if the subdomain is active or not.
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4.6.1.3 Aliasdomain for website

This is where we can create new and edit/delete existing aliasdomains. With this feature, you can add
aliasdomains to an existing web site so that the aliasdomain shows the same content as the web site's main
domain. It is also possible to point the aliasdomain to a subdirectory of the web site - this is done using Apache
rewrite rules. Please note that you should not use such a rewrite rule if you plan to install a CMS such as
Wordpress, Joomla, Drupal, etc. in that subdirectory because most modern CMS systems also use rewrite rules
that will most likely collide with the rewrite rules that redirect the aliasdomain to the subdirectory. If you want to
install a CMS in a directory of its own and use an aliasdomain for that directory, you should create a whole new
web site for that aliasdomain and install the CMS in that web site. But if you plan to place static HTML files in the
subdirectory or other stuff that doesn't come with any rewrite rules, you can create an aliasdomain and redirect it
to that subdirectory without any problem.

The difference between a subdomain and an aliasdomain is that the subdomain uses the same domain name as
the main domain of the web site, whereas an aliasdomain uses a different domain name. For example, if the web
site's main domain is exanpl e. com and you want to point the hostname sub. exanpl e. comto the same web
site, you'd use a subdomain, whereas if you have a totally different domain such as your seconddomai n. com
that you want to point to the exanpl e. comweb site, you'd use an aliasdomain.

To create a new aliasdomain, click the Add new al i asdomai n button. This will lead you to the Web
Al i asdonai n form with the tab Donai n.
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Web Aliasdomain

Domain

Here you can create/edit the aliasdomain. The form has the following fields:

» Domai n: This is where you enter the aliasdomain, e.g. your seconddonai n. com It is also possible to specify a
subdomain, e.g. sub. your seconddonai n. com

e Parent Websi t e: Here you select the parent web site, i.e.. the web site that the aliasdomain should point to.

* Redi rect Type: Here you can specify if you want to disable/enable a redirect, and if decide to use a redirect,
which flag to use. (Redirects work exactly as shown for web sites in chapter 4.6.1.1.)
Flags:

* R(Apache only): Use of the [ R] flag causes a HTTP redirect to be issued to the browser. If a
fully-qualified URL is specified (that is, including htt p: / / ser ver nane/ ) then a redirect will be issued to
that location. Otherwise, the current servername will be used to generate the URL sent with the redirect.

* L (Apache only): The [ L] flag causes mod_rewrite to stop processing the rule set. In most contexts, this
means that if the rule matches, no further rules will be processed.

* R L (Apache only): You will almost always want to use [ R] in conjunction with [ L] (thatis, use [ R, L])
because on its own, the [ R] flag prepends htt p://t hi shost[:thi sport] tothe URI, but then
passes this on to the next rule in the ruleset, which can often result in ‘'Invalid URI in request' warnings.

[ ast (nginx only): Completes processing of rewrite directives, after which searches for corresponding
URI and location.

 br eak (nginx only): Completes processing of rewrite directives and breaks location lookup cycle by not
doing any location lookup and internal jump at all.

eredi rect (nginx only): Returns temporary redirect with code 302; it is used if the substituting line begins
withhttp://.

* per manent (nginx only): Returns permanent redirect with code 301.

More details about flags can be found here:

» Apache: http://httpd.apache.org/docs/2.2/rewrite/flags.html

* nginx: http://wiki.nginx.org/NginxHttpRewriteModule#rewrite

* Redi rect Pat h: This is the target, i.e., the path (full path or path relative to the document root) or URL where
the redirect should point to.

 Aut o- Subdonai n: Here you can define whether you want no automatic subdomain for the aliasdomain (in this
case you can access the site only by using the domain, e.g. htt p: / / your seconddonai n. com, an automatic
www subdomain (you can then access the site using ht t p: // your seconddonai n. comand
htt p: // ww. your seconddonai n. com), or a wildcard subdomain (*. ) which means you can access the site
with any subdomain that does not point to another web site.
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* Act i ve: This defines if the aliasdomain is active or not.
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FTP-User : |

Shell Redirect Type Mo redirect :,I

Shel-User Redirect Path

Database Auto-Subdomain — :I

Database At =

‘Webdav

Wielday Lser

-

i - | Lr'l
| Done j

46.2 FTP
4.6.2.1 FTP-User

This is where we create new FTP users or modify/delete existing FTP users. FTP users can
upload/download/delete files for a website with an FTP client such as FileZilla.

To create a new FTP user, click the Add new FTP- User button. This will lead you to the FTP User form with
the tabs FTP User and Opti ons.

FTP User
FTP User

The form to create/modify an FTP user has the following fields:
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*Websi t e: This is the web site for which you define the FTP user.

* User nane: This is the username of the FTP user. The string in square brackets before the username will be
replaced appropriately, for example [ CLI ENT] will be replaced with cl i ent 1, cl i ent 2, etc. So if the current
clientis cl i ent 1, and you type in j ohndoe in the User nane field, the actual FTP username will be
cl i ent 1j ohndoe. The FTP user prefix can be defined under Syst em > | nt erface Confi g, however itis
not recommended to change the default value.

« Passwor d: Type in a password for the FTP user. The Passwor d st rengt h field will show how weak or strong
your password is. A strong password should include numbers, symbols, upper and lowercase letters; password
length should be 8 characters or more; avoid any password based on repetition, dictionary words, letter or
number sequences, usernames, relative or pet names, or biographical information.

e Har ddi sk- Quot a: This is the max. amount of disk space (in MB) that is available for the FTP user.

* Act i ve: This defines if this FTP user account is active or not.
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Options

On the Opt i ons tab you can fine-tune the FTP account. The form has the following fields:
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« Ul D: The FTP account is a virtual account, i.e., it is no system user, but a user that is stored in a MySQL
database. The Ul Dfield specifies under which system user account the FTP user does uploads and downloads.
Normally this should be the same user that is shown in the Li nux User field on the Opt i ons tab of the web
site.

« @ D: This is the system group that the (virtual) FTP users uses to do uploads and downloads. Normally this
should be the same group that is shown in the Li nux Group field on the Opt i ons tab of the web site.

«Di rect ory: This is the home directory of the FTP user, i.e., the FTP user can do uploads and downloads in this
directory and all subdirectories thereof.

* Fi | equot a: This is the amount of files that the FTP user is allowed to upload. - 1 means unlimited.
* Upl oadr at i o: This defines the upload ratio in MB. - 1 means unlimited.
* Downl oadr at i o: This defines the download ratio in MB. - 1 means unlimited.

* Upl oadbandwi dt h: This defines the bandwidth with which the FTP user can upload files (in kb/s). - 1 means
unlimited.

* Downl oadbandwi dt h: This defines the bandwidth with which the FTP user can download files (in kb/s). -1
means unlimited.
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4.6.3 Shell
4.6.3.1 Shell-User

This is where we create new shell users (i.e., system users) or modify/delete existing shell users. Shell users can
log into the system via SSH (e.g. by using an SSH client such as PuTTY) and do secure uploads/downloads by
using an SCP client (such as WinSCP).

To create a new shell user, click the Add new Shel | - User button. This will lead you to the Shel | User form
with the tabs Shel | User and Opti ons.

Shell User
Shell User

The form to create/modify a shell user has the following fields:

* Si t e: This is the web site for which you define the shell user.

» User nane: This is the username of the shell user. The string in square brackets before the username will be
replaced appropriately, for example [ CLI ENT] will be replaced with cl i ent 1, cl i ent 2, etc. So if the current
clientis cl i ent 1, and you type in j ohndoe in the User nane field, the actual shell username will be
cl i ent 1j ohndoe. The shell user prefix can be defined under Syst em > I nterface Confi g, howeveritis
not recommended to change the default value.

» Passwor d: Type in a password for the shell user. The Passwor d st r engt h field will show how weak or strong
your password is. A strong password should include numbers, symbols, upper and lowercase letters; password
length should be 8 characters or more; avoid any password based on repetition, dictionary words, letter or
number sequences, usernames, relative or pet names, or biographical information.

» Chr oot Shel | : This defines if this shell user is chrooted or not. If you select None, the shell user can browse
the whole file system and is limited only by file/directory permissions - this can be a security risk. If you select to
chroot the shell user (by selecting Jal i ki t from the drop-down menu), the shell user will be limited to his home
directory and can only browse directories inside his home directory.

» Quot a: This is the max. amount of disk space (in MB) that is available for the shell user.

* SSH RSA Public Key (for key-based | ogins): This field allows you to put in one or more public
SSH-RSA keys. With such a key you can log into the system without having to provide a password. You can find
out more about key-based SSH logins in this tutorial: Key-Based SSH Logins With PUTTY. Generating an
SSH-RSA key is described in chapter 5 of that tutorial:
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o PuTTY Key Generator ﬂ
File Key Conversions Help

= KEY
Public key for pasting into OpenS5S5H authorized_keys file:

JAAAIEAR URfze LedqO RV 7+4w 5P/ Us ALmFEP 7
SEKFEIF 3L YEAFUTJdVeLiy2G40kt0

2 IWRUM1ZPWIANCZOIrRrzLg Swh U Dz MuY ESLZu 8 udn

Key fingerprint : Issh-rsa 1024 4c:26:81:d6:5b:d3: Ve 2b: 1e:5e £319:cf .d5:36:ec
Kev commert: |rrnﬂame@example.c:om
Kev passphrase: Inunn

Confirm passphrase: |uuuu

—Actions
Generate a public/private key pair Generate |
Load an existing private key file Load |
Save the generated key Save public key Save private key |
— Parameters

Type of key to generate:
" 55H-1{RSA) {* 55H-2 RSA {" 55H-2 DSA

MNumber of bits in 2 generated key: I'I 024

* Act i ve: This defines if this shell user account is active or not.
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On the Opt i ons tab you can fine-tune the shell user account. The form has the following fields:

* Wb User name: The shell user account is a "virtual" account. The Ul Dfield specifies to which system user this
virtual account is mapped. Normally this should be the same user that is shown in the Li nux User field on the
Opt i ons tab of the web site.

«\Web G oup: This is the system group that the (virtual) shell user is mapped to. Normally this should be the
same group that is shown in the Li nux Group field on the Opt i ons tab of the web site.

 Shel | : This is the shell that the user uses to log in. Possible values are, for example: / bi n/ bash or/ bi n/ sh.
It's also possible to give a shell user a shell that doesn't allow him to log in, sich as / bi n/ f al se or
[ usr/ sbi n/ nol ogi n.

« Di r: This is the home directory of the shell user. If you have chrooted the shell user, he cannot break out of this
directory.
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4.6.4 WebDAV

4.6.4.1 WebDAV User

WebDAYV stands for Web-based Distributed Authoring and Versioning and is a set of extensions to the HTTP
protocol that allow users to directly edit files on the Apache server so that they do not need to be
downloaded/uploaded via FTP. Of course, WebDAV can also be used to upload and download files.

To create a new WebDAV user, click the Add new WebDAV- User button. This will lead you to the Web DAV
User form with the tab WebDAV User .

WebDAYV User
WebDAYV User

The form to create/modify a WebDAV user has the following fields:

* \Wbsi t e: This is the web site for which you define the WebDAYV user.

e User nane: This is the username of the WebDAYV user. The string in square brackets before the username will
be replaced appropriately, for example [ CLI ENT] will be replaced with cl i ent 1, cl i ent 2, etc. So if the
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current clientis cl i ent 1, and you type in j ohndoe in the User nane field, the actual WebDAV username will
be cl i ent 1j ohndoe. The WebDAV user prefix can be defined under System > I nterface Confi g,
however it is not recommended to change the default value.

» Passwor d: Type in a password for the WebDAV user. The Passwor d st r engt h field will show how weak or
strong your password is. A strong password should include numbers, symbols, upper and lowercase letters;
password length should be 8 characters or more; avoid any password based on repetition, dictionary words,
letter or number sequences, usernames, relative or pet names, or biographical information.

* Act i ve: This defines if this WebDAV user account is active or not.

» Di rect ory: This defines the subdirectory of your document root that you want to access with WebDAV. If you
leave it empty, you can access the whole document root and its subdirectories with the WebDAV URL
htt p:// exanpl e. com 80/ webdav. If you type in a subdirectory, e.g. i mages, you can access the images
subdirectory as follows: htt p: / / exanpl e. com 80/ webdav/ i mages.

This link explains how you can access a WebDAV share from a Windows PC: Configure A Windows XP Client
To Connect To The WebDAV Share

This link shows how you can access a WebDAYV share from a Linux desktop (GNOME): Configure A Linux
Client (GNOME) To Connect To The WebDAV Share

4.6.5 Database
4.6.5.1 Database

This is where you can create databases for your web sites. Currently, only MySQL databases are supported.

To create a new database, click on the Add new Dat abase button. This will lead you to the Dat abase form with
the tab Dat abase.

Database

Database

The form to create/modify a database has the following fields:

» Ser ver : If more than one server is available, you can select the server on which the database will be created.
« Cl i ent : Here you select the client that owns the database.
» Type: Select the database type. Currently only MySQL is supported.

» Dat abase name: This is the name of the database. The string in square brackets before the database name
will be replaced appropriately, for example [ CLI ENTI D] will be replaced with the ID of the client, i.e., 1, 2, 3,
etc. So if the current clientis cl i ent 1, and you type in wor dpr ess in the Dat abase nane field, the actual
database name will be clwor dpr ess. The database name prefix can be defined under System > I nterface
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Confi g, however it is not recommended to change the default value. Please note that database names must
not be longer than 16 characters - MySQL doesn't support longer database names!

» Dat abase user: This is the name of the database user. The string in square brackets before the database
username will be replaced appropriately, for example [ CLI ENTI D] will be replaced with the ID of the client, i.e.,
1, 2, 3, etc. So if the current clientis cl i ent 1, and you type in j ohndoe in the Dat abase user field, the
actual database username will be c1j ohndoe. The database user prefix can be defined under Syst em >
I nterface Confi g, however itis not recommended to change the default value. Please do not use
underscores (_)in the username.

» Dat abase password: Type in a password for the database user. The Passwor d st r engt h field will show
how weak or strong your password is. A strong password should include numbers, symbols, upper and
lowercase letters; password length should be 8 characters or more; avoid any password based on repetition,
dictionary words, letter or number sequences, usernames, relative or pet names, or biographical information.

» Dat abase char set : Select the character set of the database. MySQL includes character set support that
enables you to store data using a variety of character sets and perform comparisons according to a variety of
collations. You can learn more about MySQL's character set support here.

* Renpt e Access: This specifies if the MySQL should allow only local access to the database, or if connections
from remote places should be allowed as well (which can be a security risk because intruders don't need access
to the local system to connect to the database; all they need is the database username and password).

e Renpt e Access | Ps: If you've enable remote access and want to allow just a few remote hosts to connect to
this database, you can enter the IPs of the remote hosts here. Multiple IPs must be seperated with a comma (, ).
To allow connections from all remote hosts, leave this field empty.

* Act i ve: This defines if this database is active or not.
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4.6.6 Cron
4.6.6.1 Cron Jobs

A cron job is a scheduled task that is executed by the system at a specified time/date.

To create a new cron job, click on the Add new Cron j ob button. This will lead you to the Cron Job form
with the tab Cron Job.

Cron Job
Cron Job

The form to create/modify a cron job has the following fields:

« Par ent websi t e: This is the web site for which you define the cron job.
* M nut es: The minute to run the cron job. Allowed values: 0- 59. * means every minute.
e Hour s: The hour to run the cron job. Allowed values: 0- 23. * means every hour.

« Days of nont h: The day of the month to run the cron job. Allowed values: 1- 31. * means every day of the
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month.
* Mont hs: The month to run the cron job. Allowed values: 1- 12 (or names, see below). * means every month.

» Days of week: The day of the week to run the cron job. Allowed values: 0- 7 (0 or 7 is Sun, or use hames). *
means every day of the week.

* Conmand t o run: This is the command to execute. Shell scripts will be run by / bi n/ sh, URLs will be
executed by wget .

» Act i ve: This defines if the cron job is active or not.

When specifying day of week, both day 0 and day 7 will be considered Sunday.
A field may be an asterisk (*), which always stands for first-last.

Names can also be used for the "month" and "day of week" fields. Use the first three letters of the particular day or
month (case doesn't matter), e.g. sun or SUN for Sunday or mar /MAR for March..

Let's take a look at two sample cron jobs:

* * * x * [ysr/local/ispconfig/server/server.sh > /dev/null 2>>
/var/log/ispconfig/cron.log

This means: execute / usr/ | ocal /i spconfi g/ server/server.sh > /dev/null 2>>
/var/ 1 og/ispconfig/cron.| og once per minute.

30 00 * * * Jusr/local/ispconfig/server/cron_daily.sh > /dev/null 2>>
/var/log/ispconfig/cron.log

This means: execute / usr /| ocal /i spconfi g/ server/cron_daily.sh > /dev/null 2>>
/var/ 1 og/ispconfig/cron.| ogonce perday at 00:30h.

The day of a command's execution can be specified by two fields: dayof month, and day of week. If both fields are
restricted (i.e., aren't *), the command will be run when either field matches the current time. For example, 30 4
1, 15 * 5 would cause a command to be run at 4:30h on the 1st and 15th of each month, plus every Friday.

You can use ranges to define cron jobs:

Examples:

1, 2, 5, 9 - means every first, second, fifth, and ninth (minute, hour, month, ...).
0- 4, 8- 12 - means all (minutes, hours, months,...) from 0 to 4 and from 8 to 12.
*/ 5 - means every fifth (minute, hour, month, ...).

1-9/2isthesameas 1, 3,5,7,9.

Ranges or lists of names are not allowed (if you are using names instead of numbers for months and days - e.g.,
Mon- Wed is not valid).

1,7,25,47 */2 * * * command
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means: run command every second hour in the first, seventh, 25th, and 47th minute.

Instead of the first five fields, one of eight special strings may appear:

string nmeani ng

@ eboot Run once,
@early Run once
@nnual |y (sane as
@ront hl y Run once
@weekl y Run once
@aily Run once
@i dni ght (sanme as
@ourly Run once

at startup.

a year, "00 11 *".
@early)
a nont h,
a week,
a day,
@ai l'y)
an hour,

"001* *",
"0 0* * 0"
"0 0 * * ox,

"O * Kk ok ok

You can learn more about cron jobs here: A Short Introduction To Cron Jobs.
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4.6.7 Statistics

The St ati sti cs section is a bit special in that there's nothing that you can configure here. This section just

displays statistics for your web sites.
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4.6.7.1 Web traffic

Under Wb traf fi c you can see traffic statistics (in MB) for your web sites for the current month, the month
before, the current year, and the year before.

These statistics are realtime (updated once per minute).

4.6.7.2 Website quota (Harddisk)

Under Wbsi t e quota (Harddi sk) you can see the hard disk usage (Used Space, in MB) for your web
sites, as well as the current quota soft limits and hard limits.

Soft limit indicates the maximum amount of disk usage a quota user has on a partition. When combined with
"grace period", it acts as the border line, which a quota user is issued warnings about his impending quota
violation when passed. Hard limit works only when "grace period" is set. It specifies the absolute limit on the disk
usage, which a quota user can't go beyond his "hard limit".

These statistics are near realtime (updated every five minutes).

4.6.8 Folder protection
4.6.8.1 Folder

This is where we can password-protect directories inside websites (basic http authentication with . ht access/
. ht passwd).

To password-protect a website folder, click the Add new r ecor d button. This will lead you to the Web Fol der
form with the tab Fol der .

Web Folder
Folder

In this form we select a website for which we want password protection, and then we specify the directory inside
this website that will be password-protected. The form has the following fields:

* \\ebsi t e: Select the website in which you want to password-protect a folder.

* Pat h: Specify the folder relative to the website's document root that you want to password-protect, e.g. / fi | es
if you want to protect the directory fi | es in the website's document root, or / fi | es/ secret to
password-protect the directory fi | es/ secr et . You can also password-protect the whole website by specifying
/ . If the specified directory does not exist, it will be created by ISPConfig.

* Act i ve: Defines whether this folder protection is active or not.
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4.6.8.2 Folder users

Here we specify the users that are allowed to log into a password-protected wbesite directory.

To create a new user, click the Add new r ecor d button. This will lead you to the Web f ol der user form with
the tab Fol der.

Web folder user

Folder

Here you can create/edit a user. The form has the following fields:

* Fol der : In this drop-down menu you can select the folder for which you want to create the user. This drop-down
menu contains all active folder that were previously created under Folder (see chapter 4.6.8.1).

» User nane: Specify the username.
» Passwor d: Specify the user's password.

» Act i ve: This defines if the user is active or not.

4.7 Email

On this tab we can create email accounts, define email forwards and spamfilter settings, configure the system to
fetch mail from remote POP3 and/or IMAP servers, set up content filters and black- and whitelists, etc.

4.7.1 Email Accounts
4.7.1.1 Domain

Here we can define the domains for which we want to set up email accounts later on.

To create a new email domain, click on the Add new Donai n button. This will lead you to the Mai | Domai n
form with the tab Domai n.

Mail Domain

Domain

This form contains the following fields:
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e Ser ver : If more than one server is available, you can select the server on which the email domain will be
located. It is possible that the email domain is located on another server than the web site domain.

« Cl i ent : Here you select the client that owns the email domain.

« Donai n: Type in the email domain, e.g. exanpl e. com(this would lead to email addresses such as
user @xanpl e. con). It is also possible to fill in subdomains, e.g. sub. exanpl e. com which would result in
email addresses such as user @ ub. exanpl e. com

e Spanfi | t er: Here you can specify if you want to enable the spamfilter for this domain, and if so, what
spamfilter level to use: Non- Payi ng, Uncensor ed, Wants al | spam Wants viruses, Normal, Tri gger
happy, Per ni ssi ve. The settings for each of these levels are defined under Enai | > Spanfilter >
Pol i cy.

* Act i ve: This defines whether this email domain is active or not.
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4.7.1.2 Domain Alias

With domain aliases, you can map one email domain to another one. Let's assume you have created the email
domains exanpl e. comand your seconddonai n. com and have also created the email accounts
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user 1@xanpl e. comand user 2@xanpl e. com Now you want to use the exact same mail boxes for

your seconddonmi n. comas well, i.e., user 1@xanpl e. comand user 1@ our seconddonai n. comas well
as user 2@xanpl e. comand user 2@ our seconddomai n. comshould be identical mail boxes. This can be
achieved by mapping your seconddonai n. comto exanpl e. com- it can be imagined as a kind of symlink from
your seconddonai n. comto exanpl e. com

To create a new domain alias, click on the Add new Donai n al i as button. This will lead you to the Donmai n
Al'i as form with the tab Dormai n Al i as.

Domain Alias

Domain Alias

This form has the following fields:

* Sour ce: This is the domain that you want to map to another email domain. In our above example, this would be
your seconddonai n. com

e Desti nati on: This is the email domain that the source domain should be mapped to. In our above example,
this would be exanpl e. com

* Act i ve: This defines whether this domain alias is active or not.
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4.7.1.3 Email Mailbox

This is where we create/modify/delete email accounts.

To create a new email account, click on the Add new Mai | box button. This will lead you to the Mai | box form
with the tabs Mai | box, Aut or esponder, Mai |l Filter,and Cust om Rul es.

Mailbox
Mailbox

This form has the following fields:

* Real name: Type in the real name of the email user, e.g. John Doe. This field is optional.

» Emai | : This specification is split up in two fields, Al i as and Domai n. Al i as contains the part in front of the @
sign (the "local part"), and in the Donai n drop-down menu, you select the email domain. For example, if you
want to create the email account j ohn. doe@xanpl e. com you'd fill in j ohn. doe in the Al i as field and
select exanpl e. comfrom the Donai n drop-down menu. The email address is also the SMTP/POP3/IMAP
username for the email account.

The local-part of an e-mail address may be up to 64 characters long and the domain name may have a maximum
of 255 characters. However, the maximum length of a forward or reverse path length of 256 characters restricts
the entire e-mail address to be no more than 254 characters. Some mail protocols, such as X.400, may require
larger objects, however. The SMTP specification recommends that software implementations impose no limits
for the lengths of such objects.

The local-part of the e-mail address may use any of these ASCII characters:

* Uppercase and lowercase English letters (a&#8211; z, A&#8211; Z)

* Digits 0 to 9

* Characters! # $ &' * + - [/ =2~ _ " { |} ~

* Character . (dot, period, full stop) provided that it is not the first or last character, and provided also that it does
not appear two or more times consecutively (e.g. John. . Doe@xanpl e. con.

Additionally, quoted-strings (e.g. " John Doe" @xanpl e. com) are permitted, thus allowing characters that would
otherwise be prohibited, however they do not appear in common practice. RFC 5321 also warns that "a host that
expects to receive mail SHOULD avoid defining mailboxes where the Local-part requires (or uses) the
Quoted-string form".

The local-part is case sensitive, so " sm t h@xanpl e. cont' and " JSm t h@xanpl e. cont’ may be delivered
to different people. This practice is discouraged by RFC 5321. However, only the authoritative mail servers for a
domain may make that decision (if you have set up your server according to one of the "Perfect Server" tutorials
from HowtoForge.com, then the local part is not case sensitive). The only exception is for a local-part value of
"postmaster” which is case insensitive, and should be forwarded to the server's administrator.

Within the rules set out in the RFCs, organisations are free to restrict the forms their own e-mail addresses take
however they wish, e.g. many organizations do not use certain characters, e.g. space, ?, and *, and most
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organizations treat uppercase and lowercase letters as equivalent. Hotmail, for example, only allows creation of
e-mail addresses using alphanumerics, dot (. ), underscore (_) and hyphen (-).

Systems that send mail, of course, must be capable of handling outgoing mail for all addresses. Contrary to the
relevant standards, some defective systems treat certain legitimate addresses as invalid and fail to handle mail
to these addresses. Hotmail, for example, incorrectly refuses to send mail to any address containing any of the
following legitimate characters:! # $ %* / 2~ { | } ~

e Passwor d: Type in a password for the email account. The Passwor d st r engt h field will show how weak or
strong your password is. A strong password should include numbers, symbols, upper and lowercase letters;
password length should be 8 characters or more; avoid any password based on repetition, dictionary words,
letter or number sequences, usernames, relative or pet names, or biographical information.

» Quot a: This is the max. amount of disk space (in MB) that is available for this email account.

*Send copy to: Here you can specify an email address that should receive a copy of all incoming mails for this
email account. This field is optional.

» Spanfi |l t er: Here you can specify if you want to enable the spamfilter for this email account, and if so, what
spamfilter level to use: Non- Payi ng, Uncensor ed, Wants al | spam Wants viruses, Nornmal , Tri gger
happy, Per ni ssi ve. The settings for each of these levels are defined under Enai | > Spanfilter >
Pol i cy. Please note that this setting overrides the spamfilter setting of the mail domain (no matter what
spamfilter level you chose for the mail domain; this is true even if you disabled the spamfilter for the mail
domain), with one exception: If you choose to not enable the spamfilter for this email account, but the spamfilter
is enabled for the mail domain, then the spamfilter setting of the mail domain is used for this email account. Use
Uncensor ed to disable the spamfilter.

* Enabl e Recei vi ng: If you don't check this box, then incoming emails for this mail account will be rejected.
This makes sense if you want to use this account only for sending mail, but not for receiving.

* Di sabl e | MAP: If you check this box, you cannot use IMAP to access the mails of this mailbox.

» Di sabl e POP3: If you check this box, you cannot use POP3 to access the mails of this mailbox.
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Autoresponder

With the autoresponder you have the possibility to automatically send replies to incoming mails (e.g. if you are on

holidays).

The form has the following fields:

 Text : Enter your autoresponder message in this field.

» Act i ve: This defines whether this autoresponder is currently active or not.

*Start on: Here you can define when the autoresponder should start (day - month - year - hour - minute). If you
don't specify a start date, the autoresponder becomes active immediately. If you click on now, ISPConfig will fill

in the current start date, and the end date will be the end of the next day.

* End by: Here you can define when the autoresponder should stop (day - month - year - hour - minute). If you

don't specify an end date, the autoresponder will be active forever.
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On this tab you can define filters for incoming emails. One common filter has already been defined for you:

*Mbve Spam Emmils to Junk directory: If you check this, emails that are tagged as spam by the
spamfilter will automatically be moved to the junk folder. Please note that you can access the junk folder only if
you use IMAP. This filter is active only if the spamfilter is active for this email account (i.e., a spamfilter level
other than Uncensor ed must be selected, either for the whole mail domain or specifically for this email
account).

To create custom email filters, click on the Add new Fi | t er button. This will lead you to the Emai | filter
form with the tab Fi | t er.

Email filter

Filter

The form to create a custom email filter has the following fields:
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« Nane: Specify a name for this filter rule. Examples: Spam Wor k, Pri vat e, Howt oFor ge Newsl ett er, Xen
Mai | i ngli st, etc.

« Sour ce: This defines the criteria based on which emails will be filtered. Select the field from the email header
that should be examined (Subj ect , Fr om To), then select when this filter should be used (if the field
Cont ai ns, | s, Begi ns wi th, Ends wi t h the string that you specify), and finally specify a search string. If
you select Fr omor To in the first field and we assume that the email address is specified as John Doe
<j ohn. doe@xanpl e. conp, you can specify an email address here (j ohn. doe@xanpl e. con) or a name (
John Doe) - in both cases you should select Cont ai ns instead of | s.

« Act i on: Specify what to do with the emails if the filter applies. If you select Move t o, you must also specify a
folder name in the field right of the drop-down menu. If this folder doesn't exist, it will automatically be created.
Please note that you can access this folder only if you use IMAP. If you select Del et e, the emails will be
deleted, and there's no need to specify a folder.

¢ Act i ve: This defines whether this filter rule is currently active or not.
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Custom Rules

(This tab is visible only for the ISPConfing adm n user.)
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e« Customnail filter recipe:Depending on if you use Courier + Maildrop or Dovecot + Sieve, you can fill
in custom directives either in Maildrop syntax or in Sieve syntax, one directive per line. If you have created a
mail filter on the Mai | Fi | t er tab, you will notice that there are already directives in the text area - that is your
malil filter translated into Maildrop or Sieve syntax. You can add further directives, if you like.
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4.7.1.4 Email Alias

An email alias is the same as a domain alias, except that it is used to map an email address to another emalil
address instead of mapping a whole email domain to another email domain.

To create a new email alias, click on the Add new Emai | al i as button. This will lead you to the Enmi |
Al'i as form with the tab Emai | Al as.

Email Alias

Email Alias

This form has the following fields:
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» Enmi | : This specification is split up in two fields, Al i as and Dorai n. Al i as contains the part in front of the @
sign (the "local part") - it should be an alias that doesn't already exist for this domain -, and in the Donmai n
drop-down menu, you select the email domain. For example, if you want to create the email alias
i nf o@xanpl e. com you'd fillin i nf o in the Al i as field and select exanpl e. comfrom the Donai n
drop-down menu.

The local-part of an e-mail address may be up to 64 characters long and the domain name may have a maximum
of 255 characters. However, the maximum length of a forward or reverse path length of 256 characters restricts
the entire e-mail address to be no more than 254 characters. Some mail protocols, such as X.400, may require
larger objects, however. The SMTP specification recommends that software implementations impose no limits
for the lengths of such objects.

The local-part of the e-mail address may use any of these ASCII characters:

* Uppercase and lowercase English letters (a&#8211; z, A&#8211; Z2)
*Digits0to 9
* Characters! # $ &' * + -/ =2~ _ " { ]|} ~
* Character . (dot, period, full stop) provided that it is not the first or last character, and provided also that it does
not appear two or more times consecutively (e.g. John. . Doe@xanpl e. con).

Additionally, quoted-strings (e.g. " John Doe" @xanpl e. com) are permitted, thus allowing characters that would
otherwise be prohibited, however they do not appear in common practice. RFC 5321 also warns that "a host that
expects to receive mail SHOULD avoid defining mailboxes where the Local-part requires (or uses) the
Quoted-string form".

The local-part is case sensitive, so " sm t h@xanpl e. cont' and " JSm t h@xanpl e. cont’ may be delivered
to different people. This practice is discouraged by RFC 5321. However, only the authoritative mail servers for a
domain may make that decision (if you have set up your server according to one of the "Perfect Server" tutorials
from HowtoForge.com, then the local part is not case sensitive). The only exception is for a local-part value of
"postmaster” which is case insensitive, and should be forwarded to the server's administrator.

Within the rules set out in the RFCs, organisations are free to restrict the forms their own e-mail addresses take
however they wish, e.g. many organizations do not use certain characters, e.g. space, ?, and *, and most
organizations treat uppercase and lowercase letters as equivalent. Hotmail, for example, only allows creation of
e-mail addresses using alphanumerics, dot (. ), underscore (_) and hyphen (-).

Systems that send mail, of course, must be capable of handling outgoing mail for all addresses. Contrary to the
relevant standards, some defective systems treat certain legitimate addresses as invalid and fail to handle mail
to these addresses. Hotmail, for example, incorrectly refuses to send mail to any address containing any of the
following legitimate characters:! # $ %* / ?2 ~ "~ { | } ~

* Dest i nat i on: Select the email account that you want to map this email alias to. If you want to map
i nf o@xanpl e. comto j ohn. doe@xanpl e. com you'd select j ohn. doe@xanpl e. comhere. The
destination email address is also the SMTP/POP3/IMAP username for the email account.

* Act i ve: This defines whether this email alias is active or not.
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4.7.1.5 Email Forward

With this feature you can make the mail system automatically forward emails for an email address to one or more
other email accounts. For example, you can use this function to define an email address for a group of people,
e.g. dancecl ass@rydancest udi 0. com and forward emails to that address to all members of the dance class,
like dancer 1@i r st domai n. com dancer 2@oneot her domai n. com dancer 3@et anot her donai n. com
etc.

To create a new email forward, click on the Add new Enmai |l forward button. This will lead you to the Enmai |
Forward form with the tab Emai | For ward.

Email Forward

Email Forward

The form has the following fields:

« Emai | : This specification is split up in two fields, Al i as and Domai n. Al i as contains the part in front of the @
sign (the "local part") - it should be an alias that doesn't already exist for this domain -, and in the Domai n
drop-down menu, you select the email domain. For example, if you want to create an email forward for the email
address dancecl ass@rydancest udi 0. com you'd fill in dancecl ass in the Al i as field and select
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nmydancest udi 0. comfrom the Donai n drop-down menu.

The local-part of an e-mail address may be up to 64 characters long and the domain name may have a maximum
of 255 characters. However, the maximum length of a forward or reverse path length of 256 characters restricts
the entire e-mail address to be no more than 254 characters. Some mail protocols, such as X.400, may require
larger objects, however. The SMTP specification recommends that software implementations impose no limits
for the lengths of such objects.

The local-part of the e-mail address may use any of these ASCII characters:

* Uppercase and lowercase English letters (a&#8211; z, A&#8211; 7)
* Digits 0 to 9
*Characters! # $ % &' * + -/ =2~ _ "~ [ ]} ~

* Character . (dot, period, full stop) provided that it is not the first or last character, and provided also that it does
not appear two or more times consecutively (e.g. John. . Doe@xanpl e. con.

Additionally, quoted-strings (e.g. " John Doe" @xanpl e. con) are permitted, thus allowing characters that would
otherwise be prohibited, however they do not appear in common practice. RFC 5321 also warns that "a host that
expects to receive mail SHOULD avoid defining mailboxes where the Local-part requires (or uses) the
Quoted-string form".

The local-part is case sensitive, so " sni t h@xanpl e. cont' and " JSm t h@xanpl e. cont’ may be delivered
to different people. This practice is discouraged by RFC 5321. However, only the authoritative mail servers for a
domain may make that decision (if you have set up your server according to one of the "Perfect Server" tutorials
from HowtoForge.com, then the local part is not case sensitive). The only exception is for a local-part value of
"postmaster” which is case insensitive, and should be forwarded to the server's administrator.

Within the rules set out in the RFCs, organisations are free to restrict the forms their own e-mail addresses take
however they wish, e.g. many organizations do not use certain characters, e.g. space, ?, and *, and most
organizations treat uppercase and lowercase letters as equivalent. Hotmail, for example, only allows creation of
e-mail addresses using alphanumerics, dot (. ), underscore (_) and hyphen (- ).

Systems that send mail, of course, must be capable of handling outgoing mail for all addresses. Contrary to the
relevant standards, some defective systems treat certain legitimate addresses as invalid and fail to handle mail
to these addresses. Hotmail, for example, incorrectly refuses to send mail to any address containing any of the
following legitimate characters:! # $ %* / 2 ~ "~ { | } ~

e Destination Enail: Fillin one or more email addresses (one email address per line) that the email should
be forwarded to.

* Act i ve: This defines whether this email forward is active or not.
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4.7.1.6 Email Catchall

If you want all emails that are addressed to non-existing mail boxes of a domain to arrive in an existing email box
of this domain, you can create a catchAll for this email account. Example: You have configured the email address
i nf o@xanpl e. com Someone sends an email to abc @xanpl e. comwhich does not exist. If

i nf o@xanpl e. comis a catchAll email address the email arrives here. If there is no catchAll email address for
this domain the sender of the mail to abc @xanpl e. comgets back an error message ("error: no such user
here"). Please note: Per domain there can be only one catchAll email address.

To create a new email catchAll, click on the Add new Cat chal | button. This will lead you to the Enmi |
Cat chal I form with the tab Emai | Cat chal | .

Email Catchall

Email Catchall

The form has the following fields:

« Domai n: Select the domain for which you want to create a catchAll.

* Desti nat i on: Select the catchAll email account - i.e., the email account that should receive all emails to
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non-existing email addresses of this domain.

* Act i ve: This defines whether this email catchAll is active or not.
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4.7.1.7 Email Routing

With the email routing feature, you can define what server mail for a given domain will be forwarded to and by
what transport. (This feature is based on Postfix' transport_maps.) This makes it possible to route emails for
one domain to a totally different server.

Please note that you have create one or more Rel ay Reci pients (Email > G obal Filters > Rel ay
Reci pi ent s) for each route that you create so that the system knows it should accept the emails before routing
them to another server.

To create a new email route, click on the Add new transport button. This will lead you to the Emai |
Rout i ng form with the tab Enai | transport.

Email Routing
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Email transport

This form has the following fields:

» Ser ver : If more than one server is available, you can select the server on which the email transport will be
located. You should select the server that handles emails for the domain that you want to route to another server
(i.e., the server that the domain's MX record points to).

e Domai n: Type in the email domain or email address that you want to route to another server. You can also use
an asterisk (*) as a wildcard. You can have just one routing rule per domain (ISPConfig will show you an error
message if you try to add a second rule with the exact same domain), however if you use an asterisk there can
be more than just one routing rule that applies to a domain.

» Type: Select the transport type (in almost all cases you should use snt p). Refers to an entry from
/ et c/ post fix/ mast er. cf, so make sure that what you select here exists in / et ¢/ post fi x/ master. cf.

e st p: The Internet standard for transferring email. It uses TCP/IP port 25 and allows for file attachments.
You can use the Dest i nat i on field to specify the destination host. When no Desti nationis
specified, the domain name from the Domai n field is used instead.

e uucp: A UNIX protocol and set of programs most often used to copy files across serial connections and
telephone lines. UUCP was often used to transfer email and Usenet news over phone lines when direct
Internet connectivity was scarce in small and medium-sized companies. You can use the Desti nati on
field to specify the UUCP destination host. When no Dest i nat i on is specified, the domain name from
the Donai n field is used instead.

* sl ow: This transport has to be defined in your / et ¢/ post fi x/ mast er. cf before you can select it.
Depending on how your sl owtransport looks, you might or might not have to specify a Dest i nat i on.

e error: The special error transport causes all mail to be rejected. You can use the Dest i nat i on field to
specify an error message suchas nmai | for *.exanple.comis not deliverabl e (optional).

e cust om If you specify a custom transport in / et c/ post f i x/ mast er . cf, you can use it for your email
routing. Depending on how your cust omtransport looks, you might or might not have to specify a
Desti nati on.

e nul | : If you select this transport type, all emails will be deleted. You can leave the Dest i nat i on field
empty.

*No MX | ookup: This defines whether Postfix will perform an MX lookup for the destination host or not (see the
explanation of the next field, Dest i nati on).

* Desti nati on: The destination host for delivery of messages. The host is used only with inet transports such as
SMTP and LMTP. Postfix treats the hostname like any destination domain. It performs an MX lookup to
determine where to deliver messages. If there are no MX records, Postfix delivers to the A record IP address. If
you know that Postfix should deliver directly to the IP in the A record for the specified host, you can have Postfix
skip the check for MX records by checking the No MX | ookup checkbox. If you use an IP address, it is required
that you check the No MX | ookup checkbox. When no Desti nati on is specified, the domain name from the
Domai n field is used instead. IF you use the error transport, you can specify an error message such as nai |
for *.exanple.comis not deliverabl e here (optional).
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*Sort by: Postfix will process all routing rules from top to bottom and use the first one that applies and will stop
then. If you have multiple routing rules that might match a certain situation, you can define the order with this
field. A higher number means a higher priority, i.e., if you have two rules that apply, and the first has a priority of
8 and the second a priority of 5, then the first rule will be used by Postfix.

* Act i ve: This defines whether this email transport is active or not.
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Please note that you have create one or more Rel ay Reci pients (Email > G obal Filters > Rel ay
Reci pi ent s) for each route that you create so that the system knows it should accept the emails before routing
them to another server.
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4.7.2 Spamfilter
4.7.2.1 Whitelist

The whitelist allows you to "whitelist" email sender addresses, i.e., emails from such addresses will never be
tagged as spam.

To create a new whitelist, click on the Add Wi telist record button. This will lead you to the Spanfilter
Whitelist form withthetabWitelist.

Spamfilter Whitelist
Whitelist

The form has the following fields:

« User : Here you can select the recipient email account or even the whole recipient domain for which this whitelist
record will be valid - this whitelist record will not be used for other recipient email accounts or domains.

« Emai | : Specify the email address whose emails should be whitelisted. You can even whitelist a whole domain
by leaving out the local part of the email address - i.e., if you want to whitelist emails from the domain
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exanpl e. com type @xanpl e. comin this field.

*Priority: If multiple whitelist/blacklist records apply, this field specifies which rule to use first (10 = highest
priority, 1 = lowest priority). For example, if you blacklist @xanpl e. comwith a priority of 5, you could whitelist
user @xanpl e. comwith a priority of 6 so that user @xanpl e. coms mails get through while @xanpl e. com
is blacklisted.

* Act i ve: This defines whether this whitelist record is active or not.
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4.7.2.2 Blacklist

The blacklist allows you to "blacklist" email sender addresses, i.e., emails from such addresses will always be
tagged as spam.

To create a new blacklist, click on the Add Bl ackl i st record button. This will lead you to the Spanfilter
bl ackl i st form with the tab Bl ackl i st.

Spamfilter blacklist
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Blacklist

The form has the following fields:

« User : Here you can select the recipient email account or even the whole recipient domain for which this blacklist
record will be valid - this blacklist record will not be used for other recipient email accounts or domains.

« Emai | : Specify the email address whose emails should be blacklisted. You can even blacklist a whole domain
by leaving out the local part of the email address - i.e., if you want to blacklist emails from the domain
exanpl e. com type @xanpl e. comin this field.

«Priority: If multiple whitelist/blacklist records apply, this field specifies which rule to use first (10 = highest
priority, 1 = lowest priority). For example, if you blacklist @xanpl e. comwith a priority of 5, you could whitelist
user @xanpl e. comwith a priority of 6 so that user @xanpl e. coms mails get through while @xanpl e. com
is blacklisted.

* Act i ve: This defines whether this blacklist record is active or not.
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4.7.2.3 User / Domain

The records that you find here are created automatically by ISPConfig when you create a new email domain or

138

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



_ [ISPConfig 3 Manual|

email account (not, when you create a domain alias or an email alias), i.e., for all items that have a Spanfil ter
drop-down menu. These settings tell amavisd when it should scan emails for spam. You can modify these settings
here, however, this is usually not necessary. You can also create new records which makes sense for emalil
transports (see chapter 4.7.1.7, "Email Routing"), domain aliases, and email aliases.

If you create a record for an email transport, this allows the system to scan emails even if those emails will be
forwarded to another server. Normally, such mails would not be scanned.

For domain aliases, there's no automatic record here, and because the record for the target domain doesn't apply
to the domain alias, you should create a record if you want emails targetted at the domain alias to be scanned for
spam as well.

For email aliases, there's no automatic record here either, and the record for the target email account doesn't
apply to the email alias. If there's a record here for the domain of the email alias, then this record applies for the
email alias - if there's no record for the domain either, then there's no spam scanning for the email alias at all. If
you want spam-scanning settings for the email alias that differ from the domain record or if there's no domain
record at all, you can create a record for the email alias here.

What | wrote about the domain aliases and email aliases is true because spam scanning takes place before
addresses are rewritten. So if you have the email account user @xanpl e. comwith spam scanning enabled and
the email alias for this mailbox al i as@xanpl e. com spam scanning would take place before

al i as@xanpl e. comis rewritten to user @xanpl e. com and because there's no record for

al i as@xanpl e. com no spam scanning takes place for al i as@xanpl e. com while mails for

user @xanpl e. comare scanned. You can change this behaviour by commenting out or removing the line

recei ve_override_options = no_address_mappi ngs

from / et ¢/ post fi x/ mai n. cf (don't forget to restart Postfix) - in this case address rewriting takes place before
spam scanning, which means you don't need extra rules for aliases because the records for the main
domain/main email account apply.

To create a new record, click on the Add Spanfilter User button. This will lead you to the Spanfilter
users form with the tab User s.

Spamfilter users

Users

This form has the following fields:

 Ser ver : If more than one server is available, you can select the server on which the record will be located.

e Priority: If multiple records apply, this field specifies which rule to use first (10 = highest priority, 1 = lowest
priority). For example, if you have a record for a whole domain with the priority 5 and a record for a specific
email account (from the same domain) with the priority 10, Then the record with priority 10 will override the
record with priority 5.

* Pol i cy: Here you can specify the spamfilter level to use: Non- Payi ng, Uncensor ed, Wants all spam
Wants viruses, Normal , Tri gger happy, Perm ssi ve. The settings for each of these levels are defined
under Emai | > Spanfilter > Policy.
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«Emai | (Pattern):Fillinthe email address (e.g. user @xanpl e. com or the domain (with the @in front, e.g.
@xanpl e. com), to which the rule should apply.

* Nane: Specify a name for the rule. You can use the email address or domain, but you can as well fill in
something else, such as Rul el etc. This is just for you so that you can distinguish the rules.

e Local : This specifies if this record is active (Yes) or not (No).
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4.7.2.4 Policy

Here you can modify existing spam levels (Non- Payi ng, Uncensor ed, Wants all spam Wants viruses,
Nor mal , Tri gger happy, Per ni ssi ve) and create new levels, if needed.

To create a new policy, click on the Add Pol i cy record button. This will lead you to the Spanfilter
pol i cy form with the tabs Pol i cy, Quar anti ne, Tag- Level , &t her.

Spamfilter policy

Policy
On this tab you find the following fields:
« Pol i cy Nane: Specify the name of the rule.

*Virus | over: Selectif viruses should be allowed through this filter (Yes) or not (No). Emails will still be
scanned for viruses, but results of virus checks are ignored.

*« SPAM | over : Select if spam should be allowed through this filter (Yes) or not (No). Emails will still be scanned
for spam, but results of spam checks are ignored.
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«Banned fil es | over: Selectif banned files (like, for example, . exe) should be allowed through this filter (
Yes) or not (No). Emails will still be scanned for banned files, but results of banned files checks are ignored.
Please note that this setting applies only if banned names and types checks are enabled in your amavisd
configuration (see http://www.ijs.si/software/amavisd/amavisd-new-docs.html#checks).

*«Bad header | over: Selectif mails with bad headers should be allowed through this filter (Yes) or not (No).
Emails will still be scanned for bad headers, but results of bad header checks are ignored.

e Bypass virus checks: Similar in conceptto Vi rus | over, this is used to skip entirely the decoding,
unpacking and virus checking.

¢« Bypass banned checks: Similar in conceptto Banned fil es | over, thisis used to skip entirely the
decoding, unpacking and banned files checking.

* Bypass header checks: Similar in concept to Bad header | over, this is used to skip entirely the
decoding, unpacking and bad header checking.
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Here you can define quarantine settings for emails containing viruses, spam, banned files, and bad headers.

The form contains the following fields:
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eForward virus to enmail :If youwantto quarantine virus emails, specify an email address here to which the
virus mails will be forwarded.

«Forward spamto enail : If you want to quarantine spam emails, specify an email address here to which the
spam mails will be forwarded.

e Forward banned to enmil : If you want to quarantine emails that contain banned files, specify an email
address here to which these mails will be forwarded.

e Forward bad header to enail: If you want to quarantine emails with bad headers, specify an email
address here to which these mails will be forwarded.
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Tag-Level

On this tab you can define spam scores and how spam mails will be tagged in the subject line.

The form has the following fields:

* SPAM t ag | evel : The system will add spam info headers to the email if at, or above that level. Should be a
value > 0; for ISPConfig's Nor mal spam level, the score is 3. Decimal numbers such as 2.4 are allowed.
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* SPAM t ag2 | evel : The system will add 'spam detected' headers at that level. The value should be > SPAM
tag | evel . For ISPConfig's Nor mal spam level, the score is 6.9. Decimal numbers are allowed.

* SPAM ki Il | evel : The system will trigger spam evasive actions (e.g. blocks mail) at that level. The value
should be >= SPAM t ag2 | evel . For ISPConfig's Nor mal spam level, the score is 6.9. Decimal numbers are
allowed. Important: if SPAM ki I | | evel = SPAM tag2 | evel , spam will be blocked and not delivered to the

user's mailbox, so it doesn't make sense to specify a SPAM subj ect tag2 (see below).

*« SPAM dsn cut of f | evel : This is the spam score beyond which a DSN (Delivery Status Notification) is not
sent. Given the fact that almost all spam emails have a fake sender address, it is arguable if you should send a
DSN at all. To not send a DSN, specify a low score such as 0.

* SPAM quar anti ne cutof f | evel : This is the spam score beyond which quarantine is off. Use a low score
(e.g. 0) if you don't want quarantine.

* SPAM nodi fi es subj ect: Select if you want the system to tag the email's subject line with a spam tag if it is
categorized as spam. The spam tag can be set in the two below fields, SPAM subj ect tag and SPAM
subj ect tag2.

* SPAM subj ect t ag: This applies only if the spam score is >= SPAM t ag | evel , i.e., if spam info headers are
added to the mail, but it is not sure if it is really spam. Normally you leave this field empty. If you don't want to
leave this empty, a suitable tag could be [ PCSSI BLY SPAM . It is also possible to include the spam score in the
spam tag by using SCORE _, e.g. [ POSSI BLY SPAM ( _SCORE )] . In the end it would result in something like
[ PCSSI BLY SPAM (Score: 3.1)].

* SPAM subj ect tag2: This is the field you usually use to tag spam in the subject field. This setting applies if
the spam score is >= SPAM t ag2 | evel , i.e. if this mail is almost certainly spam. Usual strings are [ SPAM or
*** SPAMF* * . The string will be prepended to the email's subject, for example the subject Buy Ci al i s would
become [ SPAM Buy Ci al i s. You can use this spam tag to filter emails in your email client. It is also possible
to include the spam score in the spam tag by using  SCORE_, e.g. *** SPAM (_SCORE ) ***. Inthe end it
would result in something like *** SPAM ( Score: 7.5)***_ Important: if SPAM ki I | | evel = SPAM t ag2
| evel , spam will be blocked and not delivered to the user's mailbox, so it doesn't make sense to specify a SPAM
subj ect tag2.

144

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.



_ [ISPConfig 3 Manual|

1 15PConlig 3.0.3 - Mazilla Firelox [ Inlil
Fe Edt Vew Hgtory Doskmaks Toos Heb i Q) Sumblel @y lleitt W - | M- O shaer (b | 4 Favortes
W QX u |ﬁ hittps fserver L example. com: 3080 index, pho = 7 - 1..‘|- J

>

Hame

¥ * W

Email Accounts Spa mﬁlter pﬂi] C'_‘,!'

o Policy — Quarantine  TagLew Other

Domain Aias

S SPAM tag leval 3

Emal Alas

SEAM kagd leval 69

Email Farward

Ematl Catchal SPAM Bl leeewl 69

Emal Routing SPAM dsn cutoff hevel 10

Spamfilter SPAM quarantine cutoff 10

Lerval

‘Whitelist

Blacksist SPAM modifies subject Yes =

User / Domain SPAM subject tag [POSSIBLY SPAM (_SCORE_]

Puicy SPAM subject tagd ++SPAM | SCORE_

Fetchmail

Fetchmsi

SEatHotirc =
i .
' y
Other

On this tab you can configure various other settings, e.g. "plus addressing".

From the amavisd-new documentation:

Amavisd-new can tag passed malware by appending an address extension to a recipient address. An
address extension is usually a short string (such as 'spam') appended to the local part of the recipient
address, delimited from it by a single character delimiter, often a'+' (or sometimes a '-'). This is why
address extensions are also known as "plus addressing". Examples of such mail addresses belonging to
user jim@example.com are: jim+spam@example.com , jim+cooking@example.com ,
jim+health@example.com , jim+postfix@example.com .

Most mailers (MTA), including Postfix and sendmail, have some provision to put address extensions to
good use. Similarly, local delivery agents (LDA) such as Cyrus or LDAs that come with MTA, can be
configured to recognize and make use of address extensions.

The most common application for address extensions is to provide additional information to LDA to store
mail into a separate mail folder. Users may for example choose to use this feature to let LDA
automatically file messages from mailing lists to a dedicated subfolder, or to file spam to a spam folder,
just by letting LDA simply and quickly examine the envelope recipient address, without having to parse
mail header or having to configure and run filters such as procmail or Sieve.

Mailers (MTA and LDA) usually attempt first to examine (to check for validity, to lookup in virtual or
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aliases maps) a full unmodified recipient address. If the attempt is unsuccessful, they strip away the
extension part, and try again. This way a presence of some unknown address extension is simply
ignored. For example, a delivery for jim+health@example.com would deliver the mail to the main Jim's
inbox if he hasn't provided a subfolder health in his mailbox.

For this fallback to work (to ignore unknown extensions), it is important that all components that need to
deal with address extensions (MTA, LDA, content filters) have the same notion of the delimiter in use on
the system. For Postfix the configuration option is recipient_delimiter=+ (see also
propagate_unmatched_extensions), for amavisd-new the option is $recipient_delimiter="+".

The form contains the following fields:

* Addr. extension virus: Specify an address extension for virus mails. For example, if you specify vi r us
(without + at the beginning), the email address would be rewritten to user +vi r us@xanpl e. com and viruses
would be delivered to the vi r us folder of the user @xanpl e. commailbox. It is possible to access that folder
via IMAP. Please note that viruses are delivered only if you've set Vi rus | over or Bypass vi rus checks to
Yes on the Pol i cy tab.

* Addr. extensi on SPAM Specify an address extension for spam mails. For example, if you specify spam
(without + at the beginning), the email address would be rewritten to user +spama@xanpl e. com and spam
would be delivered to the spamfolder of the user @xanpl e. commailbox. It is possible to access that folder via
IMAP. Please note that spam is delivered only if you've set Spam | over to Yes on the Pol i cy tab, or if the
spam score is > SPAM t ag2 | evel and < SPAM ki I | | evel (seethe Tag-Level tab).

* Addr. extension banned: Specify an address extension for mails containing banned files. For example, if
you specify banned (without + at the beginning), the email address would be rewritten to
user +banned@xanpl e. com and mails containing banned files would be delivered to the banned folder of
the user @xanpl e. commailbox. It is possible to access that folder via IMAP. Please note that mails containing
banned files are delivered only if you've set Banned files | over or Bypass banned checks to Yes on
the Pol i cy tab.

* Addr extension bad header: Specify an address extension for mails containing bad headers. For example,
if you specify badh (without + at the beginning), the email address would be rewritten to
user +badh@xanpl e. com and mails containing bad headers would be delivered to the badh folder of the
user @xanpl e. commailbox. It is possible to access that folder via IMAP. Please note that mails containing
bad headers are delivered only if you've set Bad header | over or Bypass header checks to Yes on the
Pol i cy tab.

*Warn virus recip.: Setthisto Yes if you want the system to send a warning email to the recipient whenever
a virus email is sent.

*Warn banned recip. : Set this to Yes if you want the system to send a warning email to the recipient
whenever an email containing banned files is sent.

*\Warn bad header recip.: Setthisto Yes if you want the system to send a warning email to the recipient
whenever an email containing bad headers is sent.

* Newvi rus admi n: Here you can specify an email address to which notifications of newly encountered viruses
since amavisd startup are sent.

* Vi rus admi n: Here you can specify an email address to which notifications of detected viruses are sent.
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* Banned adni n: Here you can specify an email address to which notifications of banned content are sent.
*Bad header adni n: Here you can specify an email address to which notifications of bad headers are sent.
* SPAM admi n: Here you can specify an email address to which notifications of received spam are sent.

* Message size |imt:Thisisthe maximum size of an email (in bytes) beyond which amavisd-new performs
no checks (to save system resources). 0 means that amavisd-new does not care about the mail size.

» Banned rul enanes: In this field you can specify SpamAssassin rules that should not be used to find out if an
email is spam or not. Multiple names can be specified comma-separated (or whitespace-separated), e.g.
HTM._MESSAGE, M ME_QP_LONG_LI NE.
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4.7.3 Fetchmail
4.7.3.1 Fetchmail

This feature can be used to retrieve emails from a remote POP3 or IMAP account and put them into a local
mailbox. Although this feature is called "Fetchmail" here, ISPConfig uses getmail instead of fetchmail under the
hood.

To create a new Fetchmail account, click on the Add new Account button. This will lead you to the Get
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Emai | form with the tab Get Enmai | .

Get Email

Get Email

This form has the following fields:

» Type: Select the protocol to use to retrieve emails from the remote account (POP3, | MAP, POP3SSL, | MAPSSL).
* Pop3/ I map Server: Specify the hostname of the remote mail server, e.g. mai | . exanpl e. com

* User name: Specify the username of the remote email account.

» Passwor d: Specify the user's password.

eDelete emnils after retrieval : Select if you want emails to be automatically deleted on the remote host
after they have been retrieved.

*Retrieve all emails (incl. read nails): By default, only new emails will be retrieved from the
remote server. If you check this box, read emails will be retrieved as well.

* Dest i nat i on: Select the destination mailbox for the retrieved emails.

* Act i ve: This defines whether this Fetchmail account is active or not.
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4.7.4 Statistics

The St ati sti cs section is a bit special in that there's nothing that you can configure here. This section just
displays statistics for your email accounts.

4.7.4.1 Mailbox quota

Under Mai | box quot a you can see used space (in KB) for your email accounts. This feature is available only if
you use Dovecot; the mailbox quota report is not available if you use Courier.

4.7.4.2 Mailbox traffic

Under Mai | box traffic you can see traffic statistics (in MB) for your email accounts for the current month, the
month before, the current year, and the year before. Please note that this traffic covers only incoming traffic, not
outgoing emails. Traffic statistics are available only if you use Courier; traffic cannot be counted if you use
Dovecot.

These statistics are updated once per night.
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4.7.5 Global Filters

(This tab is visible only for the ISPConfing adm n user.)

In this section you can define Postfix whitelists, blacklists, content filters (header/body, etc.), and relay recipients.

4.7.5.1 Postfix Whitelist

The whitelist feature must be seen in conjunction with the blacklist feature. If you use the blacklist to block whole
domains, for example, you can use the whitelist to allow certain email addresses (for example) from that domain.

To create a new whitelist record, click on the Add new Wi telist record button. This will lead you to the
Emai | Witelist formwiththetabWhitelist.

Email Whitelist

Whitelist

The form has the following fields:

 Ser ver : If more than one server is available, you can select the server on which the whitelist record will be
located.

*\Witelist Address: Specify an email address, domain, parent domains, or localpart@. Exmaples:
user @onedomai n. com sonmedomai n.comnmuail . freemailer.tld,1.2. 3. 4,sal es@

» Type: Select between Reci pi ent (refers to the Postfix directive st pd_reci pi ent _restrictions),
Sender (referstosmt pd_sender _restrictions),andC ient (referstosntpd _client_restrictions).

esntpd_recipient_restrictions: SMTPD recipient restrictions will put restrictions on what
messages will be accepted into your server based on the recipient email address (RCPT TO:). Postfix will
check whether the message sender (email address, domain, mail server) is included in the whitelist table.
If the sender is listed, the mail is delivered. If the sender is not listed in the whitelist, the message is
rejected with an error code of 554, Reci pi ent address rejected: Access denied (in reply
to RCPT TO conmand) . To whitelist the sending mail server, you can type in its hostname (e.g.
mai | . freemailer.tld)orlP addressinthe Wi telist Address field. You can find more details
here: How To Whitelist Hosts/IP Addresses In Postfix

esnt pd_sender _restrictions: SMTPD sender restrictions will put restrictions on what addresses will
be able to send mail through your server based on the sender email address (MAIL FROM:). You can use
sender email addresses, domains, and localpart@ in the Wi t el i st Addr ess field.

esmpd_client_restrictions: SMTPD client restrictions will put restrictions on what systems will be
able to send mail through your server based on the client IP and host information (name). For example, if
you have a user whose client PC has the IP address 1. 2. 3. 4, youcan put 1. 2. 3. 4inthe Whi t el i st
Addr ess field.
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* Act i ve: This defines whether this whitelist record is active or not.
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4.7.5.2 Postfix Blacklist

The blacklist feature can be used to blacklist email addresses, domains, parent domains, or localpart@.

To create a new blacklist record, click on the Add new Bl ackl i st record button. This will lead you to the
Emai | Bl ackl i st form with the tab Bl ackl i st .

Email Blacklist

Blacklist

The form has the following fields:

e Ser ver : If more than one server is available, you can select the server on which the blacklist record will be
located.

* Bl ackl i st Addr ess: Specify an email address, domain, parent domains, or localpart@. Exmaples:
user @onedomnai n. com sonedormai n.comnail .freemailer.tld,1.2.3.4,sal es@

« Type: Select between Reci pi ent (refers to the Postfix directive snt pd_r eci pi ent _restrictions),
Sender (refersto smt pd_sender _restrictions),andC ient (referstosntpd _client _restrictions).
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esmtpd_recipient_restrictions: SMTPD recipient restrictions will put restrictions on what
messages will be rejected based on the recipient email address (RCPT TO:). Postfix will check whether
the message sender (email address, domain, mail server) is included in the blacklist table. If the sender is
listed, the mail is rejected with an error code of 554, Reci pi ent address rejected: Access
denied (in reply to RCPT TO comand) . To blacklist the sending mail server, you can type in its
hostname (e.g. mai | . freemnai | er. t1d) or IP address in the Bl ackl i st Addr ess field. You can find
more details here: How To Whitelist Hosts/IP Addresses In Postfix

esmt pd_sender _restrictions: SMTPD sender restrictions will put restrictions on what addresses will
be able to send mail through your server based on the sender email address (MAIL FROM:). You can use
sender email addresses, domains, and localpart@ in the Bl ackl i st Addr ess field.

esmtpd_client_restrictions: SMTPD client restrictions will put restrictions on what systems will be
able to send mail through your server based on the client IP and host information (hame). For example, if
you have a user that sends out viruses (intended or unintended) and you know his client PC has the IP
address 1. 2. 3. 4, you can put 1. 2. 3. 4 in the Bl ackl i st Addr ess field.

* Act i ve: This defines whether this blacklist record is active or not.

4.7.5.3 Content Filter

The content filter allows you to block emails based on their content, e.g. you can block emails that contain a
certain string in the subject or in the body. Postfix supports a built-in filter mechanism that examines message
header and message body content, one line at a time, before it is stored in the Postfix queue.

To create a new content filter, click on the Add new Content Filter button. This will lead you to the Mai |
Content Filter formwiththetabFilter.

Mail Content Filter

Filter

The form contains the following fields:

 Ser ver : If more than one server is available, you can select the server on which the content filter will be
located.

* Fi | t er: Select what part of the email message you want to inspect:

» Header Filter: These are applied to initial message headers (except for the headers that are
processed with M MVE- Header Filter).

* M ME- Header Filter: These are applied to MIME related message headers only.
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* Nest ed- Header Filter: These are applied to message headers of attached email messages (except
for the headers that are processed with M ME- Header Filter).

*Body Filter: These are applied to all other content, including multi-part message boundaries.

Note: message headers are examined one logical header at a time, even when a message header spans multiple
lines. Body lines are always examined one line at a time.

* Regexp. Pattern: Fill in the search pattern. Usually the best performance is obtained with pcre (Perl
Compatible Regular Expression), but the slower regexp (POSIX regular expressions) support is more widely
available. Use the command post conf - mto find out what lookup table types your Postfix system supports -
usually it will be regexp. Here are a few examples:

Regexp. Pattern: Filter Type: Explanation:

/"Subject: .*Make Money Fast!/ Header Filter  Searches for the string Make Money Fast! inthe
Subject line.

/name=["*>]*.(bat|com|exe|dIll)) MIME-Header Filter  This will match all messages that have attachments
whose filesend in . bat,. com .exeor.dlI.

/"<iframe src=(3D)?cid:.* height=(3D)?0 width=(3D)?0>$/ Body Filter = Body pattern to stop a specific
HTML browser vulnerability exploit.

/"From: joe@example.com/ Header Filter Matches all messages sent by j oe@xanpl e. com

/"From: *@example.com/ Header Filter Matches all messages sent from the exanpl e. comdomain.

/Real Bad Words/  Body Filter  This matches "real bad words" in any case (upper, lower, or mixed).
/"Date: .* 200[0-2])/ Header Filter This matches all emails sent in the years 2000 - 2002.
/"Date: .* 19[0-9][0-9]/ Header Filter  This matches all emails sent between 1900 and 1999.
/"To: postmaster@yourdom.ain/  Header Filter  Matches all messages sent to
post mast er @ our dom ai n.

« Dat a: You can specify an action for each filter (see below). Some actions allow or require you to specify an
additional text or destination. The Dat a field is where you place this information.

» Act i on: Here you can select what should happen to an email if a filter applies:

» DI SCARD (optional text can be specified in the Dat a field): Claim successful delivery and silently discard
the message. Log the optional text if specified, otherwise log a generic message.

* DUNNQO: Pretend that the input line did not match any pattern, and inspect the next input line. This action
can be used to shorten the table search.

* FILTER (required  transport:destination must be specified in the Dat a field): After the message is
gueued, send the entire message through the specified external content filter. The transport name
specifies the first field of a mail delivery agent definition in master.cf; the syntax of the next-hop
destination is described in the manual page of the corresponding delivery agent. More information about
external content filters is in the Postfix FILTER_README file.

* HOLD (optional text can be specified in the Dat a field): Arrange for the message to be placed on the
hold queue, and inspect the next input line. The message remains on hold until someone either deletes
it or releases it for delivery. Log the optional text if specified, otherwise log a generic message.

| GNORE: Delete the current line from the input, and inspect the next input line.
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» PREPEND (required text must be specified in the Dat a field): Prepend one line with the specified text, and
inspect the next input line.

* REDI RECT (required user@domain must be specified in the Dat a field): Write a message redirection
request to the queue file, and inspect the next input line. After the message is queued, it will be sent to the
specified address instead of the intended recipient(s). Note: this action overrides the FI LTER action, and
affects all recipients of the message. If multiple REDI RECT actions fire, only the last one is executed.

» REPLACE (required text must be specified in the Dat a field): Replace the current line with the specified
text, and inspect the next input line.

» REJECT (optional text can be specified in the Dat a field): Reject the entire message. Reply with
optional text... when the optional text is specified, otherwise reply with a generic error message.

* WARN (optional text can be specified in the Dat a field): Log a warning with the optional text... (or log a
generic message), and inspect the next input line. This action is useful for debugging and for testing a
pattern before applying more drastic actions.

* Act i ve: This defines whether this content filter is active or not.
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4.7.5.4 Relay Recipients

If you have created email transports under Enai | > Emai | Accounts > Enail Routi ng, you must also
create Rel ay Reci pi ent s so that the server knows that it should accept those emails before routing them to
another server. If you have created a route for a single email address, you must create a relay recipient for that
email address. If you have create a route for a whole domain, and you know all existing email accounts of that
domain, it is recommended to create relay recipients for all these email addresses; if you don't know all the email
addresses of a domain, or there are simply too many, you can create a relay recipient for the whole domain, but
you should keep in mind that the destination server can become a source of backscatter in this case because if a
mail is sent to a non-existing address of the domain, the forwarding server will route it to its destination server,
and because the destination server doesn't know that email address, it might send a bounce.

To create a new relay recipient, click on the Add new rel ay reci pi ent button. This will lead you to the
Emai | relay recipi ent form with the tab Rel ay reci pi ent.

Email relay recipient

Relay recipient

The form has the following fields:
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« Ser ver : If more than one server is available, you can select the server on which the relay recipient will be
located.

e Rel ay recipi ent: Fill in the email address or email domain, e.g. user @xanpl e. comor @xanpl e. com

« Act i ve: This defines whether this relay recipient is active or not.
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4.7.6 Mailing List

You can create Mailman mailing lists here. Please note that in order to use this feature, Mailman must have been
installed and configured according to chapter 3.1.2 before you install ISPConfig.

4.7.6.1 Mailing List

To create a new mailing list, click on the Add new r ecor d button. This will lead you to the Mai | i ng Li st form
with the tab Mai | i ng Li st.
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Mailing List
Mailing List

The form has the following fields:
* Cl i ent : Select the client that owns the mailing list.

« Domai n: Select the domain to which the mailing list belongs. This is also the list's web interface host name. For
example, if you select exanpl e. comhere, and the listhame is t est | i st , the administration interface for
testlist will be at ht t p: / / exanpl e. com cgi - bi n/ mai | man/ adm n/testli st, and the web page for users
of the mailing list will be at ht t p: / / exanpl e. comf cgi -bi n/mai | man/listinfo/testlist.

e Li st name: Specify the name of the list. Note that listhames are forced to lowercase.

« Emai | : Specify the email address of the list administrator. The list administrator will receive an email with all
important details about the new mailing list after it was created (see below).

« Passwor d: Please specify the admin password for the mailing list.
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After the list has been created, the list administrator will receive an email with all important details about the new
mailing list, for example as follows:

The mailing list “testlist' has just been created for you. The
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following is some basic infornmation about your mailing |ist.
Your mailing list password is:
1234567890

You need this password to configure your mailing list. You also need
it to handle adm nistrative requests, such as approving mail if you
choose to run a noderated |ist.

You can configure your mailing list at the foll owi ng web page:
http://exanpl e. con cgi - bi n/ mai | man/ adni n/testli st

The web page for users of your mailing list is:
http://exanple.conm cgi-bin/milmn/listinfo/testli st

You can even customi ze these web pages fromthe |ist configuration
page. However, you do need to know HTML to be able to do this.

There is also an enmil-based interface for users (not adninistrators)
of your list; you can get info about using it by sending a nessage
with just the word " help' as subject or in the body, to:

testlist-request @xanpl e.com

To unsubscribe a user: fromthe mailing list 'listinfo' web page,
click on or enter the user's ennil address as if you were that user.
Where that user would put in their password to unsubscribe, put in
your admin password. You can al so use your password to change
menber's options, including digestification, delivery disabling, etc.

Pl ease address all questions to mail man- owner @xanpl e. com

Please note: if you use nginx, the URLs from the email will not work right away. Please take a look at chapter
5.27.2 to find out how to access the Mailman web interface.

4.8 DNS

On this tab you can create zones and DNS records for your domains. You can either do this by using the DNS
Wizard (DNS > DNS Wzard > Add DNS Zone) which will automatically create a set of common DNS records
for your domain (like www, mai |, ns records, etc.), or you create the zones and records manually under DNS >
DNS > Zones - you will also have to go there if you want to create further DNS records that are not created by
the DNS Wizard.
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4.8.1 DNS Wizard
4.8.1.1 Add DNS Zone

This is the wizard to create a new DNS zone. The form has the following fields:

» Tenpl at e: This refers to the templates that exist under DNS > DNS W zard > Tenpl at es. These templates
define what records will be created by default if you use the DNS Wizard. Let's assume we create a zone for the
domain exanpl e. com- the Def aul t template will create A records for exanpl e. com www. exanpl e. com
and nai | . exanpl e. com two NS (hameserver) records, plus an MX (mail exchanger) record for
exanpl e. comthat points to mai | . exanpl e. com

» Ser ver : If more than one server is available, you can select the server on which the DNS zone will be located.
» Cl i ent : Here you select the client that owns the new DNS zone.

» Domai n: Fill in the domain for which you want to create the zone, e.g. exanpl e. com- please note that you
don't need a dot at the end, i.e., exanpl e. com would work as well, but exanpl e. com(without the trailing dot)
is sufficient.

| P Addr ess: Fill in the IP address that exanpl e. comshould point to - please note that ww. exanpl e. com
and nai | . exanpl e. comwill also point to that IP address (you can change that later on under DNS > DNS >
Zones).

* NS 1: Specify the hostname of the primary nameserver for the domain, e.g. ns1. somedonai n. com Again, no
trailing dot is needed. ns1. sonedomrai n. commust point to the server that you selected in the Ser ver field.

* NS 2: Specify the hostname of the secondary nameserver for the domain, e.g. ns2. sonedonai n. com Again,
no trailing dot is needed.

» Emai | : Specify the email address of the zone administrator, e.g. zonenast er @onedonai n. com
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4.8.1.2 Import Zone File

This form allows you to import an existing BIND zone file that you have as a text file on your client computer, like
this one:
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example.org. TXT "v=spf1l amx ptr -all"

It supports NS, A, AAAA, CNANE, HI NFO, MX, NAPTR, PTR, RP, SRV, and TXT records.

The form has the following fields:

 Ser ver : If more than one server is available, you can select the server on which the DNS zone will be located.
* C i ent : Here you select the client that owns the imported DNS zone.

e Domai n: It is recommended that you fill in the domain for which you want to create the zone, e.g. exanpl e. com
- please note that you don't need a dot at the end, i.e., exanpl e. com would work as well, but exanpl e. com
(without the trailing dot) is sufficient. If you don't fill in the domain here, ISPConfig tries to read the domain from
the $ORI A Nline of your zone file, and if that doesn't exist, from the SOA line. If the SOA line doesn't contain the
domain name (for example because it begins with an @, ISPConfig generates the domain name from the zone
file name. For example, if your zone file is named exanpl e. com t xt or exanpl e. com zone, the domain
name would be exanpl e. com But if your zone name is named pri . exanpl e. com t xt or doesn't even
contain your domain name, ISPConfig would get a wrong value from the file name. Therefore it is recommended
to fill in the domain name in this field.

« Zone Fi | e: Select the zone file to upload from your local hard drive.

After a successful import, you can find the zone and its records under DNS > Zones (see chapter 4.8.2.1).
Please note that ISPConfig replaces the original NS records with the correct new values, depending on which
server you choose in the Ser ver field.

4.8.1.3 Templates

Here you can create templates for the DNS Wizard. A template defines what records will be created by default if a
new zone is created with the DNS Wizard.

To create a new template, click on the Add new r ecor d button. This will lead you to the DNS W zar d
tenpl at e form with the tab DNS Tenpl at e.

DNS Wizard template
DNS Template

The form contains the following fields:

» Nane: Specify a name for the template.

* Fi el ds: Here you can select what fields will be visible in the DNS Wizard form (Domai n, | P Addr ess, NS 1,
NS 2, Emai | ). For example, if you decide to hard-code the nameservers and the zonemaster email address into
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the template, it doesn't make sense to show those fields in the DNS Wizard.
» Tenpl at e: Fill in your template. As an example, here is the Def aul t template:

[ ZONE]
ori gi n={ DOVAI N} .
ns={ NS1}.
nbox={ EMAI L} .
ref resh=28800
retry=7200
expi re=604800
m ni mum=86400
tt1=86400

[ DNS_RECORDS]
Al {DOVAI N}. | {1 P}| O] 86400
Al wwj {1 P}| 0] 86400
Al mail | {I P}| 0] 86400
NS| { DOVAI N} . | { NS1}. | 0] 86400
NS| { DOVAI N} . | { NS2} . | 0] 86400
MX| { DOVAI N} . | mai | . { DOVAI N} . | 10| 86400 As you see, a template consists out of two stanzas,
[ ZONE] and [ DNS_RECORDS] .

In the [ ZONE] stanza, you secify values for ori gi n, ns1, nbox, refresh,retry, expire,mninumandttl
in the form name=val ue.

e ori gi n: The name of this zone. Make sure you use a trailing dot, e.g. exanpl e. com or { DOVAI N} .

* ns: The name of the name server that is the original or primary source of data for this zone. Make sure
you use a trailing dot.

» nbox: A name which specifies the mailbox of the person responsible for this zone. If you don't use the
{ EMAI L} placeholder, this should be specified in the mailbox-as-domain-name format where the @
character is replaced with a dot, e.g. zonenast er . exanpl e. com (for zonenast er @xanpl e. com.
Make sure you use a trailing dot.

 r ef r esh: The number of seconds after which slave nameservers should check to see if this zone has
been changed. If the zone's serial number has changed, the slave nameserver initiates a zone transfer.

e r et ry: This specifies the number of seconds a slave nameserver should wait before retrying if it attmepts
to transfer this zone but fails.

* expi r e: If for expire seconds the primary server cannot be reached, all information about the zone is
invalidated on the secondary servers (i.e., they are no longer authoritative for that zone).

e M ni mum The minimum TTL field that should be exported with any record from this zone. If any record
has a lower TTL, this TTL is sent instead.

*tt|: The number of seconds that this zone may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the zone should not be cached.

163

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.



[ISPConfig 3 Manual] _

In the [ DNS_RECORDS] stanza, you specify all records that should be created by default, one record per line. A
line has the following format:

t ype| nanme| dat a] aux| ttl

As you see, there are five fields, separated by a pipe character (| ). This is the meaning of the five fields:
et ype: The type of record (A, AAAA, ALI AS, CNAMVE, HI NFO, MX, NS, PTR, RP, SRV, TXT).

« A: An IPv4 host address. The dat a column should contain the IP address (in numbers-and-dots
format) associated with the nane.

Example: 192. 168. 1. 88

* AAAA: An IPv6 host address. The dat a column should contain the IPv6 address associated with
the name.

Example: 3f f e: b00: c18: 3:: a

« ALI AS: A server side alias. An alias is like a CNAME, only it is handled entirely by the server. The
dat a column should contain the hostname aliased by nane. Aliases can be used in place of A
records. The client will only see A records and will not be able to tell that aliases are involved. The
hostname specified by dat a must exist in the database. It can be useful to use aliases for
everything. Use A records for the canonical name of the machine and use aliases for any additional
names. This is especially useful when combined with automatic PTR records. If a single IP address
is only used for one A record, then there will never be any confusion over what the PTR record
should be.

Example: al buquer que. exanpl e. com (FQDN)
Example: al buquer que (hostname only)

* CNAME: The canonical name for an alias. The dat a column should contain the real name of the
machine specified by nane. dat a may be a hostname or an FQDN.

Example: por ci ni . exanpl e. com (FQDN)
Example: por ci ni (hostname only)

* Hl NFO. Host information. The dat a column should contain two strings which provide information
about the host specified by nane. The first string specifies the CPU type, and the second string
describes the operating system type. The two strings should be separated by a space. If either
string needs to contain a space, enclose it in quotation marks.

Example: " Pent i um Pro" Li nux

» MX: Mail exchanger. The dat a column should contain the hostname or FQDN of a mail server
which will accept mail for the host specified by nane. The aux column should contain a preference
for this mail server. Mail transfer agents prefer MX records with lower values in aux.

Example: mai | . exanpl e. com (FQDN)
Example: mai | (hostname only)

* NS: An authoritative nameserver. The dat a column should contain the hostname or FQDN of a
server which should be considered authoritative for the zone listed in nane.
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Example: ns1. exanpl e. com (FQDN)
Example: ns1 (hosthame only)

* PTR: A domain name pointer. These records, used only with IN-ADDR.ARPA zones, should contain
the canonical hostname of the machine referred to by nane in dat a.

Example: webser ver . exanpl e. com

* RP: A responsible person. The dat a column should contain the DNS-encoded email address of the
person responsible for the name requested, then a space, then a hostname that should return a
TXT record containing additional information about the responsible person. If there is no such TXT
record, the second value should contain a dot (. ).

Example: webmast er. exanpl e. com cont acti nf o. exanpl e. com

» SRV: Server location. Specifies the location of the server(s) for a specific protocol and domain. The
dat a column must contain three space-separated values. The first value is a number specifying the
weight for this entry. The second field is a number specifying the port on the target host of this
service. The last field is a hname specifying the target host. The aux column should contain the
priority of this target host. Targets with a lower priority are preferred.

For more information, read RFC 2782.

Example: 0 9 server. exanpl e. com (FQDN)
Example: 0 9 server (hostname only)

* TXT: A text string. The dat a column contains a text string that is returned only when a TXT query is
issued for the host specified by nane. TXT records can be used for SPF records.

Example: This is a string.
Example: v=spf1 a nx ptr -all (SPF record)

» nane: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if

you specify just a hostname, it must not end with a dot. It may contain out-of-zone data if this is a glue
record.

Examples:

« foo
« foo.example.com.
* {DOMAIN}.

°* WWwW

 dat a: The data associated with this record, e.g. an IP address for A records, a hosthname/FQDN for
CNANME/MX/NS records, etc. Please note that an MX record must always point to a hosthname/FQDN that
has an A record - CNAME records are not allowed.
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« aux: An auxillary numeric value in addition to dat a. For MX records, this field specifies the preference. For
SRV records, this field specifies the priority. Specify 0 for all other records.

«ttl: The time interval (in seconds) that this record may be cached before the source of the information
should again be consulted. Zero values are interpreted to mean that the record can only be used for the
transaction in progress, and should not be cached.

The following placeholders are available in a template and will be replaced with the value of the corresponding
field in the DNS Wizard: { DOVAI N}, { | P}, { NS1}, {NS2}, and { EMAI L} .

« Vi si bl e: This defines whether this template is visible (i.e., can be selected) in the DNS Wizard or not.
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4.8.2 DNS
4.8.2.1 Zones

Here you can create DNS zones manually (if you are experienced enough with DNS and don't want to use the
DNS Wizard) and modify existing DNS zones (that were created, for example, with the DNS Wizard).
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To create a new DNS zone, click on the Add new DNS Zone (SQA) button. This will lead you to the DNS
Zone form with the tabs DNS Zone and Recor ds.

DNS Zone
DNS Zone

On this tab you specify the SOA (start of authority) record. It contains authoritative information about a DNS zone,
including the primary name server, the email of the domain administrator, the domain serial number, and several
timers relating to refreshing the zone.

The form contains the following fields:

 Ser ver : If more than one server is available, you can select the server on which the DNS zone will be located.
» Cl i ent : Here you select the client that owns the new DNS zone.

* Zone (SQA) : Fill in the domain for which you want to create the zone, e.g. exanpl e. com - please note that
other than in the DNS Wizard you need a dot at the end.

* NS: Specify the hostname of the primary nameserver for the domain, e.g. ns1. sonedonai n. com - again, a
trailing dot is needed. ns1. sonedonai n. commust point to the server that you selected in the Ser ver field.

» Enmi | : Specify the email address of the zone administrator. This should be specified in the
mailbox-as-domain-name format where the @character is replaced with a dot, e.g.
zonenast er . sonedonai n. com - again, you need a trailing dot.

* Ref r esh: The number of seconds after which slave nameservers should check to see if this zone has been
changed. If the zone's serial number has changed, the slave nameserver initiates a zone transfer.

* Ret r y: This specifies the number of seconds a slave nameserver should wait before retrying if it attmepts to
transfer this zone but fails.

* Expi r e: If for expire seconds the primary server cannot be reached, all information about the zone is invalidated
on the secondary servers (i.e., they are no longer authoritative for that zone).

e M ni mum The minimum TTL field that should be exported with any record from this zone. If any record has a
lower TTL, this TTL is sent instead.

» TTL: The number of seconds that this zone may be cached before the source of the information should again be
consulted. Zero values are interpreted to mean that the zone should not be cached.

*All ow zone transfers to these | Ps (comma separated |ist): This field can contain one or more
IP addresses separated by commas. These IP addresses will be allowed to connect to the server to transfer the
zone. If no IP is specified, no server is allowed to connect. Usually, you should list your slave DNS servers for
this zone here.

* Al so Noti fy: This optional field should contain one or more IP addresses separated by commas. These IP
addresses will be used to send NOTIFY messages to additional name servers. Natification is sent to all name
servers that have NS records in the zone plus any mentioned in this field.
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e Updat e ACL: This is an optional specifying the ACL (access control list) controlling who can update a zone.
You can specify one or more IP addresses separated by commas. This field is useful if the zone contains
dynamic IP addresses and you want to allow dynamic DNS updates from a client. If no IP is specified, then
dynamic DNS updates are disabled.

* Act i ve: This defines whether this DNS zone is active or not.
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Records

On this tab you can create the following types of records:

A

* AAAA

* ALIAS

* CNAME
* HINFO

* MX
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NS
- PTR
*RP
« SRV

- TXT

A Records

An A record is an IPv4 host address. The | P- Addr ess field should contain the IP address (in humbers-and-dots
format) associated with the Host nane.

Example: 192. 168. 1. 88

The form contains the following fields:

* Host name: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot.

Examples:

* foo

« foo.example.com.
* WWW

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

* | P- Addr ess: Fill in the IPv4 IP address that the hostname should point to. Example: 192. 168. 1. 88

» TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this A record is active or not.
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AAAA Records

An AAAA record is an IPv6 host address. The | Pv6- Addr ess field should contain the IPv6 address associated
with the Host name.

Example: 3f f e: b00: c18: 3:: a

The form contains the following fields:

* Host name: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot.

Examples:

« foo

« foo.example.com.
°© WWW

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

* | Pv6- Addr ess: Fill in the IPv6 IP address that the hostname should point to. Example: 3f f e: b00: ¢18: 3:: a

» TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this AAAA record is active or not.
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ALIAS Records

(Please note the ALIAS records are supported by the MyDNS name server, but not by the BIND name server. If
you use BIND, ALIAS records are identical to CNAME records, i.e., if you create an ALIAS record, actually a
CNAME record will be created.)

An ALIAS record is a server side alias. An alias is like a CNAME, only it is handled entirely by the server. The
Tar get Host nane field should contain the hostname aliased by Host nane. Aliases can be used in place of A
records. The client will only see A records and will not be able to tell that aliases are involved. The target
hostname must exist in the database. It can be useful to use aliases for everything. Use A records for the
canonical name of the machine and use aliases for any additional names. This is especially useful when
combined with automatic PTR records. If a single IP address is only used for one A record, then there will never
be any confusion over what the PTR record should be.

Example: al buquer que. exanpl e. com (FQDN)
Example: al buquer que (hostname only)

The field contains the following fields:
* Host nane: The name that this record describes. Wildcard values such as * or *. sub are supported, and this

field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot.
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Examples:

« foo

« foo.example.com.
°© WWW

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

e Tar get Host nane: The hostname that is aliased by the hostname in the Host nane field. Wildcard values
such as * or *. sub are supported, and this field can contain an FQDN or just a hostname. If you specify an
FQDN, the name must end with a dot; if you specify just a hostname, it must not end with a dot.

Examples:

« albuquerque

« albuquerque.example.com.

e TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this ALIAS record is active or not.
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CNAME Records

A CNAME record is the canonical name for an alias. The Tar get Host nane field should contain the real name
of the machine specified by Host nane. Tar get Host nanme may be a hostname or an FQDN.

Example: por ci ni . exanpl e. com (FQDN)
Example: por ci ni (hostname only)

The field contains the following fields:

* Host nane: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot.

Examples:

« foo

« foo.example.com.
°© WWW

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com
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e Target Host nane: The real name of the machine that the hostname in the Host nane field points to. Wildcard
values such as * or *. sub are supported, and this field can contain an FQDN or just a hostname. If you specify
an FQDN, the name must end with a dot; if you specify just a hostname, it must not end with a dot.

Examples:

* porcini

* porcini.example.com.

« TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this CNAME record is active or not.
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HINFO Records

A HINFO record contains host information. The Host | nf or mat i on field should contain two strings which
provide information about the host specified by Host nane. The first string specifies the CPU type, and the second
string describes the operating system type. The two strings should be separated by a space. If either string needs
to contain a space, enclose it in quotation marks.

Example: " Pent i um Pro" Li nux

The form contains the following fields:

* Host name: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot.

Examples:

« foo

« foo.example.com.
°© WWW

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

* Host | nf or mat i on: Specify two strings which provide information about the host specified by Host nane. The
first string specifies the CPU type, and the second string describes the operating system type. The two strings
should be separated by a space. If either string needs to contain a space, enclose it in quotation marks.

Example: " Pent i um Pro" Li nux

» TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

» Act i ve: This defines whether this HINFO record is active or not.
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MX Records

An MX record describes the mail exchanger for a domain or hostname. The Mai | ser ver host nane field should
contain the hostname or FQDN of a mail server which will accept mail for the host specified by Host nane. The
Priority field should contain a preference for this mail server. Mail transfer agents prefer MX records with lower

valuesinPriority.

Example: mai | . exanpl e. com (FQDN)
Example: mai | (hostname only)

The form contains the following fields:

* Host nane: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot. If you want email addresses of the form
user @xanpl e. com you must fill in exanpl e. com in the Host nane field (or leave it empty); if you want
email addresses of the form user @ ub. exanpl e. com you must fill in sub or sub. exanpl e. com in the
Host narre field.

Examples:

« foo
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« foo.example.com.
°* WWW
» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

e Mai | server host nane: The Mai | server host nane field should contain the hostname or FQDN of a mail
server which will accept mail for the host specified by Host name. Please note that this Mai | ser ver host nane
must always be an A record - CNAME records are not allowed.

Examples:

enai | . exanpl e. com (FQDN)

*mai | (hostname only)

Priority: The Priority field should contain a preference for this mail server, usually between 0 and 100.
Mail transfer agents prefer MX records with lower values in Pri ority.

e TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this MX record is active or not.
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NS Records

An NS record describes an authoritative nameserver of a zone. A zone can have more than one authoritative
nameserver (usually it has at least two so that if one nameserver fails, the zone can still be resolved from the
other nameserver), so there can be multiple NS records. The Naneser ver Host nane field should contain the
hostname or FQDN of a server which should be considered authoritative for the zone listed in Zone.

Example: ns1. exanpl e. com (FQDN)
Example: ns1 (hostname only)

The form contains the following fields:

« Zone: Fill in the name of the zone, i.e., the domain.

Examples:

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

« Naneserver Host nane: The Nanmeser ver Host name field should contain the hosthame or FQDN of a server
which should be considered authoritative for the zone listed in Zone.
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Examples:

*nsl. sonedonmai n. com (FQDN)
*nsl. exanpl e. com (FQDN)
e ns1 (hostname only)

If the nameserver is in the same zone (i.e., if the zone is exanpl e. com and you fill in ns1. exanpl e. com or
just ns1 in the Nanmeser ver Host nane field), you also need a glue record which you can usually create at your
domain registrar.

« TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this NS record is active or not.
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PTR Records

A PTR record is a domain name pointer, i.e., it is used to point from an IP address to a domain or hostname. This
is used for reverse DNS lookups. These records, used only with IN-ADDR.ARPA zones, should contain the
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canonical hostname of the machine referred to in the Canoni cal Host nane field. Usually the administrator of
an IP address/subnet (i.e., your ISP or hoster) creates these for you (or gives you a web interface where you can
configure this yourself), so in most cases you can ignore this feature in ISPConfig (unless you're the administrator
of your own IP addresses).

Example: webser ver . exanpl e. com

Now let's assume you're the administrator of the IP subnet 1. 2. 3/ 255. 255. 255. 0 and want to create a PTR
record for the IP address 1. 2. 3. 4 that should point to ww. exanpl e. com First you create the DNS zone
3.2.1.in-addr.arpa (3. 2. 1lisourl. 2. 3 subnet in reverse order) in ISPConfig...
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... and in this DNS zone you create a PTR record for the Name 4 (which is our IP address 1. 2. 3. 4) which points
to www. exanpl e. com

The form contains the following fields:

» Nane: Fill in the last part of your IP address. In our example of the 1. 2. 3. 4 IP address, this would be 4 (without
any dots).

» Canoni cal Host nane: Fill in the domain or hostname that this PTR record should point to. You must use fully
gualified domain names here:

Examples:

e exanpl e. com (FQDN)
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- www. exanpl e. com (FQDN)

« TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this NS record is active or not.
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RP Records

An RP record describes a responsible person for a hostname. The Responsi bl e Per son field contains the
DNS-encoded email address of the person responsible for the Host nane requested, then a space, then a
hostname that should return a TXT record containing additional information about the responsible person. If there
is no such TXT record, the second value should contain a dot (. ).

Example: webmast er . exanpl e. com cont acti nf o. exanpl e. com

The form contains the following fields:
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» Host nane: The name that this record describes. Wildcard values such as * or *. sub are supported, and this
field can contain an FQDN or just a hostname. If you specify an FQDN, the name must end with a dot; if you
specify just a hostname, it must not end with a dot. If you want email addresses of the form
user @xanpl e. com you must fill in exanpl e. com in the Host nan® field (or leave it empty); if you want
email addresses of the form user @ub. exanpl e. com you must fill in sub or sub. exanpl e. com in the
Host nare field.

Examples:

« foo

« foo.example.com.
* WWW

» example.com.

* You can also leave the field empty which has the same meaning as if you'd fill in exanpl e. com

* Responsi bl e Person: The Responsi bl e Per son field contains the DNS-encoded email address of the
person responsible for the Host nane requested, then a space, then a hostname that should return a TXT record
containing additional information about the responsible person. If there is no such TXT record, the second value
should contain a dot (. ).

Examples:

*webmrast er . exanpl e. com cont acti nf o. exanpl e. com (This means the responsible person is
webmast er @xanpl e. com and there is a TXT record for the hostname cont act i nf 0. exanpl e. com
which contains additional information about webmast er @xanpl e. com If no TXT record for
cont acti nf 0. exanpl e. comexists, create one.)

e webmast er . exanpl e. com . (If no such TXT record exists or you don't want to create one, just fill in a
dot for the hostname.)

« TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this RP record is active or not.
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SRV Records

Server location. SRV records specify the location of the server(s) for a specific protocol and domain. The Ser ver
Recor d field must contain three space-separated values. The first value is a number specifying the weight for this
entry. The second field is a number specifying the port on the target host of this service. The last field is a name
specifying the target host. The Pri ori ty field should contain the priority of this target host. Targets with a lower
priority are preferred.

Some protocols such as SIP and XMPP require SRV records. SRV records have the form

_service._proto.nanme TTL class SRV priority weight port target

e servi ce: The symbolic name of the desired service.
e pr ot 0: The transport protocol of the desired service; this is usually either TCP or UDP.
* nane: The domain name for which this record is valid.

« TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

e cl ass: Standard DNS class field (this is always | N).

epriority: The priority of the target host, lower value means more preferred (similar to MX records).
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* wei ght : A relative weight for records with the same priority.
* port: The TCP or UDP port on which the service is to be found.

 t ar get : The canonical hostname of the machine providing the service.

E.g.
_Sip._tcp.exanple.com 86400 IN SRV 0 5 5060 si pserver.exanpl e.com

SRV records allow you to achieve a basic form of high-availability and load-balancing (basic because information
is static, i.e., current server loads are not taken into account). The priority field is similar the the one of MX record
- clients use the server with the lowest priority value first and use other servers only if this server fails. This means
oyu can have multiple SRV records and define a fallback server that is used only if the primary server fails by
giving the fallback server a higher priority value than the primary server.

If there are multiple SRV records with the same priority, clients use the weight field to find out which host to use.
The weight value is relevant only in among records with the same priority.

Here's an example of basic high-availability and load-balancing with SRV records:

_sip._tcp.example.com 86400 IN SRV 10 60 5060 serverl. exanpl e.com
_sip._tcp.example.com 86400 IN SRV 10 40 5060 server2. exanpl e.com
_sip._tcp.exanmple.com 86400 IN SRV 20 0 5060 server 3. exanpl e. com

In the above example, both ser ver 1. exanpl e. comand ser ver 2. exanpl e. comhave a priority value of 10,
so all requests will be shared by them, where ser ver 1. exanpl e. comgets 60% of the requests and

server 2. exanpl e. comgets the remaining 40% of the requests (because ser ver 1. exanpl e. comhas a
weight value of 60 and ser ver 2. exanpl e. comhas a weight value of 40). If server 1. exanpl e. comfails, all
requests will go to ser ver 2. exanpl e. com If both ser ver 1. exanpl e. comand ser ver 2. exanpl e. comfail,
all requests will go to ser ver 3. exanpl e. comwhich has a priority value of 20.

For more information, read RFC 2782 and SRV Records on Wikipedia.

The form has the following fields:

* Host name: The name that this record describes. This field can contain an FQDN or just a hostname. If you
specify an FQDN, the name must end with a dot; if you specify just a hostname, it must not end with a dot.

Examples:

* _sip._tcp.example.com.

* _sip._tcp

»Server Record: The Server Recor d field must contain three space-separated values. The first value is a
number specifying the weight for this entry. The second field is a number specifying the port on the target host of
this service. The last field is a name specifying the target host. The target host can be an FQDN or just a
hostname. If you specify an FQDN, the name must end with a dot; if you specify just a hostname, it must not end
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with a dot.

Examples:

*0 9 server. exanpl e. com (FQDN)

0 9 server (hostname only)

ePriority: ThePriority field should contain a preference for this SRV record, usually between 0 and 100.
Records with lower values are preferred.

« TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this SRV record is active or not.
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TXT Records

TXT records are used to give additional information about a hostname. The Text field contains a text string that is
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returned only when a TXT query is issued for the host specified by Host nane. TXT records can be used for SPF
records.

The form contains the following fields:

* Host name: The name that this record describes. This field can contain an FQDN or just a hostname. If you
specify an FQDN, the name must end with a dot; if you specify just a hostname, it must not end with a dot.

Examples:

» serverl.example.com.

e serverl

» Text : The Text field contains a text string that is returned only when a TXT query is issued for the host
specified by Host nane. TXT records can be used for SPF records. It must not end with a dot.

Examples:

* This is a string.

ev=spfl a nx ptr -all (SPF record)

» TTL: The time interval (in seconds) that this record may be cached before the source of the information should
again be consulted. Zero values are interpreted to mean that the record can only be used for the transaction in
progress, and should not be cached.

* Act i ve: This defines whether this TXT record is active or not.
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4.8.3 Secondary DNS
4.8.3.1 Secondary Zones

(This feature is supported only if you use the BIND name server. If you use MyDNS, database replication will be
used to transfer data to the secondary DNS server.)

Here you can create secondary (slave) zones, i.e., zones for which another server is the primary (master)
nameserver. A slave zone will then automatically be transferred from the master to the slave, so that both servers
hold the same information about the zone. If the master fails, the slave can still answer DNS requests.

To create a new slave zone, click on the Add new secondary DNS Zone button. This will lead you to the
Secondary DNS Zone form with the tab Secondary DNS Zone.

Secondary DNS Zone
Secondary DNS Zone

The form has the following fields:

« Ser ver : If more than one server is available, you can select the server on which the secondary DNS zone will
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be located.
« Cl i ent : Here you select the client that owns the new secondary DNS zone.

« DNS Zone: Fill in the domain for which you want to create the secondary zone, e.g. exanpl e. com - please
note that you need a dot at the end.

* NS: Specify the IPv4 address of the primary nameserver for the domain, e.g. 1. 2. 3. 4.

«Allow zone transfers to these IPs (commua separated |ist): This field can contain one or more
IP addresses separated by commas. These IP addresses will be allowed to connect to the server to transfer the
zone. If no IP is specified, any server is allowed to connect. Usually, you can leave this field empty because all
slave DNS servers for this zone should contact the master DNS server for the zone, not another slave server.

« Act i ve: This defines whether this secondary DNS zone is active or not.
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4.9 System

This is where you define the basic settings of the ISPConfig control panel (creating users, configuring services, IP
addresses, firewall records, updating the system, etc.).
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4.9.1 CP Users

Here you can create and modify users of the ISPConfig control panel. Please note that you should use these
functions only to create or modify admin users. To create/edit normal ISPConfig users, use the client- and reseller
settings in the Client module instead because modifying users or groups here may cause data loss. If you change
modules or groups of existing users, these users might not be able to access their web site settings, email
settings, etc. in ISPConfig anymore.

49.1.1 Add user

Here you can create new ISPConfig users. The User s form has the tabs User s and G- oups.

Users

Users

The form has the following fields:

* User namne: Fill in the username of the new user.

» Passwor d: Type in a password for the ISPConfig user. The Passwor d st r engt h field will show how weak or
strong your password is. A strong password should include numbers, symbols, upper and lowercase letters;
password length should be 8 characters or more; avoid any password based on repetition, dictionary words,
letter or number sequences, usernames, relative or pet names, or biographical information.

* Mbdul e: Select the modules that will be available for the user:

*si t es: This enables the Si t es module.

* mai | : This activates the Enai | module.

* noni t or : This refers to the Moni t or module.

e admi n: This is the Syst emmodule (i.e., the module that we are currently in).
» dashboar d: This refers to Hone.

» dns: This is the DNS module.

* hel p: This activates the Hel p module.

» domai n: This enables the Domai n module. This makes sense only if you also check the Use t he
donmai n- nodul e to add new domai ns checkbox on the Dornai ns tab under Syst em > System >
I nterface Config. If you use this module, your customers can only select one of the domains the
admin creates for them. They can not freely edit the domain field.

e cl i ent: This enables the C i ent module.

*t ool s: This is the Tool s module.
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» vm This enables the VSer ver module.
You can select multiple modules for each user.
» St ar t nodul e: Select the module that will automatically be loaded when the user logs into ISPConfig.
* Desi gn: Select the theme of the ISPConfig interface.
» Type: Please select if this is a normal user account or an adni n account.
» Act i ve: This defines whether this ISPConfig user account is active or not.

» Language: Select the language in which ISPConfig will be loaded for the user.
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Groups

The form has the following fields:

* Def aul t G oup: This defines the group to which items created by the user (web sites, email accounts, etc.)
will belong (unless a different group is selected when the item is created). Selecting a default group does not
necessarily mean that the user is also a member of the group - you must check that group in the following form
item, Gr oups, to make the user also a member of the default group.
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» & oups: Check all groups that the user account should be a member of. Make sure that you also check the
group that you selected under Def aul t Gr oup to make the user a member of that group.
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Done

4.9.1.2 Edit user

Here you can edit existing users. The form has the same tabs and fields as under Add user.

4.9.2 System

4.9.2.1 Server Services

All servers that are listed here are added by the ISPConfig installer, i.e., you cannot add new servers here
yourself. ISPConfig allows you to control multiple servers from just one control panel, and all servers that are
listed here are controlled by ISPConfig. If you want to add another server to ISPConfig, you have to run the
ISPConfig installer in expert mode on the remote server and tell the installer that the server will be a slave.

Although you cannot add servers here yourself, you can modify them from here by selecting a server. This will
bring you to the Ser ver form with the tab Ser vi ces.
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Server

Services

The form has the following fields:

* Ser ver nane: Specify the hostname of the server. Example: server 1. exanpl e. com

* Mai | server : This specifies if this server acts as a mail server (i.e., you can use the Emai | module to create
email accounts etc. on this server).

* Webser ver : This specifies if this server acts as a web server (i.e., you can use the Si t es module to create web
sites etc. on this server).

* DNS- Ser ver : This specifies if this server acts as a DNS server (i.e., you can use the DNS module to create DNS
zones etc. on this server).

* Fi | eserver: If this server acts as a web server, you should also enable Fi | eser ver for this server so that
FTP access is possible.

» DB- Ser ver : This specifies if it will be able to create databases (in the Si t es module) on this server.

» VSer ver - Ser ver : If you check this, it will be possible to create OpenVZ virtual machines on this server (this
will be possible from version 3.0.4 of ISPConfig).

ls mrror of Server:Ifyou have specified that this server is a slave of another server during the ISPConfig
installation, this server can have two roles: it can act as a full-fledged server, i.e., you can create web sites,
email accounts, etc. on this server just like on the main server, or it can act as a mirror of another server - in this
case you cannot create any items on that server (this server cannot be selected when you create a new item),
but instead the configuration (web site configuration, email configuration, etc.) will be copied to the mirror (just
the configuration, not any web site contents, etc. - if you want this, you can achieve this by using rsync or using
a cluster filesystem like GlusterFS or some kind of network-attached storage, and you'd have to use one of
these techniques on the directories / var / www for the web sites' contents and / var / vimai | for the emails - for
MySQL databases, you'd have to use MySQL master-master replication). If you select a master server in the
I's mirror of Server field, the server for which you select the master will act as a mirror, not as a
full-fledged server. If you have a failover-IP address that you can switch between the master and the mirror (e.g.
automatically with heartbeat/keepalived/etc. or manually, e.g. from your hoster's control panel), you can
achieve high-availability because if the master fails, the mirror can take over.

* Act i ve: This defines whether this server is active or not.
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4.9.2.2 Server Config

All servers that are listed here are added by the ISPConfig installer, i.e., you cannot add new servers here
yourself. ISPConfig allows you to control multiple servers from just one control panel, and all servers that are
listed here are controlled by ISPConfig. If you want to add another server to ISPConfig, you have to run the
ISPConfig installer in expert mode on the remote server and tell the installer that the server will be a slave.

Although you cannot add servers here yourself, you can modify them from here by selecting a server. This will
bring you to the Server Confi g form with the tabs Server, Mai |, Get nai | , Wb, DNS, Fast C4 , Jai | ki t,
vl ogger, and Cron.

Please note that you shouldn't modify these settings unless you know exactly what you're doing - changes in
paths etc. might stop the system from working!

Server Config

Server

On this tab you can configure some basic network settings for the server plus the loglevel for the ISPConfig log
(under Monitor > System State (Al Servers) > Show System Log) plus the backup directory for
web site backups.
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The form has the following fields:

* Net wor k Confi gurati on: If you check this, ISPConfig will automatically configure your system with the
network settings from the | P Addr ess, Net mask, Gat eway, Host name, and Naneser ver s fields. It will also
automatically configure all IP addresses that are defined under Syst em > System > Server |P
addr esses. Please note that this automatic network configuration works only on Debian/Ubuntu and only if you
have one network card which must be ethO. It is recommended to not check this checkbox and configure your
network settings manually.

* | P Addr ess: Specify the IPv4 address of this server. Example: 1. 2. 3. 4

* Net mask: Type in the server's netmask. Example: 255. 255. 255. 0

» Gat eway: Fill in the server's gateway.

» Host name: Type in the server's fully-qualified hostname. Example: ser ver 1. exanpl e. com

* Nameser ver s: Fill in the IP addresses of nameservers that this server will use to do DNS lookups. You can
specify multiple nameservers by separating them with a comma. These should be the nameservers from
/etc/resol v. conf. Example: 145. 253. 2. 75,8.8.8. 8

* Logl evel : Select the loglevel for the ISPConfig log (under Moni tor > System State (Al Servers) >
Show Syst em Log).

* Debug: This loglevel will log all output from ISPConfig, including warnings and errors. As the name says,
this is usefull for debugging.

* War ni ngs: This loglevel will log ISPConfig warnings and errors.

* Er r or s: This loglevel will just log ISPConfig errors. Recommended for production systems.

* Backup directory: This is the directory where web site backups will be stored. The default directory is
[ var [ backup.

eBackup dir. readable for website FTP users.: Check this checkbox if you want to make the backup
directory readable for FTP users of the corresponding website. By default it is not readable for FTP users.
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Mail
On this tab you can configure the general mail settings for the server.

The form has the following fields:

e Modul e: Select the mail module that the server should use. Currently only post fi x_nysql is supported.

e Mai | di r Pat h: This defines where users' mailboxes will be located. The default path is
/var/vmail/[domain]/[|ocal part].[donai n] is a placeholder for the mail domain and [ | ocal part]
is a placeholder for the local part of an email address. Example: if your email address is user @xanpl e. com
the Maildir path would be / var / vimai | / exanpl e. cont user . Please note that Mai | di r Pat h should be a
subdirectory of Hormedi r Pat h - otherwise the mail system will probably stop to work.

e Honedi r Pat h: This is the home directory of Mai | user Nane. The default directory is / var/ vnai | . If you
use maildrop, this is the directory where the mailfilter file will be located.

* POP3/ | MAP Daenon: Select your POP3/IMAP daemon. Supported POP3/IMAP daemons are Courier and
Dovecot.

«Mailfilter Syntax: Selectthe mailfilter to use. If you use Courier, you must select Mai | dr op; if you use
Dovecot, you must select Si eve. Depending on what you select, you must use Maildrop or Sieve syntax if you
define custom filter rules for an email mailbox (Emai | > Emai | Mil box > Cust om Rul es). If you create
mailfilters under Emai | > Emai |l Mail box > Mail Filter,the system will automatically translate them
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into Maildrop or Sieve syntax depending on your selection here.
* Mai | user Ul D: This is the user ID of the system user defined under Mai | user Narne.
* Mai | user d D: This is the group ID of the system group defined under Mai | user G oup.

* Mai | user Name: This is the system user name of the user under which the virtual mail setup runs. Default
value: vimai |

e Mai | user G oup: This is the system group name of the group under which the virtual mail setup runs. Default
value: vimai |

* Rel ayhost : If you want to relay outgoing mails through another mailserver (for example, because your server
is on a dynamic IP and therefore blacklisted), you can use the Rel ayhost, Rel ayhost User, and Rel ayhost
Passwor d fields for this. Fill in the hostname or IP address of the server through which you want to relay in the
Rel ayhost field. If you use an IP address, put it in square brackets ([ ] ) to prevent DNS lookups. Examples:
mai | . yourisp.com|[ 1. 2. 3. 4]. Leave the field empty if you don't want to relay.

* Rel ayhost User : Fill in the username that can be used to log in on the relayhost .
* Rel ayhost Passwor d: Fill in the password of the relayhost user on the relayhost.

e Mai | box Size Lim t: This defines the max. size (in MB) that a single mailbox can have on this server. 0
means unlimited.

* Message Size Limt: This defines the max. size (in MB) that a single email can have on this server. 0 means
unlimited.
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Here you can configure getmail. Getmail is the service that fetches emails from remote servers; it is used if you
define accounts under Emai| > Fetchmail > Fetchmail.

The form has the following field:

«Getnmai |l config dir: Thisis the directory where getmail expects its configuration.
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| Done

Web

On this tab you can configure various settings for Apache, nginx, PHP, AWStats, etc. Some fields are relevant to
Apache only, others to nginx and are only shown if the appropriate http server is installed.

The form has the following fields:

e Server Type: This is a readonly field and shows if the server uses Apache2 or nginx.

*\Wbsi t e basedi r: This is the directory where all web sites will be created (in subdirectories). Usually this is
the value of AP_DOC_ROOT from the output of suexec -V orsuexec2 -V so that sSUEXEC can be used in the
web sites (/ var / www on Debian/Ubuntu/Fedora/CentOS, / sr v/ www on OpenSUSE). (The suEXEC feature
provides Apache users the ability to run CGI and SSI programs under user IDs different from the user ID of the
calling web-server.)

*\WWebsi t e pat h: This is the actual path where new web sites will be created (this is not the actual document
root of the web site - this will be the subdirectory web in Websi t e pat h). This should be a subdirectory of
Websi t e basedir. You can use the placeholders [ cl i ent i d] and[website_i d] which will be replaced
by the IDs of the client and web site respectively.

«Website synlinks: ISPConfig can create symlinks to Websi t e pat h so that it is easier to navigate to
Websi t e Pat h on the command line. You can use the placeholder [ websi t e_donai n] which will be
replaced by the domain of the web site (e.g. exanpl e. com). You can define multiple symlinks by separating
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them with a colon (: ) (don't use spaces).

*Make rel ative synlinks: By default, ISPConfig uses full paths for the symlinks it creates, like
exanpl e.com -> /var/ww/ clients/clientO/webl/ inthe/var/wwvdirectory or exanpl e. com - >
[var/ww/ clients/client0O/webl/ inthe/var/ww/ clients/clientO directory. If you check this box,
ISPConfig creates relative symlinks like exanpl e. com -> cli ents/client 0/ webl/ inthe/var/ww
directory.

*Vhost config dir (Apache only): This is the directory where ISPConfig will place the vhost configuration
files for each web site. This does not automatically enable the vhost because Apache doesn't read that directory.
To enable a vhost, it must be symlinked to another directory which is read by Apache (see Vhost config
enabl ed dir).

*Vhost config enabl ed dir (Apache only): This is a directory that is read by Apache and to which vhost
configuration files must be symlinked to enable the vhost.

* Ngi nx Vhost config dir (nginx only): This is the directory where ISPConfig will place the vhost
configuration files for each web site. This does not automatically enable the vhost because nginx doesn't read
that directory. To enable a vhost, it must be symlinked to another directory which is read by nginx (see Ngi nx
Vhost config enabl ed dir).

* Ngi nx Vhost config enabl ed dir (nginx only): This is a directory that is read by nginx and to which
vhost configuration files must be symlinked to enable the vhost.

» CA Pat h: If you are your own certificate authority (CA), you can automatically sign certificates created for web
sites through ISPConfig. (This is useful, for example, in big companies where all browsers have your CA
certificate installed.) To do this, please specify the path to the directory where your openssl . cnf file is located
(e.g./usr/1ocal/ssl).

» CA passphr ase: Specify your CA's key password here if you are your own CA. This works only in conjunction
with the CA Pat h field.

*Security | evel: This defines how permissions and ownerships are set for the Websi t e pat h directory.

» Medi um The directory is owned by root and readable for all users.

* Hi gh: The directory is owned by the web site user and cannot be read by other users. It is recommended
to choose Hi gh.

» Test apache configuration on restart (Apache only): If checked, ISPConfig will test if the Apache
configuration is syntactically ok after it has written changes to vhosts. If errors are encountered, the new
configuration is abandoned (the vhost file is renamed to exanpl e. com vhost . err inthe sites-avail abl e
directory), and the last working configuration is used instead to make sure that Apache restarts successfully.

e Enabl e SNl : By default, you need one IP address per SSL website. SNI is short for Ser ver Name
I ndi cat i on and allows you to run multiple SSL vhosts on one IP address. Please note that currently SNI is not
supported by all browsers/operating systems. Browsers/clients with support for TLS server name indication:

* Opera 8.0 and later (the TLS 1.1 protocol must be enabled)
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« Internet Explorer 7 or later (under Windows Vista and later only, not under Windows XP)
* Firefox 2.0 or later

* Curl 7.18.1 or later (when compiled against an SSL/TLS toolkit with SNI support)

» Chrome 6.0 or later (on all platforms - releases up to 5.0 only on specific OS versions)

« Safari 3.0 or later (under OS X 10.5.6 or later and under Windows Vista and later)

To find out if your browser supports SNI, you can go to https://alice.sni.velox.ch/.

» Apache user (Apache only): This is the user under which the Apache web server runs.

* Apache group (Apache only): This is the group under which the Apache web server runs.
* Ngi nx user (nginx only): This is the user under which the nginx web server runs.

* Ngi nx group (nginx only): This is the group under which the nginx web server runs.

* Apache php.ini path (Apache only): This is the full php. i ni path for the php. i ni file used by Apache's
mod_php.

*CA php.ini path (Apache only): This is the full php. i ni path for the php. i ni used by FastCGl, CGlI, and
SuPHP.

e PHP-FPM i nit script (nginx only): This is the filename of the PHP-FPM init script fromthe /et c/i nit. d/
directory.

* PHP- FPM php.ini path (nginx only): This is the full php. i ni path for the php. i ni file used by
PHP-FPM.

e PHP- FPM pool directory (nginx only): This is the directory from which PHP-FPM reads the pool
definitions. ISPConfig creates a pool definition for each vhost that has PHP-FPM enabled; this pool defines
under which user PHP runs, if a socket or a TCP connection is used, and it can also contain individual PHP
settings.

* PHP- FPM st art port (nginx only): This defines the minimum TCP port that ISPConfig can allocate to a
PHP-FPM pool for a vhost. If you want to change the value, you should do so before you create the first vhost,
because it is otherwise possible that two or more websites use the same PHP-FPM port which can cause
security and permissions issues.

* PHP- FPM socket directory (nginx only): Instead of using TCP ports, it's also possible to configure nginx
vhosts in ISPConfig that use PHP-FPM sockets. This field defines the directory where these sockets will be
created.

* PHP open_basedi r: This setting limits the files that can be opened by PHP to the specified directory-tree,
including the file itself. This directive is NOT affected by whether Safe Mode is turned On or Off. You can use the
placeholder [ websi t e_pat h] which will be replaced by the path that is set in the Websi t e pat h field. You
can define multiple directories by separating them with a colon (; ) (don't use spaces).

*Ngi nx CA Socket (nginx only): This defines the location of the FCGlwrap socket. This socket is needed if
you want to serve CGl/Perl scripts through nginx.

. htaccess Al owOverri de (Apache only): This setting specifies what types of directives are allowed in
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. ht access files. Possible values: Al | | None| Aut hConfi g| Fil el nfo| I ndexes|Limt| Options[=
Option ,...] See http://httpd.apache.org/docs/2.2/mod/core.htmli#allowoverride for more details.

* Apps- vhost port: ISPConfig allows to install software packages ("apps" - applications) such as phpMyAdmin
or Roundcube via the ISPConfig Package Installer (Syst em > Sof t war e > Packages). These apps will be
installed in the / var / ww/ apps directory and can be accessed over their own vhost. Specify the port that you
want to use for this vhost (default is 8081 - the vhost could then be accessed over
htt p: // exanpl e. com 8081). Please do not use a port that is already in use (such as 80 (http) or 443

(https)).

* Apps- vhost | P: Specify an IPv4 address that is configured on your server on which the vhost will listen. It is
also possible to use _def aul t _ (meaning a request to an unspecified address on the Apps- vhost port is
served from the apps vhost) or a wildcard (* - meaning requests on all addresses on the port specified by
Apps-vhost port will be served by the apps vhost).

» Apps- vhost Donai n: Specify the domain that you want to use to access the apps vhost. Examples:
exanpl e. com(-> ht t p: / / exanpl e. com 8081), apps. exanpl e. com(->
http://apps. exanpl e. com 8081), ww. exanpl e. com (-> htt p: // ww. exanpl e. com 8081). Leave
this field empty to use any address (domain, hostname, IP address) that points to the server.

sawstats conf fol der: This specifies the directory where the web site statistics package AWStats expects
its configuration files. This field is meaningless if you use Webalizer instead of AWStats.

«awst at s dat a fol der: This specifies the directory where AWStats creates its data files (from which the
reports will be created).

«awst at s. pl scri pt: This specifies the location of the awst at s. pl script on the server.

cawst ats_bui |l dstati cpages. pl scri pt: This specifies the location of the
awst at s_bui | dst ati cpages. pl script on the server. This script creates static HTML pages with statistics -
these will be generated once a day (at 0.30h) and are available in the / st at s folder of your web site (e.g.
htt p: // ww. exanpl e. coni st at s).
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DNS

If you use the BIND nameserver (instead of MyDNS), you can configure basic BIND settings on this tab.

The form has the following fields:

* Bl ND User: This is the system user that BIND runs under.
* Bl ND G oup: This is the system group that BIND runs under.

*«BI ND zonefil es directory: Thisis the directory where BIND will place its zone files (Debian: / et ¢/ bi nd).

* Bl ND naned. conf pat h: This is the location where BIND expects its configuration file named. conf (Debian:
/ et ¢/ bi nd/ naned. conf).

«BI ND naned. conf. | ocal path: Thisis the location of the naned. conf . | ocal file thatis included in
named. conf and which includes the zone files created by ISPConfig.
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FastCGl

On this tab you can configure basic FastCGI settings that are relevant if you use PHP via FastCGI. Please note
that these settings are relevant only if you use Apache2. They are ignored by nginx.

The form has the following fields:

eFast CA@ starter path: We will run PHP using suExec; suExec's document root is / var / www
(Debian/Ubuntu/Fedora/CentOS) or / sr v/ ww (OpenSUSE). Therefore we cannot call the PHP binary directly
because it is located outside suExec's document root. As suExec does not allow symlinks, the only way to solve
the problem is to create a wrapper script for each web site in a subdirectory of / var / www or / sr v/ ww; the
wrapper script will then call the PHP binary. In this field you can specify the directory (should be a subdirectory
of / var / wwwor / sr v/ www) where the wrapper script will be located. You can use the placeholder
[ syst em user] which will be replaced by the system user that owns the web site, e.g. web1l.

eFast CA@ starter script: Thisisthe name of the FastCGI wrapper script. Example: . php-fcgi -starter

*Fast CG@ Al i as: (notin use right now; see http://www.fastcgi.com/docs/fagq.html#FastCGlExternalServer
for more details.) Since all FastCGI directives are global (they are not configured in a server context), all
FastCGI paths map to the filesystem. In the case of external servers, this path does not have anything to do with
the file system; it is a virtual file system path. Since the connection between mod_fastcgi and the FastCGl app is
by a socket (unix or tcp), mod_fastcgi does not care where the program is (it could be on a completely different
machine). However, mod_fastcgi needs to know when a hit is calling for an external app, so it uses this path as if
it were a local filesystem path. Apache translates a request URI to a filesystem path.

Example: Fast CA Ext er nal Server /var/ww/ ht docs/ ext prog -host 127.0.0. 1: 9000
* Fast CG php.ini Path: Thisis the full php. i ni path for the php. i ni used by FastCGl.

e Fast CA@ Chi | dr en: This defines the number of PHP children that will be launched. (This variable is onyl
useful for lighttpd or nginx as Apache mod_fcgi will control the number of children itself and never use the
additional processes.)

* Fast CG nmax. Request s: This is the maximum number of requests before an fcgid process is stopped and a
new one is launched.

* Fast C@ Bi n: This is the path to the FastCGI PHP binary.

*Fast C@ config synt ax: Please choose your Apache version here (O d (apache 2. 0) or New (apache
2. 2)). This defines how the FastCGlI directives are written into vhost configuration files because the syntax has
changed between Apache 2.0 and 2.2 (see

http://httpd.apache.org/mod_fcgid/mod/mod_fcgid.html#upgrade).
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Jailkit
Here you can configure the basic Jailkit behaviour. Jailkit is a set of utilities to limit user accounts to specific files

using chroot() and or specific commands. You can make a shell user use Jailkit by selecting it in the Chroot Shell
drop-down menu of the shell user under Sites > Shel|l > Shel | - User.

The form has the following fields:

«Jail kit chroot hone: This is the directory where jailkit users will be chrooted. The placeholder
[ user nane] will be replaced with the actual system user name. Example: / hone/ [ user nane]

«Jail kit chroot app sections: These are predefinded sets of applications/programs that chrooted users
can use. These sets are defined in/etc/jail kit/jk_init.ini.Separate multiple entries with a space.
Example: basi cshel | editors extendedshell netutils ssh sftp scp groups jk_Ish

«Jail kit chrooted applications: In this field you can explicitly list single applications/programs that
chrooted users will be able to use (it is possible that these applications/programs are already part of the
predefined sets of applications that you've enabled inthe Jai | kit chroot app secti ons field). Separate
multiple entries with a space. Example: / usr/ bi n/ groups /usr/bin/id /usr/bin/dircolors
/usr/bin/lesspipe /usr/bin/basenane /usr/bin/dirname /usr/bin/nano /usr/bin/pico

eJail kit cron chrooted applications:UnderSites > Cron > Cron Jobs you can define cron jobs.
If Chr oot ed Cron is selected in the limits of the client that owns the cron job, the cron jobs are chrooted (using
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Jailkit). In this field you can explicitly list single applications/programs that chrooted cron jobs will be able to use.
Separate multiple entries with a space. Example: / usr/ bi n/ php /usr/bi n/ perl /[usr/share/perl
[ usr/ shar e/ php
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vlogger is a little tool that takes the burden of creating Apache virtual host logfiles off of Apache so that Apache
doesn't have to deal with open logdfiles. Please note that these settings are relevant only if you use Apache2.
They are ignored by nginx.

The form has the following field:

« Config directory: This defines the directory where viogger expects its configuration file.
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Cron

On this tab you can configure a few settings for cron.

The form has the following fields:

«Cron init script nane: Thisis the name of the cron init script that is located inthe /et c/init. d/
directory.

«Path for individual crontabs: Thisis the directory where cron jobs will be created by ISPConfig. This
must be a directory where cron expects to find cron jobs, e.g./ et ¢/ cron. d.

«Path to wget program This is the path to the wget program, e.g./ usr/ bi n/ wget . If you specify a URL in
the Command to run fieldunder Sites > Cron > Cron Jobs, it will automatically be executed via wget,
that's why cron needs to know the exact path.
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Rescue

On this tab you can configure ISPConfig to check the services HTTPD (Apache2/nginx), MySQL, and email
(Postfix/Dovecot/Courier) if they are up and running and to restart them if they are not (similar to monit).

The form has the following fields:

*Enabl e service nonitoring and restart on fail ure:lfthis box is checked, ISPConfig will check
the services http, MySQL, and email each minute and restart them if they are down.

*Di sabl e HTTPD noni t ori ng: Check this box if you do not want ISPConfig to monitor/restart HTTPD
(Apache2/nginx).

«Di sabl e MySQL noni t ori ng: Check this box if you do not want ISPConfig to monitor/restart MySQL. If you
want to shut down MySQL you have to select the "Disable MySQL monitoring" checkbox and then wait 2-3
minutes. If you do not wait 2-3 minutes, rescue will try to restart MySQL!

*Di sabl e Emai | nonitoring: Check this box if you do not want ISPConfig to monitor/restart email services
(Postfix/Dovecot/Courier).
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4.9.2.3 Server IP addresses

Here you can add additional IP addresses to your server. If you've enabled automatic network configuration for
your server (field Net wor k Confi gur ati on on the Server tab under Server Confi g), these additional IP
addresses will be configured automatically (please note that this works only on Debian/Ubuntu servers and if you
have one network card which is named et h0). However, it is recommended to configure additional IP addresses
manually (see chapter 5.18) and then add them here so that ISPConfig knows that they exist.

To create a new IP address, click on the Add new | P Addr ess button. This will lead you to the | P
Addr esses form with the tab | P Addr ess.

IP Addresses
IP Address

The form has the following fields:

e Ser ver : If more than one server is available, you can select the server on which the IP address is/will be
located.

«Client: If you select a client here, the IP address is available only to this client, i.e., he can select it if he
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creates a new website.
* Type: Please select if this is an IPv4 or an IPv6 address.

| P Address: Type in the IP address (IPv4 or IPv6, depending on what you selected in the Type field). This
should be an IP address that you see in the output of the shell command i f conf i g. If your server is in a data
center, this is probably a public IP address. If your server is in a local network, this should be a local IP address
and not your router's public IP address. Example: 1. 2. 3. 4

« HTTP NaneVi rt ual Host : If you check this field, you can select this IP address for a new web sites in the
Si t es module; otherwise it cannot be used for Apache vhosts.

« HTTP Port s: Please specify the ports (comma-separated) to be used in Apache's NaneVi r t ual Host
directives for this IP address. The default value is 80, 443.
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4.9.2.4 Interface Config

Under I nt erface Confi g you can configure the behaviour of the ISPConfig control panel itself.

You can find the following tabs here: Si t es, Mai | , Donai ns, M sc.

211

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



Sites

This tab allows you to configure a few settings for the Si t es module.

The form has the following fields:

» Dat abase nane prefi x: This defines the prefix that will be used for databases that you create under Si t es
> Dat abase > Dat abase. You can use the placeholders [ CLI ENTI D] (which will be replaced with the ID of
the client, e.g. 1 or 58) and [ CLI ENTNANME] (which will be replaced with the client's username). Please note that
database names must not be longer than 16 characters - MySQL doesn't support longer database names!
Therefore it is stronlgy recommended to use [ CLI ENTI D] here instead of [ CLI ENTNAME] . Examples:

c[ CLI ENTI D], [ CLI ENTI D] (MySQL database names can begin with a number).

Dat abase user prefi x: This defines the prefix that will be used for database users of databases that you
create under Si t es > Dat abase > Dat abase. You can use the placeholders [ CLI ENTI D] (which will be
replaced with the ID of the client, e.g. 1 or 58) and [ CLI ENTNAME] (which will be replaced with the client's
username). You must not use underscores (_)! Example: c[ CLI ENTI D]

FTP user prefi x: This defines the prefix that will be used for FTP users that you create under Si tes > FTP
> FTP- User. You can use the placeholders [ CLI ENTI D] (which will be replaced with the ID of the client, e.qg.
1 or 58) and [ CLI ENTNAME] (which will be replaced with the client's username). Example: [ CLI ENTNAME]

Shel | user prefix: This defines the prefix that will be used for shell users that you create under Si t es >
Shel | > Shel | - User. You can use the placeholders [ CLI ENTI D] (which will be replaced with the ID of the
client, e.g. 1 or 58) and [ CLI ENTNANE] (which will be replaced with the client's username). Example:

[ CLI ENTNAME]

Webdav user prefi x: This defines the prefix that will be used for WebDAV users that you create under
Sites > Webdav> Webdav User . You can use the placeholders [ CLI ENTI O] (which will be replaced with
the ID of the client, e.g. 1 or 58) and [ CLI ENTNAME] (which will be replaced with the client's username).
Example: [ CLI ENTNAME]

Link to phpmyadmin in DB |i st: If you check this checkbox, an icon with a link to phpMyAdmin will be
added to each database in the database list under Si t es > Dat abase > Dat abase.

PHPMyAdm n URL: If you have checked the Li nk to phpnyadnmin in DB |ist checkbox, specify your
phpMyAdmin URL here - otherwise an icon with a link to the default phpMyAdmin location will be displayed. This
also means phpMyAdmin must already be installed somewhere on your server. Example:

htt p: // ww. exanpl e. conf phpnmyadmi n

VWebFTP URL: If you specify your WebFTP URL here, a WebFTP icon with a link to your WebFTP application will
be displayed in the FTP user list. This also means that a WebFTP application such as net2ftp must already be
installed somewhere on your server. Example: htt p: / / www. exanpl e. conf webftp
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This tab allows you to configure a few settings for the Enai | module.

The form has the following fields:

Al I ow custom | ogi n name: If checked, an additional username will have to be specified when an email
account is created. This is helpful, for example, if you want to migrate email accounts from an ISPConfig 2
system to ISPConfig 3. By default, the email address is the username.

eLink to webrmail in Mailbox |ist:Ifyoucheck this checkbox, an icon with a link to your webmail
application will be added to each mailbox in the mailbox list under Emai | > Emai|l Accounts > Enmil
Mai | box.

«Webnai | URL: If you have checked the Li nk to webnmail in Mil box |ist checkbox, specify your
webmail URL here - otherwise an icon with a link to the default webmail location will be displayed. This also
means a webmail application must already be installed somewhere on your server. Example:
htt p: // ww. exanpl e. conf webnai |

eLink to mailing list in Mailing list Iist:Ifyoucheck thischeckbox, anicon with a link to your
Mailman admin web interface will be added to each mailing list in the mailing list overview under Enai | >
Mailing List > Mailing List.

eMailing Iist URL:Ifyou have checkedthelLink to mailing list in Mailing list list
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checkbox, specify your Mailman admin web interface URL here - otherwise an icon with a link to the default
Mailman admin web interface location will be displayed (/ cgi - bi n/ nai | man/ admi n/ <l i st nane>).

« Adnmi ni strator's e-mail:When anew email account is created, a welcome message is sent to the new
account. You can specify the sender address of that welcome email here.

« Adni ni strat or' s name: Specify the name from which welcome emails are sent.
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Domains

This tab is relevant only if you've enabled the dormai n module under Syst em > CP User s. If you use this
module, your customers can only select one of the domains the admin creates for them. They can not freely edit
the domain field.

The form has the following fields:

«Use the donmain nodul e to add new donai ns: If you check this field (and the donai n module is
enabled), your customers can only select one of the domains that you create for them. They can not freely edit
the domain field. You have to re-login after changing this value to make the changes visible.

«HTM. to create a new donai n: This text area can contain some HTML that will be shown to a customer if
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the domain module is enabled for the customer and he tries to create a new domain.
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Misc
You can configure some miscellaneous settings here.

The form has the following fields:

e Dashboard atom feed URL (adm n): If you want to display a certain news feed on the dashboard (Home)
of the ISPConfig administrator, you can specify the URL of the Atom feed here (RSS feeds are not supported).
By default, the latest ISPConfig news are displayed (http://www.ispconfig.org/atom).

e Dashboard atom feed URL (reseller): If youwant to display a certain news feed on the resellers'
dashboard (Home), you can specify the URL of the Atom feed here (RSS feeds are not supported). By default,
the latest ISPConfig news are displayed (http://www.ispconfig.org/atom).

e Dashboard atom feed URL (client): If youwantto display a certain news feed on the clients' dashboard
(Home), you can specify the URL of the Atom feed here (RSS feeds are not supported). By default, the latest
ISPConfig news are displayed (http://www.ispconfig.org/atom).

* Moni t or keywor d: If you use the ISPConfig Monitor App on your Android phone, you must specify a token in
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the App so that the App can connect to ISPConfig's Monitoring module (see chapter 4.10 Monitor). In the
Moni t or keywor d field, you define this token; if you use a different token in your ISPConfig Monitor App, the
App will not be allowed to fetch details from the Monitoring module.

About the ISPConfig Monitor App:

The ISPConfig Monitor App is for all servers, not only for servers running ISPConfig. With the ISPConfig Monitor
App, you can check your server status and find out if all services are running as expected. You can check TCP
and UDP ports and ping your servers. In addition to that you can use this app to request details from servers that
have ISPConfig installed; these details include everything you know from the Monitoring module in the ISPConfig
Control Panel (e.g. services, mail and system logs, mail queue, CPU and memory info, disk usage, quota, OS
details, RKHunter log, etc.), and of course, as ISPConfig is multiserver-capable, you can check all servers that are
controlled from your ISPConfig master server.

You can find download instructions on

http://www.ispconfig.org/ispconfig-3/ispconfig-monitor-app-for-android/ or use this QR code to install the
ISPConfig Monitor App for Android (to read this code, you must have a barcode scanner app installed, e.g. like
the free Barcode Scanner):
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4.9.3 Firewall
4.9.3.1 Firewall

This is where we can enable the firewall for a server. For each server controlled by ISPConfig, there can be just
one firewall record. If there's no firewall record for a server, the firewall is not active on that server.

To create a new firewall record, click on the Add Fi rewal | record button. This will lead you to the
Fi rewal | form with the tab Fi rewal | .

Firewall

Firewall

The form has the following fields:

« Ser ver : Select the server on which you want to enable the firewall.

e Open TCP port s: Specify the TCP ports that should be open in the firewall. Separate multiple ports by comma
(no space), e.g. 20, 21, 22, 25, 53, 80, 110, 143, 443, 3306, 8080, 8081, 10000. Specify port ranges with a
colon, e.g. 60: 70 or 21, 22, 25, 30: 40, 53, 80. TCP ports that you don't list here will automatically be closed
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by the firewall. Common TCP ports are:

* 20: FTP

*21: FTP

¢ 22:SSH

* 25: SMTP

*53: DNS

*80: HTTP

*110: POP3

* 143: IMAP

« 443: HTTPS

* 3306: MySQL

» 8080: ISPConfig, HTTP-Proxies
» 8081: ISPConfig apps vhost

*+ 10000: Webmin

* Open UDP port s: Specify the UDP ports that should be open in the firewall. Separate multiple ports by comma
(no space), e.g. 53, 3306. Specify port ranges with a colon, e.g. 60: 70 or 21, 22, 25, 30: 40, 53, 80. UDP
ports that you don't list here will automatically be closed by the firewall. Common UDP ports are:

* 53: DNS

« 3306: MySQL

» Act i ve: This defines whether the firewall is active or not.
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4.9.4 Apps & Addons

Under Sof t war e you can define ISPConfig application repositories, install ISPConfig application packages (such
as phpMyAdmin) and install updates of such packages, if available.

4.9.4.1 Repositories

Here you can add ISPConfig application repositories to your system.

To create a new repository, click on the Add new record button. This will lead you to the Sof t war e
Reposi t ory form with the tab Reposi tory.

Software Repository

Repository

The form has the following fields:

* Reposi t ory: Type in a name for the repository, e.g. | SPConfi g Addons.
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« URL: Specify the URL of the repository. Example: htt p: // repo. i spconfi g. or g/ addons/

«User (optional):Ifthe whole repository or single packages of the repository (e.g. packages that need
testing and should be available only to developers) are password-protected, type in the repository username
here. Leave the field empty if the repository isn't password-protected.

«Password (optional): If the whole repository or single packages of the repository (e.g. packages that need
testing and should be available only to developers) are password-protected, type in the repository password
here. Leave the field empty if the repository isn't password-protected.

¢ Act i ve: This defines whether the repository is active or not.
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4.9.4.2 Packages

Here you can find a list of available packages from the active repositories. For each server that is controlled by
ISPConfig, you can see if the package is already installed (it then reads | nst al | ed version ...)orifitcan
be installed (it reads | nst al | now). To install a package, simply click on the | nst al | nowlink. Installation can
take two or three minutes; reload the page to see if it has been installed successfully (it should then read
Installed version ...).
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4.9.4.3 Updates

Under Updat es you can find a list of all installed packages for which updates are available (select the server
under Sel ect server first). You can install the updates from here by clicking on the I nstal | updat e link.

4.9.5 Language Editor

The Language Edi t or allows you to add new ISPConfig translations or modify existing ones. For example, if
the ISPConfig interface isn't available in your language, you can create a translation here.

4.9.5.1 Languages

Here you can find the Language fil e editor which allows you to modify all existing translations. Select the
translation that you want to modify in the Sel ect | anguage drop-down menu; this will bring up a list of all
available language files (extension . | ng) for that language, together with a note to which ISPConfig module the
language file belongs and the last modification date. Click on the file that you want to modify - this will bring you to
a form with all strings that can be translated. Make your modifications and click on the Save button afterwards.

Hint: You can change the text of the welcome email that is sent to new email accounts under mai | >
en_mai | _user. | ng (the fields are wel cone_nuai | _subj ect and wel cone_nmmi | _nessage).
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4.9.5.2 New Language

If you want to add a new translation (for example, because ISPConfig isn't available in your language), you can do
this here. The Add new | anguage form has the following fields:

* Sel ect | anguage basi s: Select one of the existing translations here, e.g. en. Your new language files will
use this existing translation first so that you have a basis to start with, and you can then use the Language
file editor under Languages to translate the strings to the new language.

* New | anguage: Type in the two characters ISO 639-1 language code (see
http://en.wikipedia.org/wiki/List_of ISO 639-1 codes) of your new translation.

After you have created the new language, you can use the Language fil e editor under Languages to
translate the strings to the new language.

4.9.5.3 Merge

The Mer ge function adds missing strings and even missing language files from the English master language files
to the selected language. This is useful for the following two scenarios:

* You've created your own language in an old ISPConfig version, and now you update ISPConfig, and the new
ISPConfig version has a lot of new functions that are missing in your language files. You can use the Mer ge
function to merge the new/missing translations into your language files, and then you can use the Language
file editor under Languages to translate the strings to the new language.

» The second scenario is for the ISPConfig developers only. A lot of translations were contributed by ISPConfig
users, but of course the developers don't speak all these languages. If the developers add new functions, they
add the English translations and merge these English translations into all the other supported languages (so that
a native speaker and ISPConfig contributor can translate them using the Language fil e editor).

To merge new English strings into a translation, just select the language in the Sel ect | anguage drop-down
menu and click on the Merge fil es nowbutton.

4.9.5.4 Export

Here you can export existing translations. Just select the language that you want to export and click on the
Export the selected | anguage fil e set button. This will display a link to the exported file (e.g.
Exported | anguage file to: /tenp/en.Ing); clickon thatlink, and the exported file will be displayed in a
new browser window (from where you can save it on your computer).

You must not use the Export function to manually edit exported translations in a text editor - always use
ISPConfig's Language fil e editor forthat! The Export funtion is useful if
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* you've created a translation on one ISPConfig installation and want to use the same translation on another
ISPConfig installation (where you can use the | nport function to import that translation).

* you've created a translation and want to send it to the ISPConfig developers (dev@ spconfi g. or g).

4.9.5.5 Import

You can use the | nport function to import translations that you've previously exported on another ISPConfig
server. Please not that you must not import language files that have been manually modified in a text editor -
always use ISPConfig's Language fil e editor to modify translations!

The | mport | anguage fil e form has the following fields:

* Sel ect | anguage fil e: Select the language file to import from your local computer. ISPConfig will
automatically detect the language from the contents of the selected file.

Overwite file, if exists: Check this if you want to overwrite any existing files of this translation on the
ISPConfig server.

«Ski p | SPConfig versi on check: Usually ISPConfig performs a version check to find out if the translation
that is to be imported matches the version number of the ISPConfig installation, and displays an error mesage if
the versions don't match (i.e., ISPConfig refuses to import the translation). By checking this checkbox you can
skip this version check.

4.9.6 Remote Users

This feature is for ISPConfig developers only. ISPConfig has an API that allows to access all ISPConfig functions
from other applications or remote places (the APl documentation is not part of this manual). For example, an ISP
could build a web interface and allow his customers to create web sites from this web interface.

Access to this API is password protected. To allow access to the API, you must create a user and password here
first and use these login credentials in the application that uses the API.

4.9.6.1 Add user

You can create an APl user here. The Renpt e user form has the tab Renpt e User.

Remote user
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Remote User

The form has the following fields:

* User nane: Fill in the username of the new API user.

» Passwor d: Type in a password for the API user. The Passwor d St r engt h field will show how weak or strong
your password is.

* Funct i ons: Please check all functions that the API user will be allowed to use.

4.9.6.2 Edit user

Here you can edit existing APl users. The form has the same tabs and fields as under Add user.

4.9.7 Remote Actions

Here you can initiate operating system updates and ISPConfig updates on all servers controlled by ISPConfig.

4.9.7.1 Do OS-Update

The Do GS- Updat e function allows you to start an operating system update on the selected server, i.e., the
latest updates will be installed. Please note that this function supports only Debian and Ubuntu. It will perform

aptitude -y upgrade

on the selected server. This works also on remote servers that are controlled by this ISPConfig installation. To
update all servers controlled by ISPConfig, select Al | servers.

As this is an unattended update and you don't see what packages are updated, you should use this function at
your own risk. At this point, it is strongly recommended to run your updates manually on the command line!

4.9.7.2 Do ISPConfig-Update

The Do | SPConfi g- Updat e function allows you to update ISPConfig on the selected server. This works also on
remote servers that are controlled by this ISPConfig installation. To update all servers controlled by ISPConfig,
select Al | servers.

This funtion is experimental! At this point, it is strongly recommended to run your updates manually on the
command line!
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4.10 Monitor

The Moni t or module allows you to take a look at the logs, CPU, memory, disk usage, etc. of all servers
controlled by ISPConfig. Under System State (Al Servers) you can find information about all servers
controlled by ISPConfig, whereas the details in the other menu items refer to just one (the selected) server.

4.10.1 System State (All Servers)

Here you can find details about all servers that are controlled by this ISPconfig installation.

4.10.1.1 Show Overview

Here you can find an overview of all your servers that are controlled by ISPConfig. Details that are displayed here
are the general state of the server (if there have been warnings, errors, etc.), the state of the hard drive space,
mail queue, server load, if all services are online, and if updates are available (some of these details will only be
displayed if you click on the More i nformation. .. link).

Under Ref r esh Sequence you can select if the information should be refreshed automatically while you are on
this page (by default it is not refreshed), and in which interval.

By clicking on the [ Mor e. . . ] link that is displayed next to each status, you can find out more details about that
item - the same details can be accessed under Ser ver St at e in the menu (but then make sure you select the
correct server under Server to Monitor).

Each server's overview is displayed with one of the background colours green, orange, or red:

» Green: everything is ok - no warnings or errors, no updates are available, all services are online, etc.
« Blue: there are warnings in your logs, or updates are available, but there's nothing system-critical on the server.

* Red: this marks some kind of failure, e.g. errors in the logs, needed services aren't running, a script failed to
execute, etc. This is system-critical, and immediate action should be taken by your side (e.g. log onto your
server's shell and check the logs in the / var /| og/ directory).
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4.10.1.2 Show System-Log

Here you can take a look at the ISPConfig log - this log shows what ISPConfig does in the background, and if
there have been warnings or errors. This log is for all servers controlled by ISPConfig (you can use the filter to
display log entries from a specific server); what is getting logged depends on the log level that you set for each
server on the Ser ver tab under System > System > Server Confi g (Debug, Warni ngs, or Errors).

4.10.1.3 Show Jobqueue

Here you can find a list of background tasks that ISPConfig has to carry out on the nodes that are controlled by
ISPConfig. If the list is empty, ISPConfig has completed all tasks.

4.10.2 Server to Monitor

This refers to all following menu items, i.e., the following menu items will display information about the server that
you select here.
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4.10.3 Hardware Information
4.10.3.1 Show CPU Info

You can find details about the CPU of the selected server here. This is the same as if you run

cat /proc/cpuinfo

on the server.
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4.10.4 Server State
4.10.4.1 Show Overview

mI_\L

Here you can find the same details as under Moni tor > System State (Al Servers) > Show
Over vi ew, except that the details here refer to just one server (the one you selected under Moni t or > Server

to Monitor).

Under Ref r esh Sequence you can select if the information should be refreshed automatically while you are on

this page (by default it is not refreshed), and in which interval.
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Show Services warming:
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| Done

4.10.4.2 Show Update State

This page displays if update packages are available for the operating system and the installed packages. If there
are, you should bring your server up to date.

If you see the warning WARNI NG Your Cl amAV installation is OUTDATED - this sounds more dramatic
than it actually is, and it is usually not necessary to take any action. This just means that a newer ClamAV version
is available than the one that is installed - your current version is still ok. It does not mean that the virus signature
database is not up to date - it actually is, and protection is still guaranteed. You can check if your distribution
offers an updated ClamAV package - if it does, you can install it, but if it doesn't, you should avoid installing
ClamAV from the sources - wait until your distribution provides an updated package.
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It is recommended to do this manually with your distribution's package manager, e.g. apt/aptitude on
Debian/Ubuntu, yum on Fedora/CentOS, and yast/zypper on OpenSUSE.

Debian/Ubuntu:

aptitude update

aptitude safe-upgrade

Fedora/CentOS:

yum updat e

OpenSUSE:

zypper refresh
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zypper update

If you are on Debian/Ubuntu, you could also go to Syst em > Renote Actions > Do OS- Updat e, but this
method is not recommended!

4.10.4.3 Show RAID State

If the selected server uses RAID, you can find details about the RAID arrays here. Basically, these are the same
details that the command

cat /proc/ndst at

would show.

4.10.4.4 Show Server Load

Here you can find details about the server load. Basically, these are the same details that the command

upti me

would show.
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4.10.4.5 Show Disk Usage

Here you can find details about the server's disk usage. Basically, these are the same details that the command

df -h

would show.
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4.10.4.6 Show Memory Usage

Here you can find details about the server's memory usage. Basically, these are the same details that the
command

cat /proc/mem nfo

would show.
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4.10.4.7 Show Services

Under this menu item you can find information if the following services are running or not:

* Web-Server

* FTP-Server

* SMTP-Server

* POP3-Server

* IMAP-Server

« myDNS-Server (this refers to your DNS server in general, no matter if you use MyDNS, BIND, or PowerDNS)

* mySQL-Server
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4.10.4.8 Show OpenVz VE BeanCounter

If the selected server is an OpenVZ container (virtual machine), you can find details about the OpenVvZ
beancounter here (it displays details about the allocated resources and limits of the virtual machine). Basically,
these are the same details that the command

cat /proc/user_beancounters

would show.
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4.10.5 Logfiles
4.10.5.1 Show Mail Queue

Here you can find details about the server's mail queue. Basically, these are the same details that the command

post queue -p

would show.

4.10.5.2 Show Mail Log

You can find the last 100 lines of the selected server's mail log (/ var /| og/ mai | . | og on Debian/Ubuntu) here.
Under Ref r esh Sequence you can select if the information should be refreshed automatically while you are on
this page (by default it is not refreshed), and in which interval.
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Tocalhost. Tocaldomain[i127.0.0.1]

Sep 10 16:35:01 serverl postfix/smipd[32314]: Tost connection after COMNECT from
Tocalhost. localdomain[iz27.0.0.1]

Sep 10 16:35:01 serverl postfix/smtpd[22214]): dizconnect from

localhost. localdomain[127.0.0.1]

Sep 10 16:40:02 serverl postfix/pickup[l5360]: OSCI26ADDZT: wid=106 from=

Sep 10 16: 4D0:02 serverl pop3d: connection, ip=[::ffff:127.0.0.1]

by Sep 10 163 40:02 serverl popld: Disconnected, ip=[::TTTFia27.0.0.1]
L Sep 10 16:40:02 serverl imapd: Connection, ip=[::fFfff2127.0.0.1]
Sep 10 16 40:02 serveri imapd: isconnected, ip=[::FIFF:127.0.0.1], time=0
_J e AN AR ANrn? cerpuerd enct i SrTssnainlCTETET » DD BFEAMOTT = w0 o - I _j:j
4 L

hittp: ferver Lexampie com: BIE0 frndexphe.= -

4.10.5.3 Show Mail Warn-Log

You can find the last 100 lines of the selected server's mail.warn log (/ var/ | og/ mai | . war n on Debian/Ubuntu)
here. Under Ref resh Sequence you can select if the information should be refreshed automatically while you
are on this page (by default it is not refreshed), and in which interval.

4.10.5.4 Show Mail Error-Log

You can find the last 100 lines of the selected server's mail.error log (/ var /| og/ mai | . er r on Debian/Ubuntu)
here. Under Ref resh Sequence you can select if the information should be refreshed automatically while you
are on this page (by default it is not refreshed), and in which interval.

4.10.5.5 Show System-Log

You can find the last 100 lines of the selected server's system log (/ var / | og/ messages on Debian/Ubuntu)
here. Under Ref resh Sequence you can select if the information should be refreshed automatically while you
are on this page (by default it is not refreshed), and in which interval.
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4.10.5.6 Show ISPC Cron-Log

You can find the last 100 lines of the selected server's ISPConfig cron log (/ var/ 1 og/ i spconfi g/ cron. | og)
here - the ISPConfig background tasks are run by cron, and therefore this log contains information about what
happened behind the scenes. Under Ref r esh Sequence you can select if the information should be refreshed
automatically while you are on this page (by default it is not refreshed), and in which interval.

4.10.5.7 Show Freshclam-Log

You can find the last 100 lines of the selected server's freshclam log (/ var /1 og/ cl amav/ freshcl am | og on
Debian/Ubuntu) here - this log contains information regarding the virus signature updates of the server's virus
scanner, ClamAV. Under Ref r esh Sequence you can select if the information should be refreshed
automatically while you are on this page (by default it is not refreshed), and in which interval.

) ISPCondig 3.0.3 - Mozilla Firefoo =lal x|
Be Edt Vew Hglory Qockmaks Tools Help i QU Swmblel o ke T S T SO SR —
ﬁ.—'.-' E x 45 “il hittpe ffesreer Lacample.com:B080 fndsx. php= y = !" SO .

witer | Gatem | Emal | Hew [ Chemt | (113 | Tese | mees 4]

s Freshclam - Log (Server : serveri.example.com)

i - Mo Redresh - |

Dats from: 2010-09-10 17:25

Fri Seap 10 02:26:52 2010 —-= Clamav update process started at Fri Sep 10 O2:36:52 2010

Fri Sep 10 02:36:52 2010 —> main.cvd is up vo darte (version: 52. sigs: 7oe727. T-lTevel:

44, builder: swven)

Fri Sep 10 02:36:%32 2010 —» Downloading daily-11858.cdifT [100%]

Fri Sep 10 02:36:54 2010 -> daily.cld updated (version: 11858, sigs: 121703, T=lTevel: 53,

builder: armaud)

Fri Sep 10 02:36:54 2010 -> bytecode.cld 15 up to date {(version: 43, sigs: 10, f-level:

53, builder: edwin)

Fri Sep i0 0Z2:36:54 2010 -»> Database updated (826440 signatures) from db. local.clamav. net

(IPF: BE9.149.194.18)
. Fri Sep 10 02:36:54 2010 —& ——————————c—c—c—cmc—c—s———————————s===

Fri Sep 10 02:26:54 2010 -> Received signal: wake up

Fri Sep 10 03:36:5%4 2010 —» ClamAav update process started at Fri Sep 10 03:36:54 20010

Fri Sep 10 03:36:54 2010 => main.cvd is up ©o date (version: 52, sSigQs: 704727, T=Tevel:

44, builder: swven) it
Al | LfJ
Dene e

4.10.5.8 Show Clamav-Log

You can find the last 100 lines of the selected server's clamav log (/ var/ | og/ cl amav/ cl amav. | og on
Debian/Ubuntu) here - this log contains information regarding the server's virus scanner, ClamAV. Under

Ref resh Sequence you can select if the information should be refreshed automatically while you are on this
page (by default it is not refreshed), and in which interval.
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4.10.5.9 Show RKHunter-Log

You can find the last 100 lines of the selected server's rkhunter log (/ var /1 og/ r khunt er. | og on
Debian/Ubuntu) here - rkhunter is run by cron (usually once per night) and scans the server for
malware/rootkits/trojans. The result of such a scan is logged in the rkhunter log file. Under Ref r esh Sequence
you can select if the information should be refreshed automatically while you are on this page (by default it is not
refreshed), and in which interval.

£ 1SPConfig 3.0.3 - Morilla Firefox 5 . ='IE'I'£I
B Edt Vew Hglory Qookmarks Tools Help § QU Swmblel o e OF | A % shares ke o Favertes

ﬁ—'-"' E X i, Hil hittpeffserver Lexample.com:3080 findex, php = g - i"l- rcodle y
H Home | Menitor System | Email I Help | Uent | DS I =

System State (4ll Servers)  RKHunter Log (Server : server1.example.com) J
Sy Dheerview
Show System-Log

Data from: 2010-09-09 23:03
Shire! Jobmasus

Server to Monitor

| server] sxampls com ﬂ

[ RoGTKIiE HuRtér wersion 1.3.2 ]

- - checking FEhuntéer data Tiles...
Hardware Information checking Tile mirrors.dat [ wo update ]
checking Tile programs_bad.dar [ Mo update ]

AN A B checking Tile backdoorports.dat [ No update ]
checking file suspscan.dat [ No update ]
Server State checking file 118nfcn [ Mo wpdate ]
Sy vl Checking T1le 11E8n/en |_' No update ]
checking file ii18n/zh [ Mo update ]
Show Upaate State checking Tile i1en/zh.utfe [ No update ]

Show RAID State
Checking system comsands. ..
Sharw Sarver Losd
Show Disk Usage rerforming "strings® command checks
Checking “strings® command [ OX ]
S Mamary Usage
Performing “shared libraries® checks
Checking for preloading wvariables [ mone found ]
Show OpENVE VE BeanCounter checking for preload file [ mot found
Checking LO_LIBRARY_PATH variable [ wot Tound ]

Show Services

Logfiles
rerforming Tile properties checks
Shorw Ma R Cussiss checking Tor prerequisites [ oK ] -
| | "
Crore

4.10.5.10 Show fail2ban-Log

Fail2ban is a tool that observes login attempts to various services, e.g. SSH, FTP, SMTP, Apache, etc., and if it
finds failed login attempts again and again from the same IP address or host, fail2ban stops further login attempts
from that IP address/host byblocking it with an iptables firewall rule.

You can find the last 100 lines of the selected server's fail2ban log (/ var /| og/ f ai | 2ban. | og on
Debian/Ubuntu) here - it contains details about what services are monitored and what IP addresses got blocked
due to a tried break-in attempt. Under Ref r esh Sequence you can select if the information should be refreshed
automatically while you are on this page (by default it is not refreshed), and in which interval.
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0.3 - Marilla Firefox J.Iﬂlil
Fe Edt Vew Hglory Doskmaks Toos Heb i Q) Sumblel @ lkeitt W - | M- Oshaer (b | 4 Favortes
HE_- e X o lﬁ hittps feerver L example, com:B0B0 findex. php = oy - P

[ Meniter System | Email | Help | Cliant | G

1servers)  Fail2Ban Log (Server : serveri.example.com)

Data from: 2000-08-10 17:25

2010-08-21 20:33:14,.375 failZban.server : INFO Changed logging target to fvar
JSfailzban.log for FailZban w0.8.3

2010-08-21 20:33:14,.377 failzZban.jail : INFO Creating mew jail "ssh’®
2010-08-Z1 20:33:14,.977 failZban.jail : INFO Jail “=zh" uses poller
2010-08-21 20:33:15.023 failzban.filter : INFO Added lTogfile = fvar/logfauth.

nation

2010-08-21
2010-08=21

203533315, 025
20533715, 028

Tailzban.Tilter
Tailzban.Tilter

i INFO Se0 maxfelry = &
: INFO Ser Tinduime = 600

2010=-08-21 20:33:15,02% Tailzban. actions: INFO Ser banTime = GO0

20010=0dt=21 20:23:15, 174 Tailzban. jail : INFG Jail "ssh” started

20010-0@t-21 21:10:12, 421 Tai12ban. acT1onS: WARNING [ss5h] Ban 118.112. 240,118
2010-08-21 21:20:12 457 failZban.actions: WARNING [ssh] Unban 118.3112.240.11F
2010-08-21 22:16:01.682 failzZban.jail : INFO Jail “s=sh' stopped —
2010-09—06 15:35:32,.973 failZban.server : INFO Changed logging target to fwvar
Jfailzban.log for FailzZban wid. 8.3

2010-09-06 15:35:3F2,.989 failzban.jail : INFO Creating new jail "sch”
2010=0%=06 15:35:32, 989 Tailzban. jail : INFO Jail "ssh" uses poller

20010-0%=06 15:35:33, 081 Tailzban. Tilter : INFO Added TagTile = Jvar/log/fauth.
2010=009=06 15:35: 31,083 Tailzban.Tilter : INFO SeT maxEelry = 6

2010-0%9-06 15: X511, 0BG Tailzban.Tilter @ INFO Set Tinduime = OO

2010=-09=06 15: 35533, 068 TallZban.actions: INFO Set banTime = GO0

2010-09—06 15:35:33,244 failzban.jail : INFO Jail *s=zh" started

2010-09-07 04:20:Z2, 274 failzban.actions: WARNING [=xh] Bam Z17.79.189.239
2010-09-07 04:30:22. 290 TailzZban.actions: WARNING [s5<h] Unban Z17.79.189.239
2010-09-07 O7:18:09, 608 TailzZban.actions: WARNING [==h] Ban 74.7.15F.18 -

Al | »

| Dene y

Arl ounter

If you want to unblock an IP address/host, take a look at chapter 5.16.

4.10.5.11 Show IPTables

Here you can see the firewall rules (for IPv4 and IPv6) that are currently active on the selected system. These are
the outputs of the commands i pt abl es - S (for IPv4) and i p6t abl es - S (for IPv6).
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M) 1SPCondig 3.0.4 - Mazilla Firelox 2 -lJ.ﬂ-I.—Ix
Fle Edt Wew Hglory Pockmaks Rol Hep (LR
® & |[® 152.168.0.100 hiws: /192 168.0. 100:5050 fndes phps = | || £~ cooge Fl*

System State (All Servers)
Shaw Overview

Shirw System-Log

Showy Jobgueus

Data from: 2011-10-25 15:30

Server to Monitor

peeve ] mxmmpls com =

iptables -5 (ipv4)

Hardware Information

Show CFL Infig

P INPUT ACCEFT
-P FORWARD ACCEPT
-P OUTPUT ACCEPT

Server State
g Cvarview
Ohorey Upsdste Skate
Show BAID State
Shirey Server Load
Shaw Disk Lsage
Shigre Moy Usape
Shaw Services

Show Open'z VE BsasnCounter

-H fall Iban-cowrerimap

-H faillban-couwrierimaps

-H fail 2ban-couwrierpopd

-N fail 2ban-courierpop3s

-H fail2ban-pureftpd

-H fall Iban-sas]

-H fail 2ban-szh

A INPUT -p tcp -m multiport -~-dports 993 -j fail Zhan-courierimaps —
-A IRPUT - tep -m el tipert —dports 995 - fail Zban-courierpop3s
=& [NPUT -p tcp -m multiport --dports 110 -j failZban-courierpopd
A IMPUT -p top -m el tiport —-dports 143 - fallZban-courlerimap

1]

Logfiles

Show Mail Queus
Shirw Mal Log

Show Mafl Warn-Log

-A& [HPUT -p tep -m multipert —dports 21 -j fail 2ban-purefipd
-A IMPUT -p top -m multiport --dports 22 - fail2ban-ssh

A IHPUT -p tep -m multiport --dports 25 -f failZban-sas!

-A fail 2ban-courierimap -j RETURN

-A fall 2ban-cowrberimaps <) RETURH —
A A 8 l_l

4.11 Help

If this module isn't enabled for a normal user, you can enable it on the User s tab under System > CP Users
> Edit user.

4.11.1 Support

This is a ticket system where users can send messages to their reseller or the server administrator if they need
help.

4.11.1.1 Send message

You can create a new ticket here. You will see the Support Message form with the tab Message.

Support Message

Message
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The form has the following fields:

* Reci pi ent | D: Normal users cannot select a recipient here because ISPConfig determines the recipient itself -
it is the ISPConfig administrator. Only if you are logged in as the ISPConfig administrator can you select the
recipient (because the administrator is allowed to send messages to all ISPConfig users).

* Subj ect : Fill in the subject of your request.

* Message: Fill in your message.

4.11.1.2 View messages

Here you can see a list of all tickets opened by you (answered or unanswered).

4.11.2 FAQ

The FAQ module allows you to define FAQ sections (= categories) (like "General", "Technical", "Billing",
"Contract", etc.) and FAQ entries that you can allocate to the FAQ sections you defined before. These FAQ can
be seen by all resellers and clients for who the Hel p nodul e i s acti vat ed.

4.11.2.1 Manage Sections

Here you can add FAQ sections.

To add a new section, click on the Add a new sect i on button. This will lead you to the FAQ Sect i ons form
with the tab FAQ

FAQ Sections
FAQ

The form has the following field:

* Section Nane: Type in a name for an FAQ section/category. You might want to create categories like

"General", "Technical", "Billing", "Contract", etc.

4.11.2.2 Manage Questions

Here you can add FAQ questions and allocate them to the sections/categories you defined before.
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To add a new question, click on the Add a new question & answer pair button. This will lead you to the
Frequently Asked Questi ons form with the tab FAQ.

Frequently Asked Questions

FAQ

The form has the following fields:

e Sect i on: Select the FAQ section to which you want to allocate this question.

* Quest i on: Type in the question in this field.

* Answer : Provide the answer in this textarea.

) ISPCandsg 3.0.4 - Mozilla Frelox = .-Jﬂ.l.&l
Fle Edt Vew Hglory Bookmaks Dok Hep NULRRERRL
* | > [t] 152, 168,0, 100 | hitps: 7192, 166.0. 100: 6030 ndex. phes 'r =] - )

ISPConfig

™

Home

Suppert Frequently Asked Questions
Send message FAD
Wi ey -
FADQ Sacthan Gienaral kd|
MEHEES SELlionE y
Queston Can l insal WardPress an my sita?
Manage Questions
Answar Yes, oOf Course,
About ISPConfig
WErsan

& save & Back =
1 LlJ

4.11.3 About ISPConfig
4.11.3.1 Version

241

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



[ISPConfig 3 Manual] _

Shows the currently installed ISPConfig 3 version:

71 ISPCondig 3.0.4 - Mozilla Firefos .m.lm _Ix
Ble Edt Vew Hglory [ockmads ok Hep (LICELELH
4| 3 | [E] 521500100 itps: /192, 166.0. 100:8060 dex.phps = | )| 29~ Google 5w

Home System Client Email Maonitor Sites

r Taols

Support
Send messape
Witw Ml gt
FAQ

Manage Sastions

EPConfig Verslon: 3004

Manage Questions
About ISPConfig

Prewibrind ey I5F

| *

4.12 Domains

If you use this module, your customers can only select one of the domains the admin creates for them. They can
not freely edit the domain field.

This module is active only if you also check the Use t he donai n-nmodul e to add new domai ns checkbox
on the Domai ns tab under System > System > I nterface Config.

4.12.1 Domains
4.12.1.1 Domains

Here you can add domains to your server that clients can later on select when they create a new web site.

To add a new domain, click on the Add new Donmai n button. This will lead you to the Donai n form with the tab
Donmai n.
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Domain

Domain

The form has the following fields:

» Domai n: Type in a domain hame that you want to allocate to a client, e.g. exanpl e. com(without any
subdomain like www).

e Cl i ent : Select the client to which you want to allocate the domain from the drop-down menu. This client will
then be able to select the domain from a drop-down menu when he creates a web site.

4.13 VVServer

On this tab we can create and manage virtual machines (currently the only supported virtualization technique is
OpenVZ). To make use of this module, you need at least one ISPConfig server (master or slave) where OpenVZ
is installed, and ISPConfig must be installed on the host system, not inside an OpenVZ container.

4.13.1 OpenVZ
4.13.1.1 Virtual Servers

This is where we can create new and edit/delete existing virtual machines.

To create a new virtual machine, click the Add new r ecor d button. This will lead you to the Openvz vi rt ual
server form with the tabs Vi rt ual server and Advanced.

Openvz virtual server

Virtual server

This is where the virtual machine is actually created. The form has the following fields:

» Host ser ver : Select the ISPConfig server where the virtual machine will be created. Please note that OpenVZ
must be installed on that server (this means that this server must not be a virtual machine itself). This field lists
only the ISPConfig servers for which you have checked the VSer ver - Ser ver checkbox under Syst em >
System > Server Services (see chapter 4.9.2.1).

» Cl i ent : Here you select the client that owns the new virtual machine.

» OSTenpl at e: Select the operating system template for the new virtual machine. This template must previously
have been defined under VServer > QpenVZ > OS Tenpl at es (see chapter 4.13.1.2).

» Tenpl at e: Select a basic configuration template for this virtual machine. This applies a predefined OpenVZ
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configuration to the new virtual machine; you can adjust these values on the Advanced tab. This basic
configuration template must previously have been defined under VSer ver > QpenVZ > VM Tenpl at es (see
chapter 4.13.1.3).

| P addr ess: Select the IP address for this virtual machine. The available IP addresses must previously have
been defined under VServer > QpenVZ > | P addr esses (see chapter 4.13.1.4).

» Host nane: Type in the fully qualified hostname of the virtual machine (e.g. vimL234. exanpl e. com).

* VM Passwor d: This is the root password of the virtual machine. This field is filled automatically with a password
generated by ISPConfig, but you can type in your own.

eStart at boot : Check this if you want to have the virtual machine started automatically when the system
boots.

» Act i ve: Defines whether this virtual machine is active or not.

*Active until Date: This defines a date up to which the virtual machine is active. After that date, the virtual
machine is closed down. Leave empty to let the virtual machine run forever.

» Descri pti on (optional): Fill in a description for this virtual machine if needed.

E") 1SPConfig 3.0.4 - Mozilla Firefox =10 x|
Eir Edt Vew Hglory Bovkmaks Tols  Help (LLTEET
[# 152.168.0.100  Fvos: /192.165.0. 100:5050 e phe 1149 s~
=
e | & 43 7S
HDm: S'ﬁ'bn- Chent Email Murrltnr "|'5-|:n'er Tools
Openv Openvz virtual server
Virtusl Sarvers Jirtual serve Advanced
Of Templates
M Tempiate
Hosterver server | emmphe. com ﬂ
F addresses
Client elimng j
O5Template Deban mimmal j
Temsplate small ﬂ
IP address 78.45.230.215 fud|
Hostname wm 1234 example.com
Wi Password JARSmoy02
Start at boaot B
Ac thee =
Activie until date
Description
-
i | Ll e
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Advanced

On this tab you can fine-tune the virtual machine's settings. Most of the values you see here have been filled in by
the VM Template you've chosen on the Vi rt ual server tab in the field Tenpl at e.

* VEI D: This is the ID of the virtual machine. Each virtual machine must have its own unique ID. Note that VEID
<= 100 are reserved for OpenVZ internal purposes.

Create DNS for hostnane: Check this if you want ISPConfig to add a DNS record (A record) for the
hostname of the virtual machine to the appropriate DNS zone. Please note that the zone must already exist in
the DNS module, or otherwise ISPConfig will not create the hostname DNS record.

» Di skspace: Specify the diskspace of the virtual machine (in GB).

* RAM (‘guar ant eed) : This is the minimum amount of RAM that is allocated to this virtual machine (guaranteed).
If the host system has unused RAM available, more RAM will be allocated to the virtual machine (up to the value
specified in RAM (bur st) ).

* RAM (bur st): This is the maximum amount of RAM that can be allocated to the virtual machine.

* CPU uni t s: CPU weight for a virtual machine. Argument is a positive hon-zero number, which is passed to and
used in kernel fair scheduler. The larger the number is, the more CPU time this virtual machine gets. Maximum
value is 500000, minimal is 8. Number is relative to weights of all the other running virtual machines. If not
specified, the default value 1000 is used.

* CPU nunber : This is the number of CPUs that this virtual machine can use. Do not specify more CPUs than
your system has.

*CPU limt 9% Limit of CPU usage for the virtual machine, in %. Note if the computer has 2 CPUs, it has a total
of 200% CPU time. Default CPU limit is 0 (no CPU limit).

1/ O priority: Assigns an I/O priority to the virtual machine. Priority range is 0-7. The greater the priority is,
the more time for 1/O activity the virtual machine has. By default each virtual machine has a priority of 4.

* Naneser ver (s) : Set DNS server IP address(es) for a virtual machine. If you want to set several nameservers,
separate them with spaces (e.g. 8. 8. 8. 8 8. 8. 4. 4).

» Capabi | i ty: Format: capnane: on| of f Sets capability inside a virtual machine. Note a virtual machine has a
default set of capabilities, thus any operation on capabilities is "logical and" with the default capability mask.
You can use the following values: chown, dac_override, dac_read _search, fowner, fsetid,
kill, setgid, setuid, setpcap, |inux_imutable, net_bind_service, net_broadcast,
net _admin, net_raw, ipc_lock, ipc_owner, sys nodule, Sys_raw o, sys_chroot,
sys_ptrace, sys_pacct, sys_adm n, sys_boot, sys_nice, sys resource, sys_tine,
sys_tty config, nknod, |ease, setveid, ve_adm n.

For example, if you have problems running a Pure-FTPd server inside a Debian/Ubuntu virtual machine, you can
set the following capabilities to solve the problem: CHOAN: on DAC_READ SEARCH: on SETd D:; on
SETUI D: on NET_BI ND_SERVI CE: on NET_ADM N: on SYS_CHROOT: on SYS_NI CE: on

WARNING: setting some of those capabilities may have far reaching security implications, so do not do it
unless you know what you are doing. Also note that setting set pcap: on for a virtual machine will most probably
lead to inability to start it.
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4.13.1.2 OS Templates

Here we tell ISPConfig what OpenVZ operating system templates are available on the OpenVZ servers managed
by ISPConfig. Please note that the templates that you define here must exist on the appropriate OpenVZ server in
the / vz/ t enpl at e/ cache directory.

To create a new OS template, click the Add new r ecor d button. This will lead you to the Cpenvz
OS- Tenpl at e form with the tab Tenpl at e.

Openvz OS-Template

Template

The form has the following fields:

« Tenpl at e nane: Fill in a name for the OS template, like Debi an 6. 0 m ni mal or Ubuntu 11. 04 LAMP.

* Tenpl at e fil enane: Specify the filename (without the . t ar. gz extension), as it resides in the
/vz/tenpl at e/ cache directory of the appropriate server, e.g. debi an- 6. 0- ni ni mal - x86 or
ubunt u- 11. 04- | anp- x86.

* Ser ver : Select the ISPConfig server where this OS template is located. This field lists only the ISPConfig

246

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.



_ [ISPConfig 3 Manual|

servers for which you have checked the VSer ver - Ser ver checkbox under Syst em > System > Server
Ser vi ces (see chapter 4.9.2.1).

*Exi sts on all servers: Check this if this OS template exists on all your OpenVZ servers.

» Act i ve: Defines whether this OS template is active or not.

* Descri pti on (optional): Fill in a description for this OS template if needed.
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4.13.1.3 VM Templates
Here we can create configuration templates for virtual machines. This applies a predefined OpenVZ configuration
to a virtual machine, such as RAM (guaranteed) or CPU units.

To create a new VM template, click the Add new r ecor d button. This will lead you to the Openvz Tenpl at e
form with the tabs Tenpl at e and Advanced.

Openvz Template
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On this tab you can configure the basic configuration settings for the VM template. The form has the following
fields:

» Tenpl at e nane: Please specify a name for the VM template.
» Di skspace: Specify the diskspace (in GB).

* RAM (guar ant eed) : This is the minimum amount of RAM that is allocated to the virtual machine (guaranteed).
If the host system has unused RAM available, more RAM will be allocated to the virtual machine (up to the value
specified in RAM (bur st)).

* RAM ( bur st): This is the maximum amount of RAM that can be allocated to the virtual machine.

* CPU uni t s: CPU weight for a virtual machine. Argument is a positive non-zero number, which is passed to and
used in kernel fair scheduler. The larger the number is, the more CPU time this virtual machine gets. Maximum
value is 500000, minimal is 8. Number is relative to weights of all the other running virtual machines. If not
specified, the default value 1000 is used.

* CPU nunber : This is the number of CPUs that this virtual machine can use. Do not specify more CPUs than
your system has.

*CPU limt 9% Limit of CPU usage for the virtual machine, in %. Note if the computer has 2 CPUs, it has a total
of 200% CPU time. Default CPU limit is 0 (no CPU limit).

1/ O priority: Assigns an I/O priority to the virtual machine. Priority range is 0-7. The greater the priority is,
the more time for 1/O activity the virtual machine has. By default each virtual machine has a priority of 4.

» Host nane: Here you can specify a hostname pattern to be applied to a new virtual machine, like
v{VEI D}. test.tld.{VElI D} will be replaced with the virtual machine's actual VEID, so the virtual machine
with the VEID 101 would get the hostname v101. test.tl d.

*Create DNS for hostnane: Check this if you want ISPConfig to add a DNS record (A record) for the
hostname of the virtual machine to the appropriate DNS zone. Please note that the zone must already exist in
the DNS module, or otherwise ISPConfig will not create the hostname DNS record.

* Naneser ver ( s) : Set DNS server IP address(es) for a virtual machine. If you want to set several nameservers,
separate them with spaces (e.g. 8. 8. 8. 8 8. 8. 4. 4).

» Act i ve: This defines whether this VM template is active or not.

e Descri pti on (optional): Fill in a description for this VM template if needed.
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Advanced

On this tab you can fine-tune your VM template and configure expert settings. Some of these settings have
certain interdependencies. To find out if your configuration is consistent, please visit:

* UBC: http://wiki.openvz.org/Cateqgory:UBC

» UBC systemwide configuration: http://wiki.openvz.org/UBC_systemwide_configuration

» UBC consistency check: http://wiki.openvz.org/UBC_consistency check

» UBC primary parameters: http://wiki.openvz.org/UBC_primary_parameters

» UBC secondary parameters: http://wiki.openvz.org/UBC_secondary_parameters

» UBC auxiliary parameters: http://wiki.openvz.org/UBC_auxiliary_parameters

* Nunpr oc: Format: i tens[:itens] Maximum number of processes and kernel-level threads. Setting the
barrier and the limit to different values does not make practical sense.

* Nunt cpsock: Format: i t ens[ : i t enms] Maximum number of TCP sockets. This parameter limits the number of
TCP connections and, thus, the number of clients the server application can handle in parallel. Setting the
barrier and the limit to different values does not make practical sense.
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* Nunot her sock: Format: i t ens[ : i t ens] Maximum number of non-TCP sockets (local sockets, UDP and
other types of sockets). Setting the barrier and the limit to different values does not make practical sense.

* Vnguar pages: Format: pages|[ : pages] Memory allocation guarantee. This parameter controls how much
memory is available to a virtual machine. The barrier is the amount of memory that virtual machine's applications
are guaranteed to be able to allocate. The meaning of the limit is currently unspecified; it should be set to
2,147,483,647.

Krmensi ze: Format; byt es[ : byt es] Maximum amount of kernel memory used. This parameter is related to
Nunpr oc. Each process consumes certain amount of kernel memory - 16 KB at leas, 30-50 KB typically. Very
large processes may consume a bit more. It is important to have a certain safety gap between the barrier and
the limit of this parameter: equal barrier and limit may lead to the situation where the kernel will need to kill
virtual machine applications to keep the kmemsize usage under the limit.

Tcpsndbuf : Format: byt es[ : byt es] Maximum size of TCP send buffers. Barrier should be not less than 64
KB, and difference between barrier and limit should be equal to or more than value of Nunt cpsock multiplied by
2.5 KB.

Tcpr cvbuf : Format: byt es[ : byt es] Maximum size of TCP receive buffers. Barrier should be not less than
64 KB, and difference between barrier and limit should be equal to or more than value of Nunt cpsock multiplied
by 2.5 KB.

O her sockbuf : Format: byt es[ : byt es] Maximum size of other (non-TCP) socket send buffers. If virtual
machine processes need to send very large datagrams, the barrier should be set accordingly. Increased limit is
necessary for high performance of communications through local (UNIX-domain) sockets.

Dgr anr cvbuf : Format: byt es[ : byt es] Maximum size of other (non-TCP) socket receive buffers. If virtual
machine processes need to send very large datagrams, the barrier should be set accordingly. The difference
between the barrier and the limit is not needed.

OConguar pages: Format: pages|[ : pages] Guarantees against OOM kill. Under this beancounter the kernel
accounts the total amount of memory and swap space used by the virtual machine processes. The barrier of this
parameter is the out-of-memory guarantee. If the oomguarpages usage is below the barrier, processes of this
virtual machine are guaranteed not to be killed in out-of-memory situations. The meaning of limit is currently
unspecified; it should be set to 2,147,483,647.

Pri vvnpages: Format: pages| : pages] Allows controlling the amount of memory allocated by the
applications. For shared (mapped as MAP_SHARED) pages, each virtual machine really using a memory page
is charged for the fraction of the page (depending on the number of others using it). For "potentially private"
pages (mapped as MAP_PRIVATE), the virtual machine is charged either for a fraction of the size or for the full
size if the allocated address space. In the latter case, the physical pages associated with the allocated address
space may be in memory, in swap or not physically allocated yet. The barrier and the limit of this parameter
control the upper boundary of the total size of allocated memory. Note that this upper boundary does not
guarantee that virtual machine will be able to allocate that much memory. The primary mechanism to control
memory allocation is the Vnguar pages guarantee.

» Lockedpages: Format: pages|[ : pages] Maximum number of pages acquired by mlock(2).

» Shnpages: Format: pages|[ : pages] Maximum IPC SHM segment size. Setting the barrier and the limit to
different values does not make practical sense.
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» Physpages: Format: pages| : pages] This is currently an accounting-only parameter. It shows the usage of
RAM by this virtual machine. Barrier should be set to 0, and limit should be set to 2,147,483,647.

*Nunfile:Format:itens[:itenms] Maximum number of open files. Setting the barrier and the limit to different
values does not make practical sense.

e Avnhunpr oc: Format: i t ens[ : i t ens] The expected average number of processes.

* Nunf | ock: Format: i t ens[: i t ens] Maximum number of file locks. Safety gap should be between barrier and
limit.

* Nunpty: Format: i t ens[ : i t ems] Number of pseudo-terminals (PTY). Note that in OpenVZ each virtual
machine can have not more than 255 PTYs. Setting the barrier and the limit to different values does not make
practical sense.

* Nunsi gi nfo: Format: i t ens[: it ens] Number of siginfo structures. Setting the barrier and the limit to
different values does not make practical sense.

e Dcachesi ze: Format: byt es[ : byt es] Maximum size of filesystem-related caches, such as directory entry
and inode caches. EXxists as a separate parameter to impose a limit causing file operations to sense memory
shortage and return an errno to applications, protecting from memory shortages during critical operations that
should not fail. Safety gap should be between barrier and limit.

* Num pt ent : Format: nunf : numi Number of iptables (neffilter) entries. Setting the barrier and the limit to
different values does not make practical sense.

* Swappages: Format: pages| : pages] The amount of swap space to show in container. The configuration of
this parameter doesn't affect security and stability of the whole system or isolation between containers. Its
configuration only affects the way OpenVZ kernel reports about available swap in a container. This is needed for
some applications which refuse to run inside a container unless the kernel report that no less than some specific
amount of swap is available.

» Capabi | i ty: Format: capnane: on| of f Sets capability inside a virtual machine. Note a virtual machine has a
default set of capabilities, thus any operation on capabilities is "logical and" with the default capability mask.
You can use the following values: chown, dac_override, dac_read search, fowner, fsetid,
kill, setgid, setuid, setpcap, |inux_imutable, net_bind_service, net_broadcast,
net _admin, net_raw, ipc_lock, ipc_owner, sys nodule, Sys_raw o, sys_chroot,
sys_ptrace, sys_pacct, sys_adm n, sys_boot, sys_nice, sys_resource, sys_tine,
sys_tty config, nknod, |ease, setveid, ve_adm n.

For example, if you have problems running a Pure-FTPd server inside a Debian/Ubuntu virtual machine, you can
set the following capabilities to solve the problem: CHOAN: on DAC_READ SEARCH: on SETA D: on
SETUI D: on NET_BI ND_SERVI CE: on NET_ADM N: on SYS_CHROOT: on SYS_NI CE: on

WARNING: setting some of those capabilities may have far reaching security implications, so do not do it
unless you know what you are doing. Also note that setting set pcap: on for a virtual machine will most probably
lead to inability to start it.
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4.13.1.4 IP addresses

Here you can define IP addresses that can then be allocated to virtual machines (see chapter 4.13.1.1). If you do
not define any IP addresses here, you cannot create virtual machines. Please note that you can allocate one IP to
just one virtual machine, so make sure you define enough free IP addresses here that can then be used by your
virtual machines.

To create a new IP address, click the Add new r ecor d button. This will lead you to the Openvz | P addr ess
form with the tab | P addr ess.

Openvz IP address

IP address

The form has the following fields:

» Host ser ver : Select the OpenVZ host on which this IP address is located. This field lists only the ISPConfig
servers for which you have checked the VSer ver - Ser ver checkbox under Syst em > System > Server
Ser vi ces (see chapter 4.9.2.1).

* | P addr ess: Type in the IP address.
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«Virtual server: Thisfield is readonly. Later on when you create a new virtual machine and allocate this IP
address to the virtual machine, ISPConfig will fill in the virtual machine name here.

* Reser ved: If you check this box, the IP address cannot be allocated to any virtual machine inside ISPConfig.
This is useful if you want to allocate this IP address manually, e.g. on the command line.
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5 Howtos
5.1 How Do | Create A Reseller?

LoginasadminandgotoCient > Resellers > Add Resel | er (see chapter 4.5.2.1). Fill in the address
of the reseller on the Addr ess tab...
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... and then go to the Li mi t s tab to specify limits for the reseller. An important field is the Max. nunber of
d i ent s field as it specifies how many clients the reseller can create.

254

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



[ISPConfig 3 Manual]

7) ISPCandsg 3.0.4 - Mozilla Frelox -lJ.ﬂ-I.—Ix
Ble Edt Wew Hgtory Dockmarks Dok Hep NUARRRUERK
| B | [E] 192.168.0.100  ittpe: /192, 168.0. 100:6050 fnde. phe s 7 = | ]| 20~ Googe A&

Clients Reseller
Ecit Client Address Limits
A4 Chent
1 Clignit - Templ
£t Clirey pates Default Mailsarver sever | mamphe. com ﬂ
Resellers
Max. number of email 1000
Eit Reseler damains
Ao Resaler Mazx, nussber of malling 1000
lizte

Max., nusber of mailbexes 10000

Mz, nusbar of smal 10000

aliases

Max. number of domain 10000

aliases

Max. number of email 10000

forwarders

Ma:q.l n!unh:r af email 200 -
| L |

After you have created the reseller, you can find it in the list under Cl i ent > Resellers > Edit Reseller:
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If you want to modify the reseller, you can pick it from that list and change the reseller's settings. From the list
view, it is also possible to directly log in as the reseller (just click on the

8

button) and to delete the reseller (click on the

g

button) (see chapter 4.5.2.2).

5.2 How Do | Create A Client?

Now we have to differentiate between two scenarios: 1) the client belongs to the admin 2) the client belongs to a

reseller.

In the first case you must log in as admin and create the client from the admin account, in the second case you
must log in as the reseller and create the client from the reseller account.

Thengotodient > Cients > Add Client (seechapter4.5.1.1). Fill in the address of the client on the

Addr ess tab...
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... and then go to the Li ni t s tab to specify limits for the client:

257

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



[ISPConfig 3 Manual]

) ISPCandsg 3.0.4 - Mazilla Frelox ‘Jm_ﬂ
Bt Edt Mew Mgty Dosknals ok Hep NUMNRRARRES
| |[€ 192.168.0.100 hrws:/192.168.0.100:050 ndex phos 7 = C |30 cooge k.
1o S L |2 B = C/ PN
Home System Client Email Maonitor Sites DS Taols
Clients Client
Bl Chent Address | Limits
a3d Chient
Edt Chwst-Templates
- 63 Add additional template & Delete additional template
Resellers - .
Et Anseler Aarter Remalet c J
aster template -
&g Besaler S——
Addon template ﬂ
Default Mailserver sereer ] sEAMphe. com |
Max. nuaber of email 5
daomaing
Max. numbar of mailboxes g0
May meeshar af sl F=Ta! =
1 L |3

After you have created the client, you can find it in the listunderClient > Clients > Edit Cient:
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If you want to modify the client, you can pick it from that list and change the client's settings. From the list view, it
is also possible to directly log in as the client (just click on the
button) and to delete the client (click on the

8

button) (see chapter 4.5.1.2).

5.3 How Do | Create A Web Site?

It is important that you create a client first before you create a web site, so that you can assign the web site to that
client (a client can own multiple web sites).

Then log in as admin or as the reseller to which that client belongs and goto Sites > Websites > Wbsite
(see chapter 4.6.1.1). To create a web site, you just need to fill out the Domai n tab (the other tabs contain special
configurations that you usually don't need). Make sure that you select the correct client in the O i ent drop-down
menu (if you are logged in as admin, you can select all clients that exist on the system; if you are logged in as a
reseller, you can select only the clients that belong to the reseller):
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Use the Aut o- Subdomai n field to define whether you want no automatic subdomain for the web site (in this case
you can access the site only by using the domain, e.g. ht t p: / / exanpl e. conj, an automatic www subdomain
(recommended) (you can then access the site using ht t p: / / exanpl e. comand ht t p: / / www. exanpl e. con),
or a wildcard subdomain (*. ) which means you can access the site with any subdomain that does not point to
another web site:
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After you have created the web site, you can find it in the list under Sit es > Websites > Wbsite:
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From the list view, it is possible to delete the web site (click on the

]

button).

If the DNS records for the new web site exist and point to the correct server, you can now go to the new web site
in a browser, and you should see the default ISPConfig 3 welcome page:
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Welcome to your website!
This is the default index page of your website.
This file may be deleted or overwritten without any difficulty. This is produced
by the file index.hitml in the web directory,
For questions or problams please contact support.
:-_\-_._.,'..ﬁ ey ™ f
| Dane s

Important: if a client creates a web site himself, he has the permissions to modify the web site settings in
ISPConfig. If the admin or a reseller creates a web site for a client, then the web site settings cannot be modified
by the client in ISPConfig, only by the admin or by the reseller that created the web site.

5.4 How Do | Create An SSL Web Site?

To make a web site SSL-capable, please make sure that the SSL checkbox is checked on the web site's Donai n
tab (please note that you can have only one SSL web site per IP address). Important: you must select a specific
IP address from the | P- Addr ess drop-down menu; you must not select the wildcard (*)!
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Then go to the SSL tab (see chapter 4.6.1.1).

On the SSL tab you can create a self-signed SSL certificate together with a certificate signing request (CSR) that
you can use to apply for an SSL certificate that is signed by a trusted certificate authority (CA) such as Verisign,
Comodo, Thawte, etc. It's not necessary to buy such a trusted SSL certificate, but you should note that if you use
a self-signed SSL certificate, browsers will display a warning to your visitors.

Please note that you can have just one SSL web site per IP address.

To create a self-signed certificate, please fill out the fields St at e, Local i t y, Or gani sati on, Or gani sati on
Uni t, Country, and SSL Donai n, and then select Create Certifi cate fromthe SSL Acti on drop-down
menu, and click on Save. Leave the fields SSL Request, SSL Certificate,and SSL Bundl e empty - the
fields SSL Request and SSL Certi fi cat e will be filled out by the system.
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After the self-signed certificate was created, you will find data in the SSL Request and SSL Certificate
fields (it can take one or two minutes until the data appears in the fields):

) 1SPConfig 3.0.% - Mocilla Firefoox -!g ﬁl
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S5L Bundle

J . _j::

| Done

It is already possible to access the web site using ht t ps: // now with the self-signed certificate, but your visitors
will see a warning. For example, Firefox will complain about the self-signed certificate, therefore you must tell
Firefox to accept the certificate - to do this, click on the | Under st and t he Ri sks link:
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| Done

w |

Click on Add Exception...:
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are going 1o the: right place. Howewver, this site’s idenbity can't be verified.
What Should I Do?

1F you usualy connect tn this sibe without problems, this emor could mean that someone is trying to
mpersonate the sibe, and you shoulkdn™t continue.

Gltrntu.rtufhrtll

Technical Details
WR  MiEmain 0o uses an invalid seourity certficate,

The corsfcabe i nob trusbed bacause it is seif-cigned,
Thee carificabe is only valid for mydomain, oo

{Error coce: sec_ermor_uninusted_issuer)

I Understand the Risks

1F you unsderseand what's going on, you can bell Frefox to start trusting s site's identificason, Even
if you brusk the site, this error could mean that someone is Bampering with your
connection,

Don't add an exception unless you know there’s a good reason why this site doesn't use trusted
idenificabon.

|4

| Dane

The Add Security Excepti on window opens. In that window, click on the Get Certi fi cat e button first
and then on the Confirm Security Excepti on button:
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- Server
Location: | hitps: [fwwew.mydoman. com Getcerhemte | | |
- Cartificate Status
This site athempts bo identify itself vath imald information. Wew... I
Wrong Site
Certficate belongs 1o a different site, which could indicate an identity theft,
Unknoen Identity
Certificate i not trusted, becsuse it hasn't besn verifisd by & recogrized suthority.
i)
¥ Permanently store this excsabon
|Dme .

Afterwards you should be able to see the htt ps: // web site:
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) Welcome! - Mozilla Firefox

Ble EMt Vew Hgory Dookmarks Tools Heb | Q) Stmblel @ lent @ - M-| £ share D info | U Favortes

< TR C - oo [CTmm—— R T PO

Welcome to your website!

This is the default index page of your website.

This file may be deleted or overwritten without any difficulty. This is produced
by the file index.hitml in the web directory,

For questions or problams please contact support.

Pevetraed by |5

[ Done @

If you want to buy an SSL certificate from a trusted CA, you have to copy the data from the SSL Request field -
this is the certificate signing request (CSR). With this CSR, you can apply for a trusted SSL certificate at your CA -
the CA will create an SSL certificate from this CSR, and you can paste the trusted SSL certificate into the SSL
Certificat e field. Sometimes your CA will also give you an SSL bundle - paste this into the SSL Bundl e field.
Select Save Certificat e fromthe SSL Acti on drop-down menu and click on the Save button:

5SL Acton i Save Certificatel ™

& save €3 Back

You have just replaced your self-signed certificate with a trusted SSL certificate.

To delete a certificate, select Del et e Certifi cat e fromthe SSL Acti on drop-down menu and click on the
Save button.

S Action ' Delete Certificai 7 |

& save ‘ &3 Back |
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5.4.1 How Do | Import An Existing SSL Certificate Into A Web Site
That Was Created Later In ISPConfig?

Let's assume you created an SSL certificate for the web site exanpl e. commanually (for example by using these
commands:

cd /hone/ exanpl e. coni cert s/

openssl genrsa -des3 -out custom key.org 2048

openssl req -new -key custom key.org -out customcsr -days 365

openssl req -x509 -key customkey.org -in customcsr -out customcrt -days 365
openssl rsa -in customkey.org -out custom key

chrmod 600 custom key

), and later on you created the web site exanpl e. comin ISPConfig 3, and now you want to use your manually
created SSL certificate for that web site.

To achieve this, you first have to create an SSL certificate for the exanpl e. comweb site as shown in chapter
5.4. Afterwards, you will find the certificate in the / var / ww// exanpl e. coni ssl directory:

I's -1 /var/ww/ exanpl e. coni ssl

serverl: ~# |s -1 [var/ww/ exanpl e. cont ssl

total 16

-rwr--r-- 1 root root 1350 Dec 6 17:53 exanple.comecrt
-rwr--r-- 1 root root 1127 Dec 6 17:53 exanple.com csr

S 1 root root 1675 Dec 6 17:53 exanple.com key
-rwr--r-- 1 root root 1743 Dec 6 17:53 exanple.comkey.org
serverl: ~#

Now you can replace this certificate by copying your manually created . key, . csr, and . crt files to the
[ var / ww/ exanpl e. coni ssl directory (the files must have the same names as the original files in the
[ var / ww/ exanpl e. coni ssl directory, i.e. exanpl e. com key, exanpl e. com csr, and

exanpl e.comcrt):

cp / honme/ exanpl e. con cert s/ cust om key /var/ww exanpl e. cont ssl / exanpl e. com key
cp /home/ exanpl e. coni certs/ custom csr /var/ww exanpl e. coni ssl / exanpl e. com csr

cp /home/ exanpl e. comf certs/customcrt /var/ww/ exanpl e. coni ssl / exanpl e. com crt
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Now copy the contetns of / var / ww/ exanpl e. com ssl / exanpl e. com csr ...

cat /var/ww/ exanpl e. coni ssl / exanpl e. com csr

----- BEG N CERTI FI CATE REQUEST- - - - -
M | DCDCCAf ACAQAWYZ0x Cz AJBgNVBAYTAK RFMRYWFAYDVQQ Ewl CaVWk ZXJ z YWNo
c2VuMRI WEAYDVQQHEWM MIW/uZW 1cntx GTAXBgNVBAOTEHBY b2pl a3RniYXJt | Edt
YkgxCz AJBgNVBAs TAKI UVMRQMEgQ YDVQQRDEW | eGRt cGx| LnNvb TEKMCI GCSqGSI b3
DQEJARYVd2Vi bWFzdGVy QGV4YWLwWh GUUY29t M | Bl j ANBgkghki GOWOBAQEFAACC
AQBAM | BCgKCAQEA4BJI +EB4gv LYk @Bf uUHBEUOGoRW 330r v QFG2QR+0f 30V+d
U01B23nZxNxqCl XZKKgl 52f T+r pXkXf cJYyZ0c 7l | S+bcuFbqH821 XVW7b60vOuG
eYt | sOt uOvi NNVW AODPgNUWHSzj | 9HPyf SDi j 10 AgaQKMLwgwad8Cknbl j RcR9
+spelG hU7SW I vEy 7SL58WhUpi 4hR/ OvTwgi 5dN30nLoTI 5xf LkQda80BeZ+d0OW
30JKhYLC8Tqgt 81SxONBuK5drt 1INYgowdBi El P3V2ZZR+/ j / 4dHZ/ 80ZY] zaTB1Ja
UeNRxswi BOgVnPt mQZYWHh9k ShuceWVel AAJ64Q DAQABoCUWM wYJKoZI hve NACGKH
MRYTFEEgY2hhbGx| bndl | HBhc3N3b3Jk MAOGCSqGSI b3DQEBBQUAA4I BAQBk05n8
JKNN6CTDr t UyMLQNSNYZt 69j hl w7 Rxr WITI 3awnGll 3dl j br 6S70c2FCWW/ f EnDw
bDZHi r / n23Vul pydRw uFs+pj CPF3R/ XHHGv2kpw+1nj i dQopt YFyKt El 9FFf L8Zp
1RR5As0l zCdW PewE/ EswBrLt eONo9QQF N5SXCE6hh3t 71 oEy/ Ai t +y 7vX19TwXwWA
gSf pGR3Agf r LBWOV/ Pgut oQt CuhTf GBBYI | dl 34phFsS8x3ks4hy+Dzs691yFv1lh
INJUFcuNI BFCzcdAWXAIS9Q / / ZRAG7 G+05f nl UMDkLqDKFaU7gj Met CobHD+cqL
I'i f3ep5yAuQY7N50

----- END CERTI FI CATE REQUEST- - - - -

..and/var/ww exanpl e. coni ssl / exanpl e.comcrt ...

cat /var/ww/ exanpl e. coni ssl / exanpl e. com crt

----- BEG N CERTI FI CATE- - - - -

M | Euj CCA6KgAWM BAgl JAJt WEs 76 Sw+wWIVAOGCSq GS| b3DQEBBQUAM GZMEBWCQYD
VQQGEW] ERTEVWBQGALUECBWNTM | ZGVyc2Fj aHNI bj ESMBAGALUEBXMI THVI bnVi

dXJ nMRkwFWYDVQQKEX Bwe meqZW 0ZrFy b SBHbW | MQs wCQYDVQQLEWJ JVDEUMBI G
ALUEAXM_ZXhhbXBsZS5j b20x| DAeBgkghki GOWOBCQEVEWZ0QGZhbG vdd t bWJu
Y29t MBAXDTEWMT| WiNj EOMz k ONVOXDTEXMTT wiNj EOMz k ONVowg Zk x Cz AJ BgNVBAYT
Ak RFMRYWFAYDVQQ Ewl CaWk ZXJz YWNoc 2Vu VRl WEAYDVQQHEW MdWuUZW 1cntx
GTAXBgNVBAOTEHBy b2pl a3RmYXJt | Edt YkgxCz AJBgNVBAs TAkI UVRQWEG YDVQQD
Ewt | eGFt cGxl Lni\vb TEgMB4GCSqGSI b3DQEJARYRZNRAZNFsa290aWlt ZS5) b20w
ggEi MAOGCSqGSI b3DQEBAQUAAA I BDWAWYgEKA0I BAQDIGOCNnJIxXx VI i qOvgNu65d6+
uZh7+WsJ++WOP/ k4Na4f 6ax37Lr wKWhay 5Yhnp YW OYhhgs5MKDVs 2Md/ SJj PmAZ
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AgMBAAG ggEBM H+MBOGAL1UdDgQWBBSYxv4Q QrcAL7gRsBTXx3V/ i t xj CBzgYD
VROj Bl HGM HDgBSYxv4Q QrbcAl7gRsBTXx3V/ i t xqGBn6SBnDCBMTEL MAK GALUE
BhMCREUx Fj AUBgNVBAgTDUSpZWRI cnNhY2hz ZWAX Ej AQBgNVBAC TCUx1ZWBI YnVy
Zz EZMBc GA1UEChMX HIvanVr dGZhcnDgR21i SDEL MAk GALUECX MCSVQx FDASBgNV
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3BDcbh2daHCv TTBF6Bx ZPYs ENgk30Kvf ROs 18Pr Uzwxr / Fol 3JBOahGuj A2wHOR48
UGDI t OEqQW p35j NYgh/ c7gkl kVLAJJ9G 9JvqY6J5Vhrt | 3XDQaT9KbY+LCBbozt

KXmMEELvVVXz 3cLTvVWEg=

----- END CERTI FI CATE- - - - -

... and paste the contents of the . csr file into the SSL Request field and the contents of the . crt file into the
SSL Certifi cat e field on the SSL tab of the exanpl e. comweb site in ISPConfig, select Save Certificate
and click on Save:

) I5PConfiy 3.0.3 - Mozilla Firefoo i =10 x|
Be Edt Vew Hgory Qockmarks Tools Help | GQUcwmble! Al - y et T -| B1 4 share- ) info | W Favorites
E = O X |[l1 hittpe [ feerver L example. com:B0R0 firdex, phps - n."l- 4 F
) TANEQNVEACTEHEYb2p] a3RmYXITIEDE =]
Cron Jobs VigXNCZ AJEQNVEAS TAK LMROWE GYDVOODE
— Wt eGF EcEx 1Lk bTERMC IGC5GE5I0S
Statistics DOE JAR YW 2V | BWFZ dGh GGy 4 VW LW GE LY
T ZITMITET{ANBakahk | GIwIBAQEFAADC X
eb Traffic
Wetsite guota (Harddisk) 551 Certificate =

551 Bundis

35L Action Save Certificate ﬂ

& save & Back

That's it! The exanpl e. comweb site uses your manually created SSL certificate now.

5.5 How Do | Redirect My Web Site To Another Web Site Or
To A Specific Directory On The Server?

Go to the Redi r ect tab of your web site in ISPConfig (see chapter 4.6.1.1). In the Redi rect Type field, please
select the flag that you want to use for the redirect:
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Flags (Apache):

* R Use of the [ R] flag causes a HTTP redirect to be issued to the browser. If a fully-qualified URL is specified
(that is, including ht t p: / / ser ver nane/ ) then a redirect will be issued to that location. Otherwise, the current
servername will be used to generate the URL sent with the redirect.

*L: The [ L] flag causes mod_rewrite to stop processing the rule set. In most contexts, this means that if the rule
matches, no further rules will be processed.

* R, L: You will almost always want to use [ R] in conjunction with [ L] (thatis, use [ R, L] ) because on its own,
the [ R] flag prepends http://thi shost[:thisport] tothe URI, but then passes this on to the next rule in
the ruleset, which can often result in ‘'Invalid URI in request’ warnings.

More details about Apache rewrite flags can be found here: http://httpd.apache.org/docs/2.2/rewrite/flags.html

If you want to do a URL redirect, you should use the R,L flags, while for a directory redirect it is recommended to
just use the L flag.

Flags (nginx):

* | ast : Completes processing of rewrite directives, after which searches for corresponding URI and location.

* br eak: Completes processing of rewrite directives and breaks location lookup cycle by not doing any location
lookup and internal jump at all.

 r edi r ect : Returns temporary redirect with code 302; it is used if the substituting line begins with ht t p: / /.

» per manent : Returns permanent redirect with code 301.

More details about Apache rewrite flags can be found here:
http://wiki.nginx.org/NginxHttpRewriteModule#rewrite

If you want to do a URL redirect, you should use the permanent flag.

If you want to do a URL redirect, please specify the redirect target URL in the Redirect Path field (e.g.
http://ww. soneot herwebsi te. com subdir/ or http://ww. soneot her websi t e. con? ). Please note
that the URL should have a trailing slash:
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If you want to do a redirect to a subdirectory of your web site, please specify the subdirectory or the path to the
subdirectory (relative to the document root of your web site) in the Redi r ect Pat h field. Please note that the
path must begin and end with a slash (e.g. / subdi r ect or y/ anot her subdi rect ory/):

Redirsct Type R.L ﬂ
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5.6 How Do | Create An FTP Account So That | Can Upload
Files To My Web Site?

GotoSites > FTP > FTP-User and click on the Add new FTP- User button (see chapter 4.6.2.1).

Select the web site for which you want to create the FTP user, then define a username for the FTP account (
[ CLI ENTNAME] is a placeholder and will be replaced by ISPConfig; you can see the final username in the FTP
user list) and a password and specify a hard disk quota in MB (- 1 means unlimited):
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Afterwards you can find the new FTP user in the list under Sites > FTP > FTP- User (where you can also see
the final username of the FTP user, cl i ent 1t onsmi t h in this case which means that [ CLI ENTNAME] was
replaced with cl i ent 1):
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From the list view, it is possible to delete the FTP user (click on the

]

button).

You can now use the new FTP account to log into your web site (using an FTP client such as FileZilla) - use your
web site domain (without htt p: // orhttps://)inthe Server or Host nane field of your FTP client and then
your FTP username and password to log in:
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After you've logged in, you can now see the directory structure of your web site. You must upload web site
contents into the web/ directory (or subdirectories of it) as this is the document root of your web site; Perl or CGI

scripts must go into the cgi - bi n/ directory:
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Please note that Perl or CGI scripts that you upload into the cgi - bi n/ directory must be executable; you can
make them executable by changing the file attributes through your FTP client:

280

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



_ [ISPConfig 3 Manual|

Fz chentltamsemith@mydomain.com - FlleZilla = =10] x|

Dsbed  Bambeitan  Ubsrkragurg  Servartyp  Hille  Meus Version verfilghar

Server: | miydomain,com Berutremams: I-:i_mtl.wnﬂ'- Passwart: [##esssssss Port: | I Verbinden |'I

PRI Dateiattribute andern | 2]
Atk a0 A DithE wien Sie die neisn Attribote Fir di Datsi
Arbwort; 23540 ela_weorkd.pi” sus.
Anbeerlt I38F - Besitrer Berechbigungen -
Aot 3260
Fumg Catet | ¥ Lesen W Schretben ¥ susfibren Ej
Lokale Angicht: | [~Gruppen Berechigungen Gegenssitenansichis | fogi-bin |
[ ¥ Lessn I scveben [ Ausfihren BGf
i opibn
~Offantiche Berechitigungen i log
¥ Lesen [ Scweben ¥ Ausfibren i
i tmp
Humerischer Wert: |75 EHCD web
Verwenden Sie ein 'y, um die urspringlichen Berechiigungen & emrcr
bemubehaiten. @ stas
£ subdrectary
[ ok | bbrechen |
Dateiname oa Tuletzt Dotename |  Dategrofe | Datetyp | Zulstzt geandert | Berechsy
2. 2.
[2] hells_wodd.pl 37 PLDatei 04,06, 2004 20:11 | 2] hello_wor... I PLDats
|#] infa.ple 18 PHPDalsi 24,06, 2004 20:05
@ z5 ghiml 450 Frefox Document 0108, 2005 22155
4 | LA | | *
Sarver | Lokals Datei Rich Diatei suf i Grote | Priocitst | Status [
| Zwischengespescherte Dateien | Fefigeschiagens Lbertragungen T Erfolgresche Ubertragungen (1)

| | [ [Warteschiange: 0Bytes @ @

5.7 How Can | Use Perl/CGI Scripts With My Web Site?

First you must check the CGI checkbox for your web site on the Domain tab in ISPConfig:
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Afterwards, you can upload your Perl and CGl scripts to the cgi - bi n/ directory of your web site (they will only
work in that directory). Please note that you must make your Perl and CGl scripts executable (e.g. through your
FTP client, see chapter 5.6) because otherwise they will not work. Also, if you have enabled suExec (Apache) for
your web site, the scripts must be owned by the correct user and group (which is already the case if you uploaded
them through FTP).

5.8 How Do | Create An Email Account?

The first thing we have to do is to add the domain of the email account to the system. To do this, go to Enai | >
Emai | Accounts > Donai n and click on the Add new Domai n button. Fill in the domain name, select the
correct client and enable the spamfilter for the domain, if desired:
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Now we can create an email account for that domain. Go to Emai | > Email Accounts > Emmil Mail box
and click on the Add new Mai | box button. Select the domain and fill in an alias (i.e., the local part or the part
before the @ sign). The Real nanme and Send copy t o fields are optional. Fill in a password for the account, set
a quota in MB (- 1 means unlimited) and select a spamfilter level to use: Non- Payi ng, Uncensor ed, Want s

all spamWants viruses, Normal, Tri gger happy, Per mi ssi ve. The settings for each of these levels
are defined under Emai | > Spanfilter > Policy. Please note that this setting overrides the spamfilter
setting of the mail domain (no matter what spamfilter level you chose for the mail domain; this is true even if you
disabled the spamfilter for the mail domain), with one exception: If you choose to not enable the spamfilter for this
email account, but the spamfilter is enabled for the mail domain, then the spamfilter setting of the mail domain is
used for this email account. Use Uncensor ed to disable the spam-/virusfilter (see chapter 4.7.1.3):
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After you have created the email account, you can find it in the list under Emai | > Emmi |

Mai | box:

i

Accounts > Emmil
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From the list view, it is possible to access the email account using a webmail application (click on the

=

button; please note that you must have installed a webmail application yourself and defined the webmail URL in
the system configuration, as described in chapter 4.9.2.4) or to delete the email account (click on the

g

button).

Every new email account will automatically receive a welcome email from the ISPConfig 3 system:

285

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



[ISPConfig 3 Manual] _

] Welcome to your new email account. . -0l =|
| Datei Bearbeiten Ansicht Extras Nachricht ? H
ﬂ"} ﬂJ ‘*’ﬁ = x @
Antworten  Allen antw... Weiterleiten Drucken Léschen Zurlick
Von: ISPConfig3
Datum: Montag, 6. September 2010 17:37
An: tom. smith@mydomain. com
Betreff: Welcome to your new email account.

Welcome to your new email account. Your webmaster.

[
4

5.9 How Do | Activate The Spamfilter/Virus Scanner For An
Email Account?

When you create or edit an email account, you can select a spamfilter level to use: Non- Payi ng, Uncensor ed,
Wants all spam Wants viruses, Nornal, Tri gger happy, Perm ssi ve. The settings for each of these
levels are defined under Enai | > Spanfilter > Policy. Please note that this setting overrides the
spamfilter setting of the mail domain (no matter what spamfilter level you chose for the mail domain; this is true
even if you disabled the spamfilter for the mail domain), with one exception: If you choose to not enable the
spamfilter for this email account, but the spamfilter is enabled for the mail domain, then the spamfilter setting of
the mail domain is used for this email account. Use Uncensor ed to disable the spamfilter (see chapter 4.7.1.3).
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5.10 How Do | Blacklist/Whitelist Email Addresses In The
Spamfilter?

To blacklist an email address in the spamfilter (which means that emails originating from that email address will
always be considered spam), goto Enai |l > Spanfilter > Bl ackli st and click onthe Add Bl ackl i st
recor d button (see chapter 4.7.2.2).

Select the user or the whole domain that will benefit from this blacklist record in the User drop-down menu, and
then fill in the email address that you want to blacklist in the Emai | field.

If multiple whitelist/blacklist records apply, the Pri ori ty field specifies which rule to use first (10 = highest
priority, 1 = lowest priority). For example, if you blacklist @ast yspanmdonmai n. comwith a priority of 5, you could
whitelist gooduser @ast yspandonai n. comwith a priority of 6 so that gooduser @ast yspandonai n. conis
mails get through while @ast yspandonai n. comis blacklisted. In most cases you can disregard the Pri ority
field.

Make sure that the Act i ve checkbox is checked and click on Save.
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Afterwards you can find the new blacklist record in the list under Emai | > Spanfilter > Bl acklist:
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From the list view, it is possible to delete the blacklist record (click on the

]

button).

Creating whitelist records works the same as for blacklist records - justgoto Enai |l > Spanfilter >
Wi tel i st (seechapter4.7.2.1).

5.11 How Do | Fetch Emails From A Remote Server With
ISPConfig And Put The Emails In A Local Email Account?

You can use ISPConfig to retrieve emails from a remote POP3 or IMAP account and put them into a local mailbox
(see chapter 4.7.3.1). To create such a Fetchmail account, goto Enai |l > Fetchmail > Fetchmail and click
on the Add new Account button.

Select the protocol that should be used to retrieve emails from the remote server (POP3, | MAP, POP3SSL,

| MAPSSL), then specify the hostname of the remote mail server, the username of the mailbox on the remote
server together with the password, and select the local mailbox (in the Dest i nat i on field) where mails retrieved
from the remote server should be put. If you want emails to be automatically deleted on the remote host after they
have been retrieved, check the Del et e emails after retrieval checkbox:
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Afterwards you can find the new Fetchmail account in the list under Emai | > Fetchmail > Fetchnail:
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From the list view, it is possible to delete the Fetchmail account (click on the

]

button).

5.12 How Do | Create A DNS Zone?

To create a DNS zone, it is recommended to use the DNS Wizard (DNS > DNS W zard > Add DNS Zone)
which will automatically create a set of common DNS records for your domain (like ww, mai | , ns records, etc.)
(see chapter 4.8.1.1).
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Afterwards you can find the new zone in the list under DNS > DNS > Zones:
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From the list view, it is possible to delete the DNS zone (click on the

]

button).

If you edit the zone and go to the Recor ds tab, you will see the records that have automatically been created by
the DNS Wizard (the Def aul t template will create A records for mydomai n. com www. mydomai n. com and
mai | . nydomai n. com two NS (nameserver) records, plus an MX (mail exchanger) record for mydomai n. com
that points to mai | . mydonai n. conj:
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On the Recor ds tab, you can edit or delete existing records and add further ones.

5.13 How Do | Create A Secondary DNS Zone?

(This feature is supported only if you use the BIND name server. If you use MyDNS, database replication will be
used to transfer data to the secondary DNS server.)

If you've already created the master DNS zone for a domain on another server and would like to use ISPConfig to
create the secondary zone for the domain on one of the servers controlled by ISPConfig, go to DNS >
Secondary DNS > Secondary Zones and click on the Add new secondary DNS Zone button (see
chapter 4.8.3.1).

Select the server and the client for the secondary zone, then fill in the domain for which you want to create the
secondary zone in the DNS Zone field, e.g. sonreexanpl edonai n. com - please note that you need a dot at the
end. Then specify the IPv4 address of the primary nameserver for the domain in the NS field, e.g. 1. 2. 3. 4. Make
sure that the Act i ve checkbox is checked and click on Save:
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Afterwards you can find the new zone in the list under DNS > Secondary DNS > Secondary Zones:
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From the list view, it is possible to delete the secondary DNS zone (click on the

]

button).

5.14 How Do | Create A Mirror?

Please take a look at chapter 3.3.

5.15 How Do | Split Up Services Between Multiple Servers?

Please take a look at chapter 3.2.

5.16 How Do | Unblock An IP Address That Got Blocked By
fail2ban?

If you want to unblock an IP address that got blocked by fail2ban, first run

iptables -L
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Output could be as follows:

root @erverl: ~# iptables -L

Chain I NPUT (policy ACCEPT)

t ar get prot opt source destinati on

fail 2ban-ssh tcp -- anywhere anywher e tcp dpt:ssh

Chai n FORWARD (pol i cy ACCEPT)
t ar get prot opt source destination

Chai n QUTPUT (policy ACCEPT)
t ar get prot opt source destination

Chain fail 2ban-ssh (1 references)

t ar get prot opt source destination
DROP 0 -- sone.renote. host anywhere
RETURN 0 -- anywhere anywher e

root @Gerver 1l: ~#

Notice son®e. r enot e. host is currently being blocked here. You can tell iptables to drop that rule. The syntax is
i ptabl es -D <rul enanme> <rul e |ine>. Tounblock sone. renot e. host, run

i ptables -D fail 2ban-ssh 1

Runi pt abl es - L again, and you should see that the rule is gone, and sone. r enot e. host should be able to
log in via SSH again.

5.17 How Do | Create A Subdomain And Redirect It To A
Different Folder/Web Site?

GotoSites > Websites > Subdomai n for website (see chapter 4.6.1.2). In the Redi rect Type field,
please select the flag that you want to use for the redirect:

Flags (Apache):

* R Use of the [ R flag causes a HTTP redirect to be issued to the browser. If a fully-qualified URL is specified
(that is, including ht t p: / / ser ver nanme/ ) then a redirect will be issued to that location. Otherwise, the current
servername will be used to generate the URL sent with the redirect.

*L: The [ L] flag causes mod_rewrite to stop processing the rule set. In most contexts, this means that if the rule
matches, no further rules will be processed.

* R, L: You will almost always want to use [ R] in conjunction with [ L] (that is, use [ R, L] ) because on its own,
the [ R flag prepends htt p://thishost[:thisport] tothe URI, but then passes this on to the next rule in
the ruleset, which can often result in 'Invalid URI in request’ warnings.
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More details about flags can be found here: http://httpd.apache.org/docs/2.2/rewrite/flags.html

If you want to do a URL redirect, you should use the R,L flags, while for a directory redirect it is recommended to
just use the L flag.

Flags (nginx):

¢ | ast : Completes processing of rewrite directives, after which searches for corresponding URI and location.

* br eak: Completes processing of rewrite directives and breaks location lookup cycle by not doing any location
lookup and internal jump at all.

e redi r ect : Returns temporary redirect with code 302; it is used if the substituting line begins with htt p: / /.

e per manent : Returns permanent redirect with code 301.

More details about Apache rewrite flags can be found here:
http://wiki.nginx.org/NginxHttpRewriteModule#rewrite

If you want to do a URL redirect, you should use the permanent flag.

If you want to do a URL redirect, please specify the redirect target URL in the Redirect Path field (e.qg.
http://ww. soneot herwebsi te. com subdir/ orhttp://ww. someot herwebsi t e. com ). Please note
that the URL should have a trailing slash:
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If you want to do a redirect to a subdirectory of your web site, please specify the subdirectory or the path to the
subdirectory (relative to the document root of your web site) in the Redi r ect Pat h field. Please note that the
path must begin and end with a slash (e.g. / subdi r ect or y/ anot her subdi rect ory/):
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5.18 How Do | Manually Configure New IP Addresses On
My System?

I'm assuming that your system uses the static IP address 192. 168. 0. 100 on the network interface et h0, and
that you want to add the IP address 192. 168. 0. 101 to that interface.

Debian/Ubuntu:
Open/etc/network/interfaces:

vi /etc/network/interfaces

It will probably look like this:

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
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What we do now is duplicate the et hO stanza, but instead of et hO we use et h0: 0 (a virtual network device), and
in the address line we use the new IP address 192. 168. 0. 101 instead of 192. 168. 0. 100. All other settings
remain the same. In the end the complete file looks as follows:

(If you want to use a third, fourth, etc. IP address, use the virtual interfaces et h0: 1, et h0: 2, and so on. If you
are unsure about the network settings, you can use this network calculator: http://subnetmask.info/.)

Restart the network afterwards:

/etc/init.d/ networking restart
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The command

ifconfig

should show the new interface afterwards:

serverl: ~# ifconfig

et hO

eth0: 0

Li nk encap: Et hernet HWaddr 00: OC: 29: FD: 78: BE
i net addr:192.168.0.100 Bcast:192.168.0.255 WMask: 255.255.255.0
inet6 addr: fe80::20c:29ff:fefd: 78be/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MIU: 1500 Metric:1
RX packets: 130 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 137 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX byt es: 12592 (12.2 KiB) TX bytes: 31876 (31.1 Ki B)
Base address: 0x1070 Menory: ec820000- ec840000

Li nk encap: Et hernet HwWaddr 00: OC. 29: FD: 78: BE
i net addr:192.168.0.101 Bcast:192.168.0.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
Base address: 0x1070 Menory: ec820000- ec840000

Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 16436 Metric:1
RX packets:8 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 8 errors: 0 dropped: 0 overruns:0 carrier:0
col l'i sions: 0 txqueuel en: 0
RX byt es: 560 (560.0 b) TX bytes:560 (560.0 b)

serverl: ~#

Fedora/CentOS:

The file / et ¢/ sysconfi g/ net wor k- scri pt s/ifcfg- et hO contains the settings for et h0. We can use this
as a sample for our new virtual network interface et h0: 0 (which we use for our additional IP address
192.168. 0. 101):

cp /etc/sysconfig/network-scripts/ifcfg-ethO /etc/sysconfig/ network-scripts/ifcfg-eth0:0

Now we want to use the IP address 192. 168. 0. 101 on the virtual interface et h0: 0. Therefore we open the file
[ etc/sysconfig/network-scripts/ifcfg-ethO: 0 and modify it as follows (use et hO: 0 in the DEVI CE
line and 192. 168. 0. 101 in the | PADDR line; the other settings should remein the same; we can leave out the
HWADDR line as it is the same physical network card):

vi /etc/sysconfig/ network-scripts/ifcfg-eth0:0
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DEVICE=eth0:0
BOOTPROTO=static
BROADCAST=192.168.0.255
IPADDR=192.168.0.101
NETMA SK=255.255.255.0
NETWORK=192.168.0.0
ONBOOT=yes

(If you want to use a third, fourth, etc. IP address, do the same steps again, but use the virtual interfaces et h0: 1,
et h0: 2, and so on. If you are unsure about the network settings, you can use this network calculator:
http://subnetmask.info/.)

Restart the network afterwards:

/etc/init.d/ network restart

Now run

ifconfig

You should now see your new IP address in the output:

[root @erverl ~]# ifconfig

et hO

eth0: 0

Li nk encap: Et hernet HWaddr 00: OC. 29: FD: 78: BE
i net addr:192.168.0.100 Bcast:192.168.0.255 Mask: 255.255.255.0
inet6 addr: fe80::20c:29ff:fefd: 78be/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 130 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 137 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX bytes: 12592 (12.2 KiB) TX bytes: 31876 (31.1 Ki B)
Base address: 0x1070 Menory: ec820000- ec840000

Li nk encap: Et hernet HWaddr 00: OC: 29: FD: 78: BE
i net addr:192.168.0.101 Bcast:192.168.0.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MIU: 1500 Metric:1
Base address: 0x1070 Menory: ec820000- ec840000

Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 16436 Metric:1
RX packets:8 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 8 errors: 0 dropped: 0 overruns:0 carrier:0
col lisions:0 txqueuelen: 0
RX bytes: 560 (560.0 b) TX bytes:560 (560.0 b)
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[root @erverl ~|#

OpenSUSE:
Start YaST:

yast 2

GotoNetwork Devices > Network Settings:

Control Center

S0l tuare

Harduare

Sysztem

Hetwork Dewvic
ell AppArnor
urity and Uzers

[Help] [Quit]

Mark the current network interface and select [ Edi t] :
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Global ||||1 ions—0uverview—Hostnane, INE—HRout {wg

e i5ER Elgutut Ethl:rm:t Contraller (Copper)

= Started automatically at boot
= IF address: 192.168.0.100-24

[Add] [Deleted

|H|'||_||

In the Addi ti onal Addresses box, select [ Add] :
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Hetwork Card Setup
Genera | —Addre Haprduare

} Mo IF Add (For Bomding Devices)
) Dynamic

LABH .8, 180 r merver] . exanple ., com

litional Addresses

Alias Mame| 1P Add

|H|'||_| | [Cance1]

Fillin O in the Al i as Nane field (this translates to the virtual network interface et h0: 0; if you want to add a third,
fourth, etc. IP address later on, you'd use 1, 2, etc. in this field - this would translate to et h0: 1, et h0: 2, and so
on), 192. 168. 0. 101 in the | P Addr ess field, and 255. 255. 255. 0 in the Net mask field (in most cases the
netmask is the same as for et hO; if you are unsure about the network settings, you can use this network
calculator; http://subnetmask.info/). Then select [ OK] :
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Hetwork Card
G ra l—fdd

) Ho IF Address (for Bomd ing Devices)

) Dynani

)

dress

t1BH B 180 F e cexanple . con
itional Addres

Alias Mame| 1P

M. 8050
[Cance] ]

|H|'||_|| [Cance1]

Select [ NEXT] on the following screen:
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Hetwork Card
G ra l—fdd

Ho TP Address (for Bonding Devices)
Dynani
1 . - lazk fostnane

168 .8, 1080 F e cexanple . con
itional Addres

EditllDelete]

|H|'||_||

Select [ K] :
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Global ||||1 ions—0uverview—Hostnane INE—HRout {wyg

‘1'1‘1H‘I Gigahit Ethernet Controller (Copper)

e DER Gigabit Ethl:rm:t Contraller (Copper)

Started antomatically at boot
IF address: 192.166.0. 100-24
A (192.168.0.181-)

[AddIIEAitIIDelete]

|H|'||_||

Now you can leave YaST by selecting [ Qui t ] :
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Sof tuare
Harduware
Sysztem

Hodemn

Hetwork Devices Hetwork Zettings
Hetwork -
Howell AppArnor

Security and Uzers

Uirtualization

Support

Hizcel lansouns

Now run

ifconfig

You should now see your new IP address in the output:

serverl:~ # ifconfig

et hO

et h0: 0

Li nk encap: Et hernet HWaddr 00: 0C: 29: OA: 18: 82

i net addr:192.168.0.100 Bcast:192.168.0.255 Mask: 255.255.255.0
inet6 addr: fe80::20c:29ff:fela: 1882/ 64 Scope: Link

UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1

RX packets: 326 errors: 0 dropped: 0 overruns:0 frame: 0

TX packets: 67 errors: 0 dropped: 0 overruns:0 carrier:0

col lisions: 0 txqueuel en: 1000

RX byt es: 33800 (33.0 Kb) TX bytes: 7555 (7.3 Kb)

Li nk encap: Et hernet Hwaddr 00: OC: 29: OA: 18: 82
i net addr:192.168.0.101 Bcast:192.168.0.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1

Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
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UP LOOPBACK RUNNI NG MrU:. 16436 Metric:1

RX packets:2 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets:2 errors:0 dropped: 0 overruns:0 carrier:0
col lisions:0 txqueuelen:0

RX bytes: 100 (100.0 b) TX bytes: 100 (100.0 b)

serverl: ~ #

5.19 How To Build A PureFTPd Debian Package For
OpenVZ Virtual Machines (Without Capabilities Enabled)

The PureFTPd package that comes with Debian/Ubuntu does not start in an OpenVZ virtual machine as it is
compiled with "capabilities". This tutorial describes the steps to build a PureFTPd Debian package with
capabilities disabled:

Make a temporary directory:

nkdir /usr/src/pure-ftpd

cd /usr/src/pure-ftpd

Download the source package for PureFTPd:

apt -get source pure-ftpd
apt -get bui |l d-dep pure-ftpd

Edit the r ul es file and add the switch - &#8211; wi t hout - capabi l i ti es:

cd pure-ftpd-1.0.21/ debi an

vi rules

Change the line:

optflags=--with-everything --with-largefile --with-pam --with-privsep --with-tls

to (one line!):

optflags=--with-everything --with-largefile --with-pam --with-privsep --with-tls --without-capabilities

Build the Debian (.deb) package...

cd ..
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dpkg- bui | dpackage -uc -b

... and install it:

cd .
dpkg -i pure-ftpd-common_1.0.21-11.4 all.deb pure-ftpd-nmysql _1.0.21-11.4_i 386. deb

/etc/init.d/pure-ftpd-nysql restart

To prevent that apt overwrites these manually compiled packages with the default packages from the Debian
repositories, execute these commands:

echo 'pure-ftpd-common hold" | dpkg --set-selections

echo 'pure-ftpd-nmysqgl hold | dpkg --set-selections

If you have root access to the OpenVZ host system, instead of compiling a new PureFTPd package, you can
do this on the host system (I'm assuming that the ID of the OpenVZ container is 101 - replace it with the correct
VPSI D on your system):

VPS| D=101
for CAP in CHOM DAC READ SEARCH SETG D SETUI D NET_BI ND_SERVI CE NET_ADM N SYS_CHROOT SYS NI CE
CHOWN DAC READ SEARCH SETG D SETUI D NET_BI ND_SERVI CE NET_ADM N SYS_CHROOT SYS NI CE
do
vzct| set $VPSID --capability ${CAP}:on --save

done

5.20 How To Display Hidden Files With PureFTPd On
Debian And Ubuntu Linux

If hidden files (files that start with a dot like .htaccess, .bash_history, .profile or .ssh) are not displayed in your FTP
client, then they are most likely disabled in the FTP server. To enable hidden files in PureFTPd on Debian and
Ubuntu Linux, execute this command...

echo "yes" > /etc/pure-ftpd/ conf/D splayDotFiles

... and then restart PureFTPd:
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/etc/init.d/pure-ftpd-nysql restart

5.21 PureFTPd Does Not Show More Than 2,000 Files On
Debian And Ubuntu

The PureFTPd daemon by default has a recursion limit of 2,000 files, this prevents the server from showing more
than 2,000 files when you browse a directory with an FTP client. To expand this limit to e.g. 5,000 files, create or
edit the file / et c/ pur e-ft pd/ conf/ Li m t Recur si on and add the line 5000 500:

echo "5000 500" > /etc/pure-ftpd/conf/LimtRecursion

Then restart PureFTPd:

/etc/init.d/pure-ftpd-nysql restart

5.22 How To Speed Up Logins In PureFTPd On Debian Or
Ubuntu Linux By Disabling Name Resolving

If you experience problems with slow logins in PureFTPd, this is often caused by a problem with the resolving of
the client's hostname. This happens e.g. when you run an FTP server in your intranet and the hostname of the
client computer does not exist in DNS. To disable name resolving in PureFTPd, run the command:

echo 'yes' > /etc/pure-ftpd/conf/Dont Resol ve

Then restart PureFTPd:

/etc/init.d/ pure-ftpd-nysql restart

Disabling name resolving also fixes the following error message:

Jul 24 16:26:28 ispconfig pure-ftpd: (?@) [ERROR] Sorry, invalid address given

5.23 How To Enable Verbose Logging In PureFTPd On
Debian And Ubuntu Linux

To turn on verbose logging (e.g. to debug FTP connection or authentication problems) in PureFTPd FTP server
on Debian and Ubuntu Linux, execute the following command as root user on the shell:

echo 'yes' > /etc/pure-ftpd/conf/VerboselLog
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Then restart PureFTPd:

/etc/init.d/pure-ftpd-nysql restart

The debug output will be logged to syslog. To view the log content, execute:

tail -n 100 /var/l og/sysl og

To disable verbose logging, execute these commands:

rm-f /etc/pure-ftpd/ conf/VerboselLog

/etc/init.d/pure-ftpd-nysql restart

5.24 How To Enable FTPS For PureFTPd On Debhian And

Ubuntu Linux
To enable FTPS for PureFTPd on Debian and Ubuntu, run:

echo 1 > /etc/pure-ftpd/ conf/TLS

nkdir -p /etc/ssl/private/

openssl req -x509 -nodes -days 7300 -newkey rsa: 2048 -keyout /etc/ssl/private/pure-ftpd. pem

-out /etc/ssl/private/pure-ftpd. pem
chnod 600 /etc/ssl/private/pure-ftpd. pem

Then restart PureFTPd:

/etc/init.d/ pure-ftpd-nysql restart

5.25 How Can | Access SquirrelMail From My Web Sites?
5.25.1 Apache

This guide explains how to configure SquirrelMail on a Debian/Ubuntu server so that you can use it from within
your web sites (created through ISPConfig).

We will configure SquirrelMail so that you can use it from within your web sites by using the / squi rrel mai | or
/ webnmai | aliases. So if your website is ww. exanpl e. com you will be able to access SquirrelMail using
www. exanpl e. cont squi rrel nmai | or ww. exanpl e. conf webnai | .
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SquirrelMail's Apache configuration is in the file / et ¢/ squi rr el mai | / apache. conf, but this file isn't loaded
by Apache because it is not in the / et ¢/ apache2/ conf . d/ directory. Therefore we create a symlink called
squi rrel mai |l . conf inthe/ et c/apache2/ conf. d/ directory that points to

/etc/squirrel mail/apache. conf and reload Apache afterwards:

cd /etc/apache2/ conf. d/
In -s ../../squirrel mail/apache. conf squirrel mail.conf

/etcl/init.d/ apache2 rel oad

Now open / et ¢/ apache2/ conf.d/ squirrel mail. conf ...

vi [etc/apache2/conf.d/squirrel mail.conf

... and add the following lines to the <Di rect ory /usr/share/squirrel mai | ></ Di r ect or y> container
that make sure that mod_php is used for accessing SquirrelMail, regardless of what PHP mode you select for
your website in ISPConfig:
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Create the directory /var/li b/squirrel mail/tnp...

nkdir /var/lib/squirrelmil/tnp

... and make it owned by the user ww+ dat a:

chown ww«data /var/lib/squirrel mail/tnp

Reload Apache again:

/etc/init.d/ apache2 rel oad

That's it already - / et ¢/ apache2/ conf. d/ squirrel mai | . conf defines an alias called / squi rrel mai | that
points to SquirrelMail's installation directory / usr/ shar e/ squi rrel nai | .

You can now access SquirrelMail from your web site as follows:
http://ww. exanpl e. coni squi rrel mai |

You can also access it from the ISPConfig control panel vhost as follows (this doesn't need any configuration in
ISPConfig):

http(s)://serverl. exanpl e. com 8080/ squirrel mai l

If you'd like to use the alias / webmai | instead of / squi rrel mai | , simply open
[ et c/ apache2/ conf.d/squirrel mail.conf ..

vi /etc/apache2/conf.d/squirrel nail.conf

... and add the line Al i as /webmail /usr/share/squirrel mail:

Alias /squirrelmail /usr/share/squirrelmail
Alias /webmail /usr/share/squirrelmail
[-]

Then reload Apache:

/etc/init.d/apache2 rel oad

Now you can access Squirrelmail as follows:

htt p: // ww. exanpl e. conl webnai |
http(s)://serverl. exanpl e. com 8080/ webnai |

If you'd like to define a vhost like webmai | . exanpl e. comwhere your users can access SquirrelMail, you'd have
to add the following vhost configuration to / et ¢/ apache2/ conf . d/ squirrel mail . conf:

vi /etc/apache2/conf.d/squirrel nail.conf
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Make sure you replace 1. 2. 3. 4 with the correct IP address of your server. Of course, there must be a DNS
record for webnai | . exanpl e. comthat points to the IP address that you use in the vhost configuration. Also
make sure that the vhost webnai | . exanpl e. comdoes not exist in ISPConfig (otherwise both vhosts will
interfere with each other!).

Now reload Apache...

/etcl/init.d/ apache2 rel oad

... and you can access SquirrelMail under ht t p: / / webnmai | . exanpl e. com

5.25.2 nginx

The ISPConfig apps vhost on port 8081 for nginx comes with a SquirrelMail configuration, so you can use
http://serverl. exanpl e. com 8081/ squirrel mail or
http://serverl. exanpl e. com 8081/ webrai | to access SquirrelMail.

If you want to use a / webmai | or/squi rrel mai | alias that you can use from your web sites, this is a bit more
complicated than for Apache because nginx does not have global aliases (i.e., aliases that can be defined for all
vhosts). Therefore you have to define these aliases for each vhost from which you want to access SquirrelMail.

To do this, paste the following into the ngi nx Di recti ves field on the Opt i ons tab of the web site in
ISPConfig (see chapter 4.6.1.1):
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If you use https instead of http for your vhost, you should add the line f ast cgi _param HTTPS on; to your
SquirrelMail configuration like this:

If you use both http and https for your vhost, you need to add the following section to the htt p {} section in
/ et ¢/ ngi nx/ ngi nx. conf (before any include lines) which determines if the visitor uses http or https and sets
the $f ast cgi _ht t ps variable (which we will use in our SquirrelMail configuration) accordingly:

vi [/ etc/ngi nx/ ngi nx. conf
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Don't forget to reload nginx afterwards:

/etc/init.d/nginx rel oad

Then go to the ngi nx Di recti ves field again, and instead of f ast cgi _param HTTPS on; you add the line
fastcgi _param HTTPS $f astcgi _https; so that you can use SquirrelMail for both http and https requests:
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5.26 How Can | Access phpMyAdmin From My Web Sites?
5.26.1 Apache

This guide explains how to configure phpMyAdmin on a Debian/Ubuntu server so that you can use it from within
your web sites (created through ISPConfig).

We will configure phpMyAdmin so that you can use it from within your web sites by using the / phpnyadmni n or
/ phpMyAdm n aliases. So if your website is www. exanpl e. com you will be able to access phpMyAdmin using
www. exanpl e. conl phpnyadm n or ww. exanpl e. com phpMyAdni n.

phpMyAdmin's Apache configuration is in the file / et ¢/ phpryadmni n/ apache. conf . Normally, there should be
a symlink called phpryadni n. conf inthe / et c/ apache2/ conf. d/ directory that points to
/ et c/ phpnyadni n/ apache. conf :

I's -1 /etc/apache2/conf.d/
root @erverl: ~# |Is -1 /etc/apache2/conf.d/
total 20

-rwr--r-- 1 root root 237 2011-09-01 11:26 apache2-doc

-rwr--r-- 1 root root 269 2011-09-01 11:30 charset

I rwxrwxrwx 1 root root 45 2011-09-16 12:22 javascript-common.conf -> /etc/javascri
pt - conmon/ j avascri pt - conmon. conf

-rwr--r-- 1 root root 3296 2011-09-01 11:30 | ocalized-error-pages

[ rwxrwxrwx 1 root root 24 2011-10-18 12: 04 mail man. conf -> /etc/ mail man/ apache. con
f

STWT--T1--

=

root root 143 2011-09-01 11: 30 ot her-vhosts-access-1og

[ rwxrwxrwx 1 root root 28 2011-09-16 12: 23 phpmyadm n.conf -> ../../phpnyadni n/ apa
che. conf

-rwr--r-- 1 root root 1424 2011-09-01 11:30 security

root @erverl: ~#

If that symlink does not exist, create it as follows and reload Apache afterwards:

cd /etc/apache2/ conf. d/
In -s ../../phpnyadm n/ apache. conf phpnyadm n. conf

letc/init.d/apache2 rel oad

Now open / et ¢/ apache2/ conf. d/ phpnyadmni n. conf ...

vi [ etc/apache2/ conf.d/ phpnyadm n. conf

... and add the line Al i as / phpMyAdmi n /usr/ shar e/ phpnyadni n:
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Then reload Apache:

/etc/init.dl apache2 rel oad

Now you can access phpMyAdmin as follows:

http: // ww. exanpl e. conf phpnyadmi n
http: // ww. exanpl e. comf phpMyAdmi n
http(s)://serverl. exanpl e. com 8080/ phpmyadm n
http(s)://serverl. exanpl e. com 8080/ phpMyAdm n

5.26.2 nginx

The ISPConfig apps vhost on port 8081 for nginx comes with a phpMyAdmin configuration, so you can use
http://serverl. exanpl e. com 8081/ phpmyadni n or
http://serverl. exanpl e. com 8081/ phpMyAdni n to access phpMyAdmin.

If you want to use a / phpmyadm n or / phpMyAdni n alias that you can use from your web sites, this is a bit more
complicated than for Apache because nginx does not have global aliases (i.e., aliases that can be defined for all
vhosts). Therefore you have to define these aliases for each vhost from which you want to access phpMyAdmin.

To do this, paste the following into the ngi nx Di recti ves field on the Opt i ons tab of the web site in
ISPConfig (see chapter 4.6.1.1):

320

The ISPConfig 3 manual is protected by copyright. No part of the manual may be reproduced, adapted, translated, or made available to a third party in any form by
any process (electronic or otherwise) without the written specific consent of projektfarm GmbH. You may keep backup copies of the manual in digital or printed
form for your personal use. All rights reserved.

This copy was issued to: jeffery morse - jmorse563@juno.com - Date: 2011-12-28



_ [ISPConfig 3 Manual]

If you use https instead of http for your vhost, you should add the line f ast cgi _param HTTPS on; to your
phpMyAdmin configuration like this:

If you use both http and https for your vhost, you need to add the following section to the htt p {} section in
/ et ¢/ ngi nx/ ngi nx. conf (before any include lines) which determines if the visitor uses http or https and sets
the $f ast cgi _ht t ps variable (which we will use in our phpMyAdmin configuration) accordingly:

vi /etc/ngi nx/ ngi nx. conf
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Don't forget to reload nginx afterwards:

/etc/init.d/nginx rel oad

Then go to the ngi nx Di recti ves field again, and instead of f ast cgi _param HTTPS on; you add the line
fastcgi _param HTTPS $f astcgi _https; so that you can use phpMyAdmin for both http and https
requests:
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5.27 How Can | Access Mailman From My Web Sites?
5.27.1 Apache

For Debian/Ubuntu, the required Apache configuration to access Mailman from your web sites is described in
chapter 3.1.2:

Enable the Mailman Apache configuration:

I'n -s /etc/mail man/ apache. conf /etc/apache2/conf.d/ mail man. conf

This defines the alias / cgi - bi n/ mai | man/ for all Apache vhosts, which means you can access the Mailman
admin interface for alist at ht t p: / / <vhost >/ cgi - bi n/ mai | man/ adm n/ <l i st nane>, and the web page for
users of a mailing list can be found at ht t p: / / <vhost >/ cgi - bi n/ mai | man/ | i sti nfo/ <li st nane>.

Restart Apache afterwards:

/etc/init.d/ apache2 restart

5.27.2 nginx

The ISPConfig apps vhost on port 8081 for nginx comes with a Mailman configuration, so you can use
http://serverl. exanpl e. com 8081/ cgi - bi n/ mai | man/ admni n/ <l i st name> or
http://serverl. exanpl e. com 8081/ cgi - bi n/ mai | man/ i sti nfo/<listnane>to access Mailman.

If you want to use Mailman from your web sites, this is a bit more complicated than for Apache because nginx
does not have global aliases (i.e., aliases that can be defined for all vhosts). Therefore you have to define these
aliases for each vhost from which you want to access Mailman.

To do this, paste the following into the ngi nx Di recti ves field on the Opt i ons tab of the web site in
ISPConfig (see chapter 4.6.1.1):

location /cgi-bin/mailman {
root /usr/lib/;
fastegi_split_path_info (*/cgi-bin/mailman/[*]*)(.*)$;
include /etc/nginx/fastcgi_params;
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;
fastegi_param PATH_INFO $fastcgi_path_info;
fastcgi_param PATH_TRANSLATED $document_root$fastcgi_path_info;
fastcgi_intercept_errorson;
fastcgi_pass unix:/var/run/fcgiwrap.socket;

|ocation /images/mailman {
alias /usr/sharel/images/mailman;
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location /pipermail {
dias /var/lib/mailman/archives/public;

autoindex on;

This defines the alias / cgi - bi n/ mai | man/ for your vhost, which means you can access the Mailman admin
interface for alistat htt p: // <vhost >/ cgi - bi n/ mai | man/ admi n/ <l i st nane>, and the web page for users
of a mailing list can be found at ht t p: / / <vhost >/ cgi - bi n/ mai | man/ 1 i sti nfo/ <l i st name>.

Under htt p: // <vhost >/ pi per mai | you can find the mailing list archives.

6 Security Considerations
6.1 How Do | Disable Certain PHP Functions?

Debian/Ubuntu:

Debian and Ubuntu systems come with multiple php.ini files (/ et ¢/ php5/ apache2/ php. i ni for mod_php,

/ et c/ php5/ cgi / php.ini for Fast-CGl and CGI, and / et ¢/ php5/ cl i / php. i ni for command-line PHP).
You can use the di sabl e_functi ons = directive to disable potentially dangerous PHP functions such as exec
, passt hru, popen,ini_set,systemhbutonlyin/etc/php5/apache2/ php.ini and

[ et c/ php5/ cgi / php.ini,e.g. as follows:

[.]

; This directive allows you to disable certain functions for security reasons.

; It receives a comma-delimited list of function names. This directiveis

; *NOT* affected by whether Safe Mode is turned On or Off.

disable_functions = exec,passthru,popen,ini_set,system,show_source,shell_exec,proc_open,phpinfo
[.]

If you modify / et c/ php5/ apache2/ php. i ni, please do not forget to restart Apache afterwards:

/etc/init.d/ apache2 restart

Please note that you must not disable any functions in the php.ini file for the command line,
[ etc/ php5/cli/php.ini,because if you do, ISPConfig will not work correctly anymore!

Fedora/CentOS/OpenSUSE:

These distributions come with just one php.ini file which is used by mod_php, Fast-CGI/CGI, and command-line
PHP. Therefore we cannot disable PHP functions in that php.ini file because that would also affect command.line
PHP, and ISPConfig would not work anymore.
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But you can disable functions individually for each web site in ISPConfig, either through the Cust om php. i ni
set ti ngs field (if you use Fast-CGl, CGI, or SUPHP), or through the Apache di recti ves field (if you use
Mod-PHP), both on the Options tab of a web site (see chapter 4.6.1.1).

In the Cust om php. i ni settings field, you can place something like

di sabl e_functions =
exec, passt hru, popen, i ni _set, system show source, shel | _exec, proc_open, phpi nfo

In the Apache directives field, you can use the php_fl ag di sabl e_functi ons directive, one directive
per function, e.g. as follows:

php_flag d
php_flag d
php_flag d
php_flag d
php_flag d
php_flag d
php_flag d
php_flag d
php_flag d

sabl e_functions exec

sabl e_functions passthru
sabl e_functi ons popen

sabl e_functions ini_set

sabl e_functions system

sabl e_functions show source
sabl e_functions shell _exec
sabl e_functions proc_open
sabl e_functions phpinfo

6.2 Enabling SSL For The ISPConfig Web Interface

(These instructions are for Debian/Ubuntu.)

Since ISPConfig 3.0.4, you can enable SSL for the ISPConfig web interface during installation - just press ENTER
when you see this question:

Do you want a secure (SSL) connection to the |1SPConfig web interface (y,n) [vy]:
<-- ENTER

For earlier ISPConfig versions (or if you told the ISPConfig 3.0.4 installer you want to use http, but have changed
your mind and want to use https now) do this to enable SSL for the ISPConfig web interface:

Make the directory for the SSL certificate:

nkdir /etc/apache2/ss

cd /etc/apache2/ss

Create the SSL certificate files:

openssl| genrsa -des3 -out ispserver.key 4096
openssl req -new -key ispserver.key -out ispserver.csr

openssl x509 -req -days 3650 -in ispserver.csr \
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-signkey ispserver.key -out ispserver.crt
openssl rsa -in ispserver.key -out ispserver.key.insecure
nv i spserver. key ispserver. key. secure

nv i spserver. key.insecure ispserver.key

Enable the mod_ssl module:

a2ennod ssl

Edit the ISPConfig vhost file...

vi /etc/apache2/sites-avail abl e/i spconfig. vhost

... and insert the following lines between the <Vi r t ual Host ... ></Virtual Host > tags:

SSLEngine On
SSL CertificateFile /etc/apache2/ssl /ispserver.crt
SSL CertificateK eyFile /etc/apache2/ssl/ispserver.key

Restart Apache2:

/etc/init.d/ apache2 restart

The ISPConfig control panel login is now reachable on port 8080 by https.

6.3 Using SuExec For The ISPConfig Web Interface

(These instructions are for Debian/Ubuntu.)

Before you do this, you should close all browser windows where you use ISPConfig because afterwards the
current sessions will be invalid.

Open/ et c/ apache2/ sites-avail abl e/i spconfi g. vhost ...

vi /etc/apache2/sites-avail abl e/i spconfig. vhost

... and comment out the <I f Modul e nod_php5. c>. .. </ | f Modul e> section:

[-]

# <IfModule mod_php5.c>

# DocumentRoot /usr/local/ispconfig/interface/web/
# AddType application/x-httpd-php .php
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# <Directory /usr/local/ispconfig/interface/web>
#  Options FollowSymLinks

#  AllowOverride None

#  Order alow,deny

# Allow fromall

# php_value magic_quotes gpc 0

# </Directory>

# </IfModule>

[]

... and restart Apache:

/etc/init.d/ apache2 restart

6.4 What Are Secure Settings For Web Sites Created
Through ISPConfig?

» Use Fast-CGl, CGl, or SuPHP instead of Mod-PHP.

* Always activate suExec if you use Fast-CGI or CGI.

» Enable only the features that you really need. For example, if you don't need SSI for a web site, then don't
enable it.

6.5 How Do | Make fail2ban Monitor Additional Services?

(These instructions are for Debian/Ubuntu.)

By default, fail2ban monitors the SSH service and tries to block users with too many failed login attempts for this
service. But fail2ban can also be used to monitor additional services and block users with too many failed login
attempts. This tutorial has more details about it: http://www.howtoforge.com/fail2ban_debian_etch

6.5.1 PureFTPd

Open/etc/fail2ban/jail.local:

vi /etc/fail2ban/jail .l ocal

Add the following section at the end:

[-]
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Then create the file /et c/fail 2ban/filter.d/ pureftpd. conf:

vi /etc/fail2ban/filter.d/pureftpd.conf

Restart fail2ban:

letc/init.d/fail 2ban restart

6.5.2 SASL

Open/etc/fail2ban/jail.local..

vi /etc/fail2ban/jail .l ocal

... and make sure you have the following section in it:

Restart fail2ban:

/etc/init.d/fail 2ban restart
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6.5.3 Courier

Open/etc/fail2ban/jail.local ..

vi /etc/fail2ban/jail.local

... and make sure you have the following four sections in it:

Next create the following four files:
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vi /etc/fail2ban/filter.d/courierpop3.conf

vi /etc/fail2ban/filter.d/courierpop3s.conf
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vi /etc/fail2ban/filter.d/courierinmap.conf

vi /etc/fail2ban/filter.d/courierinmaps.conf
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Restart fail2ban:

/etc/init.d/fail 2ban restart

6.5.4 Dovecot

Open/etc/fail2ban/jail.local:

vi /etc/fail2ban/jail.local

Add the following section at the end:

Then create the file / et ¢/ fai | 2ban/filter. d/ dovecot - pop3i map. conf:

vi /etc/fail2ban/filter.d/dovecot-pop3i map. conf

Restart fail2ban:

/etc/init.d/fail 2ban restart
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7 Troubleshooting

7.1 How Do | Find Out What Is Wrong If ISPConfig Does
Not Work?

1) Did all jobs finish? Take a look at the job queue (Mbnitor > System State (Al Servers) > Show
Jobqueue) (see chapter 4.10.1.3). Jobs that are listed there are either not yet completed (i.e., ISPConfig is still
working on them) or did not complete because of some kind of problem.

2) If there are open jobs, please check if there are messages with the status "error” in the system log (Moni t or
> System State (Al Servers) > Show Systen Log) (see chapter 4.10.1.2). If there are, please try to
fix the error. After you have fixed the error, please delete the error message from the system log in ISPConfig, so
that ISPConfig can continue to process the open jobs.

3) If it is not clear what is causing the error, please set the log level to Debug under Syst em > System >
Server Confi g (see chapter 4.9.2.2). After one or two minutes, there should be more detailed messages in
ISPConfig's system log (Moni tor > System State (Al Servers) > Show System Log).

4) If this still doesn't help, then go to the command line of the server on which the error happens (on multiserver
systems, it is often the slave and not the master) and run (as root):

crontab -e

Comment out the ser ver . sh cron job:

#* * * * * [ugr/local/ispconfig/server/server.sh > /dev/null 2>> /var/log/ispconfig/cron.log

Then run the command:

/usr/local/ispconfig/server/server.sh

This will display any errors directly on the command line which should help you to fix the error. If you have fixed
the error, please don't forget to uncomment the ser ver . sh cron job again.
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